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Who are we and what do we do?
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What’s our problem?

Small team

_ots of users (all untrusted)

_ots of systems

_ots of logs

_uckily, no “sensitive” information BUT
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#!/usr/bin/operation

import small_team
tasks = detection(security_team=FALSE)

while max(cat_video.watch()):
1f tasks.detect() == true:
react(tasks)
else:
sleep(5)

—1-_—-: . - . ., 0 Y
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Why Elasticsearch

Easy to deploy (minimum configuration)
Scales vertically and horizontally

Easy to use API
Modules for most programming/scripting languages
Actively developed with good online documentation

It's free
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How Elasticsearch Works in 25 seconds

Shards

Single instance of Lucene on a node
Can be primary or replica

Index

Mapping of shards to nodes
Like a database within a relational database

Nodes

Keeps a copy of the index
Maintain primary and replica shards
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Hardware and Infrastructure

Blades
Network attached storage — NFS

Aggregate TAP, SPAN off switches (physical and
virtual)

Virtualization (VMware)
Puppet
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8 x Nodes - virtualized

4x Cores
16 GB ram
500 GB data partition (NFS->NAS)

/\ pup forge

Deployed/Configured using Puppet modules.
https://forge.puppetlabs.com/
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Software

I logstash

(Data Collection)

&P redis @ python

(Queuing) (Glue/Integration)

Q"_. plasticsearch.

(Storage, index, search)

(Visualization)

KIbAAA
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Data Sources

Windows Event Logs

Syslog

Bro (session data/dpi)

SILK (flow)

SNMP

PCAP (stored on disk, index information in ES)
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Can | see a diagram with boxes and
arrows?
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Things we can do

Batch analysis (retrospective)
Correlation between data sets
Make pretty graphs for displaying on TVs — Kibana

Alerting — Python/R
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Where we want to do

Puppet / Applications containers (ie, Docker)
Our environment is defined in software.
Can we use this to automate auditing?
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Batch/Retrospective Analysis

. Say we saw some interesting traffic coming from
one of our servers — we want to know which

processes were run around that time on that
host...

. Set a simple filter in Kibana like...

~aA Windows Event Logs

time must & % guerystring must (& & % guerystring must (& & % field must
field : @timestamp query : type;"WindowsEventLog™ query : eventlog_id. 4688 field : host
from : "2014-12-11T14:00:00.000Z"

to : "2014-12-11715:00:00.000Z"

. Kibana queries ES and returns...
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Batch/Retrospective Analysis

EVENTS OVER TIME o & + x EVENT ID'S

iewr | mOut| @ 0 @ o) @ (0) Other (74) count per 30s | (74 hits) @ 4638 (74) Other values (0)

0
14:00:00 14:05:00 14:10:00 14:15:00 14:20:00 14:25:00 14:30:00 14:35:00 14:40:00 14:45:00 14:50:00 14:55:00 15:00:00

EVENTS

© 0 to 74 of 74 available for paging

@timestamp v » 1 eventlog_id » 1 eventiog_category » 4 NewProcessName » 1 SubjectLogonid
2014-12-11T14:56:28.0002 4688 Process Creation C:Windows\System32wermagr.exe 0x3e7
2014-12-11T14:48:06.000Z 4688 Process Creation C:\Windows\System32Wwermar.exe 0x3e7
2014-12-11T14:47:03.0002 4688 Process Creation C:\Program Files (x86)\Google\Chrome\Applicatiom\chrome. exe 0314197
2014-12-11T14:47.03.000Z 4688 Process Creation CAProgram Files (x86)iGoogle\Chrome\Applicationichrome. exe 0x1b4faf
2014-12-11T14:47:03.0002 4688 Process Creation C:\Program Files (x86)\Google\Chrome\Application\chrome. exe 014197
2014-12-11T14:47:03.000Z 4688 Process Creation C:\Program Files (xB6)\Google\Chrome\Application\chrome exe 0x1b4faf
2014-12-11T14:47.02.000Z 4688 Process Creation CProgram Files (x86)\Google\Chrome\Applicationichrome. exe 0x1b4faf
2014-12-11T14:47:02.0002 4688 Process Creation C:\Program Files (x86)\Google\Chrome\Applicatiom\chrome. exe 0314197
2014-12-11T14:45:30.000Z 4688 Process Creation C:Windows\System32\dllhost exe 0x3e7
2014-12-11T14:45:12.000Z 4688 Process Creation C:\Program Files (x86)\Internet Exploreniexplore.exe 0x1p419f
2014-12-11T14:44:51.0002 4688 Process Creation C\Windows\System32\diinost exe 0x3ed
2014-12-11T14:44:05.000Z 4688 Process Creation C:Windows\System32\dllhost.exe 0x3e7
2014-12-11T14:44:02.0002 4688 Process Creation C:\Program Files (x86)\Internet Exploreniexplore.exe 014197
2014-12-11T14:43:28 0002 4688 Process Creation C:Users\PublidDownloads\Bginfo exe 0x1b4faf
2014-12-11T14:43.27.000Z 4688 Process Creation CWindows\System32\conhost exe 0x3e7
2014-12-11T14:43:27.0002 4688 Process Creation C\Windows\System32\userinit.exe Ox3ey
2014-12-11T14:43:27 0002 4688 Process Creation C:Windows\Application Compatibility Scriptsiacregl exe 0x1bd4faf

2014-12-11T14:43.27.000Z 4688 Process Creation CWindows\System32\cmd.exe 0x1b4faf

—
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Batch/Retrospective Analysis

- You can also use ES Python API to perform
gueries — http://elasticsearch-py.rtfd.org/

. Lots of query and filter options; JSON syntax;
more flexibility and control

. Good for...

Running queries on-demand over any period of time

Checking on important events that are too
cumbersome to alert on

Daily review of logs
Investigation
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Batch/Retrospective Analysis

. Example query bodies

fs_objaxs_body = {
:_snurge”% "Btimestamp”, "Subjectusername”, "subjectDomainName”, "subjectLogonId”, "objectName”,"0bjectType", "host", "ProcessName”, "message”],
query”:
"filtered": {
"query”: { "bool": { "must": [
{1 "match": { "eventlog_id": 4663 }},

B { "match": { "eventlog_category": { "query": "File System", "operator”: "and" }}}]

"filter”:{ "range": { "@timestamp": { "from": "now-1d" }}}|

h
h

reg_objaxs_body = {
”_SUUFEE”% ["@timestamp”,"subjectusernName”,"host","ProcessName”, "message” ],
query”:
"filtered": {
"query”: { "bool": { "must™: { "match": { "eventlog_id": 4657 }}

”f%]ter“:{ "range”: { "@imestamp”: { "from": "now-1d" }}}

- And get...
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Batch/Retrospective Analysis

§ python2.7 OBJAXS.py -a 30m

[+] rReturned 25 hits on file system...

[+] suspect access to audited file system by USER/SERVICE accounts:

wemmwwraes 2014-12-16T16:14:28, 0002 UTC ##wwwwness

— o LogonId: 0x1cfd2383 touched FILE: C:‘Wwindows'System32'winevt'Logs\Security.evix

HOST : — =
Process C:\Windows"System32' svchost. exe
Accesses: ReadData (or ListDirectory

[+] Access to audited file system by COMPUTER accounts (shows processes used):

[+] rReturned 1 hits on registry...

[+] suspect modification of registry by USER/SERVICE accounts:
wEERRwRERE J014-12-16T16:21 :36. 0002 UTC #®e&sseass

on host — A registry value was modified.

Subject:
Security ID: S5-1-5-21-2723307174-1429147120-1202244634-1703
ACCOUNT Name: _—
AcCcount Domain: OTE
Logon ID: Ox7b7b3z

object:
iject Name : “REGISTRY'MACHINE"SOFTWARE'Microsoft'Windows NT\Currentversion‘winlogon
object value Name: Userinit
Handle ID: Oxfc
Operation Type: Existing registry wvalue modified

Process Information:
Process ID:
Process Name:

Oxh9c
C:Wwindows'regedit. exe

Change Information:

old value Type: REG_SZ

0ld value: C:hWwindowsh system3z2huserinit. exe,

New value Type: REG_SZ

New value: C:hWwWindows' system32'\userinit. exe, C:'WwWindows'system32'evil.exe

I+] Modifications

to registry by COMPUTER accounts (shows processes used):
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Correlation of Data Sets & Visualization

. Correlate events within and between data sets to
gain context
. Visualizing data with Kibana facets...
« Makes aspects of data more readily apparent
« Aids perspective and understanding of data
« Looks cool
. Typically...
« Attach one or more Queries to individual facets
« Drill down on specific data using Filters (whole page)
« Plethora of info with just one or two filters
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Correlation of Data Sets & Visualization

~afl Bro Correlation Panel an hour ago to a few seconds ago

NET CHANGE e o + OVERALL BRO EVENTS e & b x LOGS BY TYPE

FROM 30MIN AGO . .
iews | & Zoom Out | (159746) count per 30s | (159746 hits)
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Correlation of Data Sets & Visualization

~nll SiLK

Out | @ (176308) count per 5m | (176308 hits)

6000

EE .||||||||||||||||"III||||I|“"||""l|II||||||||"II"I“lI“llIIIIIII

07:00 08:00 09:00 10:00 11:00 12:00
12-16 12-16 12-16 12-16 12-18 12-18

NOTE

6 hours ago to a few seconds ago re

APPLICATION o o 4 x

@ B0 (117324) 137 (354)
22 (164)

150000

@ 53 (78411)
25 (120)

@® 161 (12984) @ 443 (11586)

100000

VOLUME PER FLOWTYPE e & 4

® 0(242166002) @ 2(2910762785) @ 3 (543314259)
7 (228581) |total of bytes

@ 1(1324205212)
6 (66942730)

0 - -

& + x

In some cases, applications that use encryption (SSL/TLS, S8H, etc ), or are otherwise unidentified (UDP/123 NTP it seems), are given an Application ID of 0. In
the APPLICATION chart above, these are not shown and may skew the actual figures of the identified applications, such as 443, however, applications with an 1D

of 0 are included in the figures of the FLOWS histogram.

TOP TALKERS - UPLINK - OUT

@ 10.67.14.104 (1145571948) @ 10.67.133.17 (55736882)
@ 10.67.130.11 (120040678) @ 10.67.12.10 (96847530)
10.67.133.14 (22440064) 10.67.4.56 (8235313)

10.67.4.141 (11310571) 10.67.12.200 (12748277)
| total of bytes

10.67.133.28 (7631737)
@ 10.67.133.25 (5428692)

TOP DESTINATIONS - OUT

@ 10.20.11.51 (1145707297) @ 10.64.2215 (386270382)

@ 1024 647 (158684072) @ 10649692 (123980257) 10 64 97 254 (8802135)
10.64.52.147 (13129662) 10.61.16.70 (6006323) 10.64.22.12 (865969)
10.64.96.128 (691014) @ 10.10.131.24 (273096) | total of bytes
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TOP TALKERS - UPLINK - IN

@ 10.64.22.15(1858413993) @ 10.20.11.51(2072894) @ 10.61.16.70 (1310059)

@ 10.64.96.92 (4513989) 10.64.52.147 (425268) 10.64.96.128 (120449)
10.60.10.11 (658996) 10.64.97 254 (543834) 10,6422 12 (17217)

® 10.64.22.24 (431215) | total of bytes

=2

10.67.133.150
34%

@ 10.67.133.37 (207823367) @ 10.67.133.12 (92659652)

® 106713317 (143671042) @ 10.67.133.218 (37712061)
10.67.133.14 (51490093) 10.67.133.150 (538197564)
10.67.133.25 (22056456) 10.67.130.114 (19479707)

TOP DESTINATIONS - IN

CarnegieMellon

u_ B

FLOWTYPE

0: Inbound
2: InWeb
6 Internal

1: Outbound
3: OutWeb
7: External

TOP TALKERS - INTERNAL

s

@ 10.67.131.225 (3319811) @ 10.67.15.66 (9054055)

® 10.67.9.76 (910608) 10.65.48.75 (2418450) 10.67.16.162 (371320)
10,67 16.159 (617154) 10.67 9128 (260987) 10.67 4 56 (990595)

@ 10.67.4.6 (1326832) | total of bytes

® 10.67.6.12 (6532614)

TOP DESTINATIONS - INTERNAL

.

® 10.67.16.159 (8285606) @ 10.67.16.162 (9222674) @ 10.67.16.163 (3851165)

@ 1067 46 (8482738) 10.67.16.165 (3277952) 10.67 14104 (2416920)
10.67.9.75 (525982) 10.67.131.225 (618800) 10.67.9.76 (353734)

@ 10.67.6.12 (574078) | total of bytes




Alerting — Windows Event Monitoring

- Want to know about certain events as they occur

Administrator login

Local/SAM account login attempts
User account creation/re-enabling
Creation/Addition to Groups
Scheduled Task creation

Log cleared

. Uses ES Python APl and CRON

Queries ES 15 times per hour

Every 4 minutes -> “from”: “now-4m”
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Alerting — Windows Event Monitoring

. Example Alerts received via email notifications

Security Group Management Events:

2014-12-08714:31:37 = added to global group ~——in DTE domain.
2014-12-08714:31:37 added ‘. to global group in DTE domain.
2014-12-08T14:31:37 added to global group in DTE domain.
2014-12-08T14:31:37 added to global group = = in DTE domain.
2014-12-08714:31:37 added to global group ~in DTE domain.
2014-12-08714:31:37 added to global group =/ in DTE domain.

User Account Management Events:

2014-12-08T14:31:37 = created user accountT/@—in DTE domain.

Local Account Logon Events:

2014-12-05T713:45:15  Host — attempted to locally validate credentials for user ==
Error Code: Ox0 Successful validation

Logs Cleared:

host user
2014-11-25T12:26:48  The Application log file was cleared on = byE
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Alerting — Windows Event Monitoring

Example Alerts received via emall notifications

The following events have recently occurred...

Local Account Logon Events:

2014-11-17T10:32:10

2014-11-17T10:32:10

2014-11-17T10:33:06

2014-11-17T10:33:06

2014-11-17T7T10:23:06

2014-11-17T10:33:06

2014-11-17T10:33:29

2014-11-17T10:33:25

2014-11-17T10:33:29

2014-11-17T7T10:23:29

2014-11-17T10:33:24

2014-11-17T10:33:34

2014-11-17T10:33:34

2014-11-17T7T10:23:24

2014-11-17T7T10:23:24

2014-11-17T10:33:24

2014-11-17T10:33:34

2014-11-17T10:33:34

Host == attempted to locally validate credentials for user X

Error Code: OxcOD00064 User name does not exist

Host — attempted to locally validate credentials for user APPXMATZ
Error Code: OxcOD00064 User name does not exist

Host — ) attempted to locally validate credentials for user ADMINISTRATOR
Error Code: OxcOD0DD06a Correct user name, wrong password

Host — —— T attempted to locally validate credentials for user ADMINISTRATOR
Error Code: OxcO00006a Correct user name, wrong password

Host = — T == attempted to locally validate credentials for user GUEST

Error Code: OxcO0D00072 Account is currently disabled

Host ™= — e attempted to locally validate credentials for user GUEST

Error Code: OxcO0D006a Correct user name, wrong password

Host T attempted to locally validate credentials for user ADMINISTRATOR

Error Code: OxcOD0006a Correct user name, wrong password

Host —_— attempted to locally validate credentials for user GUEST

Error Code: OxcODDDO72 Account is currenthy disabled

Host ™ — = attempted to locally validate credentials for user GUEST

Error Code: OxcOD0006a Correct user name, wrong password

Host ™ —— attempted to locally validate credentials for user ADMINISTRATOR
Error Code: Oxc0D0006a Correct user name, wrong password

Host I attempted to locally validate credentials for user ADMINISTRATOR
Error Code: OxcO0D006a Correct user name, wrong password

Host —— attempted to locally validate credentials for user ADMINISTRATOR
Error Code: OxcO00006a Correct user name, wrong password

Host === — attempted to locally validate credentials for user ADMINISTRATOR
Error Code: OxcODDD0Ba Correct user name, wrong password

Host == o attempted to locally validate credentials for user QJHNEZUP

Error Code: OxcOD00064 User name does not exist

Host == — T attempted to locally validate credentials for user ADMINISTRATOR
Error Code: OxcO0D006a Correct user name, wrong password

Host == ————— attempted to locally validate credentials for user ADMINISTRATOR
Error Code: OxcOD0006a Correct user name, wrong password

Host ™ — attempted to locally validate credentials for user ADMINISTRATOR
Error Code: OxcO00006a Correct user name, wrong password

Host === —_— attempted to locally validate credentials for user ADMINISTRATOR
Error Code: OxcODDD0Ba Correct user name, wrong password
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Alerting — Windows Event Monitoring

. Example Alerts received via email notifications

Administrator Logon Events:

2014-12-11T08:23:45  Administrator account used to logon to host = ——
Process: -
Target Domain:
Logon ID: Oxd16eb3f
Logon Type: 3
2014-12-11T08:23:52  Administrator account used to logon to host —
Process: C:\Windows\System32\winlogon.exe
Target Domain:
Logon ID: Ox4174503
Logon Type: 10
2014-12-117T08:23:52  Administrator account used to logon to host
Process: C:\Windows\System32\winlogon.exe
Target Domain: =
Logon ID: 0x4174bba
Logon Type: 10
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Alerting — Windows Event Monitoring

. Example Alerts received via email notifications

Scheduled Tasks:

2014-11-25T12:07:08 Logonld: 0x803f59 created new task named: \tester3
Host: ——

Description: This is another test
Principals:
<Principal id="Author"=
<RunLevel=HighestAvailable</RunLevel=

<Userld=T =/Userld:=
<LogonType:=InteractiveToken</LogonType>
</Principal=

RunOnlylfMetworkAvailable: true

Hidden: false

RunCnlylfidle: false

Actions: context="Author"=
<Exec>
<Command>C:\Windows\System32\cmd.exe</Command>
</Execs
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Alerting — Irregular Login Activity

- Want to keep an eye on privileged account use

. Want to know...

« When users login to hosts they never or rarely ever
login to
« When users login from atypical source IPs

« When user logins violate certain thresholds based on
previous behavior

. Uses ES Python API, CRON, R, and sqlite3 DB

« Delivers daily login stats
« Updates weekly and expires old weeks
« Checks against DB with 4 weeks of aggregated data
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Alerting — Irregular Login Activity

24 hour  Processed by R and
delivers Daily Login

stats Stats email with plots

| '« Contains

| | RSweekly. | aillogin
txt activity for

the week
J
_ » Processes
lin stats we RSweekly.txt with R,
e 7 expires old weeks /
ekly' Py entries, deduplicate

DB
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Alerting — Irregular Login Activity

. Example Dalily Login Stats with plots
- Emalil Message

Basic User Login stats for the last 24 hours...

Logins before 6AM and after 8PM:

UsSer host
20014-12-12T05:46:29 RDFP 10.67.16.165 —

CERT | == Software Engineering Institute | CarnegieMellon

30



Alerting — Irregular Login Activity

. Example Dalily Login Stats with plots

Range of Hours Seeing Logins

L ]
. -
14
13-
3 _
B12-
T
11-
10 - -
g- [ ]
E_
?_
G_
5_
I I
RDP SSH

Method
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User

Alerting — Irregular Login Activity

. Example Dalily Login Stats with plots

Logins Per User Unique Source IP Addresses
Per User Using RDP

factor{Method)

 Pror

| 1 1 | | | | | | | i 1 | |
-
[ %]
L
RE
User
I | 1 I 1 I | I 1 ] I I

| ! 1 I | |
B 10 12 14 16 18 20 22 0 - 2
Number of Logins Num. of Unique Source IP
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User

Alerting — Irregular Login Activity

. Example Dalily Login Stats with plots

Unique Source IP Addresses High Source IP SSH User:

—T

Per User Using SSH Logins Per Source IP Per Host

10.67.14.140 -

10.64.97.83 —

Source IP

10.64.96.47 —

|
|
|
|
|
3

==

Num of Unique Source IP
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Alerting — Irregular Login Activity

. Example Alerts received via email notification

2014-12-12T10:55:33  SSHuser MEVER seen before or has not logged in for TWO or more weeks
Source IP: 10.61.16.146 Host: E

2014-12-15T13:27:07 RDP user “logged into host ™ == — = from Source IP 10.61.16.146
[U2S] User MEVER logged in from this Source IP before or last login was TWO or more weeks ago

2014-12-15T14:33:27  [U2H-low weight] S5H user =% rarely seen logging into host = —- =
Source IP: 10.61.16.113

2014-12-15T14:34:07  SSHuser logged into host T = from Source IP 10.61.16.113
[UZH] Last login to this host was NEVER or TWC or more weeks ago

2014-12-12T12:08:46  [U25-low weight] 55H user rarely seen logging in from Source IP 10.67.14.140
Host: I=———— =
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