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**001 Shane McGraw: Hello.
Welcome to the Software Engineering
Institute's Webinar Series, coming
live from Carnegie Mellon University
in Pittsburgh, Pennsylvania.
Our presentation today is Lessons in
External Dependency and Supply
Chain Risk Management.

Depending on your location, we wish
you a good morning, a good
afternoon or good evening.
My name is Shane McGraw. I'll be
your moderator for today. And I'd
like to thank you for attending.

We want to make today as interactive
as possible. So we will take
questions throughout the
presentation and again at the
conclusion of the presentation.
Page 5 of 118

You can submit questions to our
events staff at any time through the
Questions tab on your Control Panel.
We will also be asking a few polling
questions throughout the event, and
they will appear as a popup window
on your screen.
Another three tabs I'd like to point
out are the Materials, Twitter and
Survey tabs.

The Materials tab now has the
presentation slides in a PDF copy,
along with SEI work in the area of
Resilience and Risk Management and
course offerings that CERT has as
well.
The Survey widget will appear as a
popup at the end of the presentation.
We request that you fill that out, as
your feedback is always greatly
appreciated.
And for those of you using Twitter,
be sure to follow @SEInews, and use
the hash tag SEIscr; once again, it's
SEIscr, as in supply chain risk.
And now I'd like to introduce our
presenters for today.

Our first speaker will be John Haller.
John is a member of the Technical
Staff in the Cybersecurity Assurance
Team within the CERT division of the

As a member of the team, John
performs research on critical
infrastructure protection, focusing on
methods, tools and techniques for
Page 6 of 118

managing external dependency and
third-party risk.

Prior to joining CERT in 2010, John
was analyzing cyber attacks on the
financial industry, alongside a U.S law
enforcement agency.
John received his Juris Doctor from
the University of Pittsburgh, and is
also a GIAC certified incident handler.
Matt Butkovic is a technical manager
of Cyber Security Assurance within
the CERT division of the SEI.
Matthew performs critical
infrastructure protection, research,
and develops methods, tools and
techniques for managing risk. He
has more than 15 years of
managerial and technical experience
in information technology across the
banking and manufacturing sectors.
Prior to joining the CERT division in
2010, Matthew led information
security business continuity efforts
for a Fortune 500 manufacturing
organization. He's a Certified CISSP
and a CISA.
And now I'd like to turn it over to
John Haller.
John, all yours.
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Agenda

Agenda
Introduction and structure
Planning for External Dependencies Management
The Role and limitations of SLAs and agreements
Managing ongoing relationships
Identifying dependencies in complex systems
Monitoring and improving the program
Improving incident management with external entities
Conclusion – a resilience approach
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**003 John Haller: Thank you
Shane. Good morning; and thank
you very much for your attendance
this morning.

So I'm going to talk a little bit about
our agenda. First of all, I'd like to
mention that CERT will be sponsoring
a Supply Chain Risk Management
symposium in the Washington DC
area, which will occur on January 15th
of next year. So mark your
calendars. We'd love to have your
attendance and see you there, if
you're in the DC area or you can
travel to DC.
So I'm going to talk a little bit about
the agenda for today and how we're
going to approach this morning.

We're going to talk a little bit about
the-- we're going to introduce
External Dependencies Management
Page 8 of 118

and what we mean by External
Dependencies Management.

We'll talk about planning for External
Dependencies Management; because
a lot of our research has shown thatyou know, obviously planning is a
very important part of managing risk
in this area.
Along those lines we'll, as part of the
planning segment, we'll focus on the
role and limitations of SLAs and
agreements.

We're going to talk about managing
ongoing relationships with external
entities or third parties that your
organization relies on. We'll look at a
specific case study in that area; and
we'll look at identifying dependencies
in complex systems.

We're going to talk about monitoring
and improving an External
Dependencies Management program;
what are some of the things that you
would look at from an enterprise or
organizational perspective to assess
and improve how your organization is
managing external dependency risk.

We're going to take a specific- look at
a specific example in there, focused
on incident management and
exchanging information with vendors
and other third parties.
And finally we're going to conclude
with an overview of a resilience
approach. Matt, next to me, is going
to talk a little bit about a resilience
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view of third party and external
dependency management.

Throughout this morning we're going
to use two-- we're going to talk a
little bit about two real-world
incidents, and we're going to use
them and take some examples from
those incidents to drive our
discussion in specific areas.
There's a lot of material here. We're- so when we talk about planning,
we're not going to go over every
individual step. We're going to
highlight certain things and provide
certain takeaways for your
organization.

Introduction and structure

Introduction and structure
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**004 So that you can improve your
resilience with respect to third-party
risk and external entities. Okay.
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What do we mean by external dependencies management?

What do we mean by external dependencies management?
Managing the risk of depending on external entities to support your organization’s
high value services.
External Dependency Management focuses on external entities that provide,
sustain, or operate Information and Communications Technology (ICT) to support
your organization.

© 2014 Carnegie Mellon University
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**005 So we're going to talk a little
bit about-- we're going to introduce
the subject and talk a little bit about
how we- how CERT and how we
approach this.
Matt, over to you.

Matt Butkovic: Thank you John.
So let's explain what we mean by this
concept of external entities and highvalue services. Right?
We are-- today's talk will focus on
ensuring that you have relationships
with third parties that allow you to
effectively manage risk and sustain
relationships with those vendors and
suppliers that offer services that are
most important to your organization.
So think about this as the things that
matter most from a productive
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activities or mission perspective of
the organization.

So you may notice that we're notwe're not speaking expansively about
supply chain risk management in this
webinar, though our work does
encompass that. We're specifically
focused on what we refer to as the
ICT, the Information and
Communications Technology facet of
supply chain.

This is where a good deal of our
recent work has been. So we're not
suggesting that hardware provenance
and other elements of supply chain
aren't important. They very much
are. And we will address that.

But for today's discussion we're going
to focus on mainly services that are
offered by a third party to your
organization. And these can be the
heart of your business; things you do
at arms' length to do the things that
matter the most for your organization.
John Haller: Yes I think it's
important to mention that we kind of
look at supply chain or external
dependencies from a broad or holistic
perspective. So it's not only vendors
with which you have contracted
relationships but any organization or
any entity that you rely on to help
you manage and use information and
communications technology to
provide what your organization
provides.
A lot of the supply chain risk
management discussion is really
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focused specifically on vendors,
where you may have a contract and
you may have some ability to
influence what that vendor does.

But it's kind of important to look at it
more broadly because-- we'll talk
about this a little bit-- one of the
issues in this space is that sometimes
organizations miss dependencies or
fail to account for dependencies that
really affect what they actually- what
they actually provide. Go ahead.
Matt Butkovic: Sorry John. I was
just going to add than when you
think about this kind of
comprehensively, you have to
consider not only the relationships
you have with third parties but the
relationship those third parties have
with other third parties. Right?
John Haller: Yes.

Matt Butkovic: So think of it as a
sort of complex ecosystem of interrelated organizations. And we are
suggesting that this is really an
engineering problem; and like any
engineering problem we have
requirements and methods by which
to quantify and manage the risk in
that system.

John Haller: Right, absolutely. And
Matt spoke to this a little bit. We're
not focused specifically or exclusively
on the provenance or source of
hardware and software. But to
some extent this is-- for instance,
when the financial industry addresses
supply chain or external dependency
Page 13 of 118

risk, it's usually defined as third-party
risk; third parties that a financial
institution relies on to support the
service. Other terms are of course
supply chain risk management.
When we look at those subjects-supply chain risk management and
third party risk-- that all falls under
the umbrella of External Dependency
Management.

So for instance, if you're viewing this
webinar and you work in the financial
industry, when we say External
Dependencies Management I think
your organization would probably
look at that as third party risk
management. All the techniques and
things that we're talking about are
meant to address that space as well,
or meant to address those concerns
as well.
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Example incidents

Example incidents
►
►
►
►
►
►
►
►
►
►
►
►

Heartland Payment Systems (2009)
Silverpop (2010)
Epsilon (2011)
New York State Electric and Gas (2012)
California Department of Child Support Services (2012)
Thrift Savings Plan (2012)
Target (2013)
Lowes (2014)
AT&T(2014)
Goodwill Industries International (2014)
HAVEX / Dragonfly attacks on energy industry
DOD TRANSCOM contractor breaches
© 2014 Carnegie Mellon University
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**006 Matt Butkovic: I think that
we would not have a proper webinar
if we didn't have a list of scary things
and bad things that have happened
to kind of set the stage.

So on this slide is a list of examples
of egregious things that happen
when control is lost with third parties.
And you can see the chronology of
this, starting with Heartland Payment
Systems in 2009 through Goodwill
Industries in 2014. John will do a
deep dive on the HAVEX and
TRANSCOM events.
I believe that most of these events
are probably known to the folks
watching this webinar. But just a few
things to note; some specifics that I
think would add some context.
In the case of the Lowes breach-and we're not picking on Lowes but
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just an example-- there was a loss of
names, Social Security numbers and
driver's license numbers for store
drivers. So these are employees of
Lowes. Their PII is being lost by the
organization. And this was the result
of a failure.

A vendor offering something called EDriver File, provided by SafetyFirst-which is sort of an interesting name
given the context. And the root
cause of this was an improperly
secured backup that created the
breach.
So I think sort of one of the kind of
interesting side notes is it's not
always just sort of online information
that can create a breach or create
some sort of negative consequence.
It's also things like backup tapes.
Another example that I think is
interesting is the California
Department of- sorry, the California
Department of Child Support
Services. Eight-hundred-thousand
records were lost when backup tapes
were being transported from an IBM
facility to Iron Mountain.
And the quote is really interesting:
"The cartridges are believed to have
been lost in transit somewhere
between Boulder and Sacramento."
So that's a distance of nearly 1200
miles. And the supposition here is
that the tapes are somewhere within
that 1200 mile journey.
So not to sort of muddy the waters
here. But something to think about
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is not only sort of the online, on
demand systems that we kind of- are
front of mind when we think about
third party relationships. But also
think about the way those third
parties are handling your data at
rest, how they're handling backups
and the full picture of the ways they
interact with your information.

John Haller: Absolutely. So we're
going to move to the-- I'm going to
talk a little bit about two specific
breaches in a little bit more depth:
The HAVEX/Dragonfly attacks on the
energy sector.

Case study: HAVEX malware / Dragonfly

Case study: HAVEX malware / Dragonfly
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**007 And the DOD TRANSCOM
contractor breaches that were just
investigated by the Senate Armed
Services Committee.
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So we're going to use both of these
incidents kind of as a driver. We're
going to pull certain aspects of these
incidents to provide some real world
context to the things that we're
talking about in the webinar this
morning.

So this- the HAVEX- the HAVEX
malware and Dragonfly attacks were
published by or alerted by DHS's ICSCERT in June and July of this year.
And basically these involved attacks it
is believed on the electrical
infrastructure in the United States.
And the attack method was basically- it basically a watering hole attack,
among some other methods used by
the- used by the actors.

What they did was they corrupted
and- they corrupted the software
installers and control systems
updates on manufacturer websites
with a remote access Trojan, to be
able to gain access to the
organizations downloading the
update; which in most cases were
parts of the electrical industry.

Now again this was a watering hole
attack. And what we're going to do
is we're going to look at the
implications of this type of attack for
supply chain or external
dependencies risk management.
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Case study: TRANSCOM

Case study: TRANSCOM
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**008 And take a few lessons away
from this, as we go through the
presentation this morning.
So we're going to talk about
TRANSCOM a little bit as well.

TRANSCOM is the Department of
Defense's Transportation Command.
Their basic mission is to ensure the
transportation and the movement of
U.S. military assets around the world.
And it's probably not surprising to
most of you in the audience that a lot
this- a lot of this occurs on
commercial carriers, commercial
logistics companies; and that those
commercial companies are relied
upon to help move equipment and
other assets.

So just a few weeks ago the Senatethe U.S. Senate Armed Services
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Committee publically released their
investigation into this series of
intrusions.

And what actually happened was a
number of those private companies
were- experienced security incidents
and experienced intrusions; and
there's some obvious incident
management lessons there where it
comes to third parties.
As it turned out, the actual DOD
component was not aware of most of
those intrusions.

And actually I would suggest for the
audience that if you're interested in
this, go out-- and it's freely available
on the internet-- and you can find the
report. Because there's a greatthere's a- actually a postmortem and
analysis of some of the third party
terms and controls that were in the
contract and how those were actually
interpreted by the vendors and the
external entities.
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External Dependency Management

External Dependency Management
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**009 So it's actually very
interesting reading. We're going to
take a few lessons from this incident
and talk about them today.

So this is kind of a-- this is how- one
way to look at External Dependencies
Management. The basic idea behind
this is that-- probably not a surprise
to people in the audience who are
familiar with process improvement
efforts-- it's essentially a feedback
loop.

We're going to talk about some of
the four components here in brief:
Establish and- establishing and
maintaining a plan for doing External
Dependencies Management in your
organization; establishing
relationships with third parties or
external entities; managing those
relationships on time or over time;
and then looking and assessing how
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your organization manages external
entities and what it could do to improve.
Matt Butkovic: John I was just
going to say that I think that one of
the takeaways I would hope from this
webinar is that if you don't actively
manage these relationships, you
should have very little confidence
that the things that you need to
happen are happening. Right?
John Haller: Right.

Matt Butkovic: So we're not
suggesting that third parties are
trying to do things in a malicious or
intentionally negligent way. We're
just suggesting that things that you
manage to a very specific
requirement and actively monitor are
far better off than things that are left
neglected or under-examined.

John Haller: Right, exactly right.
And as we sort of go through this
and look at monitor/improve, one of
the other takeaways is that the
organization for high-value services-in other words things that your
organization provides to its
stakeholders that are of critical
importance to the organization-- for
those services you should really be
looking and monitoring how well your
organization is doing here and what
your organization can do to improve
external dependency management.
Matt Butkovic: And something
that's implicit here is that the
organization understands what those
high-value services are.
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John Haller: Exactly.

Matt Butkovic: So we're
suggesting that to effectively manage
supply chain risk you have to
understand the things that are most
critical to the organization; which
sounds really obvious.

External Dependency Management

External Dependency Management

© 2014 Carnegie Mellon University

10

**010 But we find that that some
organizations really struggle to
articulate and capture what the truly
critical functions are in the
organization.
John Haller: Yes absolutely right.
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Planning for External Dependencies Management

Planning for External Dependencies Management
Key goals:
 Identify program management objectives
 Identify services
 Prioritize services
 Identify service requirements
 Identify enterprise requirements
 Plan relationship formation
 Plan relationship management
© 2014 Carnegie Mellon University
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**011 So first we're going to look
briefly at: Establishing and
maintaining a plan for External
Dependencies Management.

Okay. So the slide shows a few key
goals in this area, a few things that
your organization should think about
with respect to standing up a
program for managing external
dependencies. And we're going to
look at a few-- we're going to go into
the planning relationship formation in
a little bit more depth. But I'm going
to touch on each of these briefly.
So the first one. If you're setting up
a program in your organization to
manage external dependencies, you
should be thinking about what the
objectives are for the program. What
are you really trying to accomplish
here?
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Now a basic objective is to protect
high-value services that the
organization provides from thirdparty or external entity risk; I mean,
that's a pretty straightforward
objective- program management
objective.

There are some others that in your
organization may make sense or that
you may decide to implement in your
organization.

You know, with respect to managing
risks from the source or provenance
of hardware and software, I know
the program management objective
might be something like: We're only
going to use trusted vendors or
trusted distributors to provide or to
buy the technology that we use to
support those high-value services.
That might be a program
management objective. You know?

So something like this should
definitely be considered by talking to
the Legal Department in your
organization; I mean, they might
urge a program objective that
includes something like forming
relationships with entities in
jurisdictions that are favorable to the
organization from a legal perspective.

There might be a program objective
about avoiding risks from political or
third party- political risks if you're
forming relationships with
organizations in another country.
Matt Butkovic: John, I think it's
also important to highlight that the
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HAVEX situation I think illustrates
very well the limitations of selecting
vendors using that criteria; which is a
reasonable criteria which is-John Haller: Right.

Matt Butkovic: You want to make
sure that you're dealing with a third
party that's financially solvent, that's
reliable; that provides the safeguards
you're looking for. However that is
not a guarantee you won't experience
some sort of security issue once you
establish that relationship.
John Haller: Right. I think that's a
really good point.

So a lot of these- a lot of the
activities that an organization might
do here I think fall into the category
of necessary but not always
sufficient.
Matt Butkovic: Right.

John Haller: Right? It's a really
good point; and we'll talk about that
a little more in the HAVEX situation.

Next thing you want to think about is
identifying services. Now when we
say "identify services" what we mean
here is identify your organization's
services. What are the top three or
four or five things that your
organization does for its customers
and stakeholders that are, you know,
drop dead no matter what important
for your organization to maintain and
to protect.
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Next we want to think about
prioritizing services. Of those few
things that your organization does
that are critical to the organization,
can you prioritize those and put those
into some kind of order? This is a
basic- a basic way to help drive
management and resource
allocations- allocation decisions in
your organization.
The next thing is identifying service
requirements. What are the service
requirements for that critical service?
In terms of confidentiality, integrity
and availability, what requirements
do those services that you provide
really have to meet in order for them
to be sustained and successful for
your organization?

Next thing is enterprise requirements.
These are requirements that should
apply or would apply to any external
entity that you enter into a
relationship for certain functions.

Now kind of a basic; one example of
an enterprise requirement is-- if
anyone in the audience is in the
healthcare field, a basic enterprise
requirement for organizations that
you contract with to handle
healthcare information or electronic
healthcare records would be the
HIPAA requirements, if you're
entering into an agreement with a
business associate.

Now it's kind of important to interpret
those requirements in your own
context. But that's example- an
example of something that's in that
Page 27 of 118

case provided or given to the
organization by a regulator that will
impact and be an enterprise
requirement for any outside entity
that in that case is handling
healthcare information.
Next thing is planning relationship
formation. There's a lot of activities
here.

But so some basic things in planning
relationship formation; like who will
the authorities be within the
organization that actually sign off on
contracting or forming relationships
with outside entities?

What standards will the organization
use to form those relationships?

How will the organization know if
there are any changes to SOAs or
contracts that might affect the- might
affect the critical service?
And the last one we have on here is
planning relationship management.
After the- after the relationship is
formed with an external entity or a
vendor, how will the organization
manage that relationship over time?
What will-- will there be reporting
requirements that will be applied to
the external entity?

What will the internal reporting
requirements be? Like if someone is
dealing with the external entity or the
business owner is dealing with the
external entity, what kind of
requirements will they have to report
Page 28 of 118

information up to senior
management- up to business
managers?

And I actually think it's kind of
important to remember that in that
last section, planning relationship
management, a lot of those
requirements and reportingreporting activity will not necessarily
be documented in contracts or SLAs.

Contracts and SLAs are very
important. However a lot of this
activity may be outside the contract;
and that's okay. There may be
reasons that a vendor or a third party
might not want to actually agree to
that in a contract. But still it's
something that- that's very important.

Basic activities already a part of cyber resilience

Basic activities already a part of cyber resilience





Identify services
Prioritize services
Identify service requirements
Identify enterprise requirements

Identify
Services

Create Asset
Inventory

Protect &
Sustain Assets

Disruption
Management

Identify and
prioritize
services

Identify assets,
align assets to
services, and
inventory assets

Establish risk
management,
resilience
requirements,
control objectives,
and controls

Establish
continuity
requirements
for assets
and develop
service
continuity
plans

Cyber
Exercise
Define objectives
for cyber exercise,
perform exercises,
and evaluate
results
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**012 And that if they want to serve
your needs they need to comply with.
Page 29 of 118

So we want to talk a little bit about
how this fits in with an overall
resilience program.

And this is-- I think a lot of people in
the audience might be aware that a
lot of this work and how we look at it
is related closely with the CERT
Resilience Management model and
trying to take a resilience approach to
managing security, to managing
service continuity, to managing
cybersecurity generally.
What does that mean in this case?
Well what it means in this case is a
lot of those activities that your
organization will do or should do to
manage external dependency risk,
those are also activities that generally
fit into or are generally part of an
overall resilience program.

So for instance basic things like what
Matt was talking about-- identifying
services in the organization,
prioritizing services, identifying
service and enterprise requirements-those are things that the organization
should be doing and really needs to
do to manage many facets- facets of
cybersecurity and resilience
management.

The idea is do once- do some of
these activities once-- well not-- once
is probably a dangerous term. Do
these activities and apply them to
different types of security and
resilience issues. This shouldn't
necessarily be stovepiped.
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Matt Butkovic: So what's
somewhat different, or actually in
third-party relationships, is if you look
at this kind of flow. When you think
about creating an asset inventory,
the assets important for these
services may belong to a third- will
belong to a third party. So it's a bit
of a black box. You won't be able to
enumerate them and manage them
the way you do if they're within your
own four walls within the
organization.
So what I'm suggesting here is that
this same model applies, the same
process flow applies, wherever the
nuances are, that these things will be
done at times intentionally beyond
your control; meaning the
responsibility of a third party.
That doesn't change your obligation
to manage the risk. You can
outsource processes, you can
outsource tasking. You can't
outsource the fundamental risk to
your organization represented by
these relationships. And I think
that's--
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External Dependency Management

External Dependency Management
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**013 You know, the fundamental
takeaway in my mind is that at the
end of the day that risk is still yours
to manage.
John Haller: Yes absolutely.

Okay. So we talked a little bit about
planning. We're going to move into
some considerations involving
establishing relationships.
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Question

Question
Do the legal and contracting department in your organization work
closely with the operational staff to make sure contracts really serve
their needs?

© 2014 Carnegie Mellon University
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**014 And Matt's going to talk a
little bit about the roles and
limitations of SLAs.

So first we have a question for the
audience. You should have a window
on your console or on your screen
where you can type in your
responses to this question.
The first question is: Do the legal and
contracting departments in your
organization work closely with the
operational staff to make sure
contracts really serve their needs?

So you can go ahead and input your
responses to this. We're going to
throughout the morning as we get
responses and look at them. We are
definitely interested in your interaction,
your opinion, what you think are some
real challenges in this space. So feel- please
feel free to put those into your-Page 33 of 118

Shane McGraw: Right, just type
them folks right into the Questions
tab. This is not a full official polling
question which will be a popup
window. So we're just going to type
it right into the Questions tab on your
console. And as we get some
responses we'll fill back in with that.
Matt Butkovic: Yes Shane, this is
freeform.
Shane McGraw: Yes.

Matt Butkovic: So if folks have
specific limitations in this regard
they'd like us to discuss, please
provide those; or examples of how
integration between these functions
and the people who are also
responsible for the risk for these
systems maybe has not been working
well.
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Closer look: the role and limitations of formal agreements and SLAs

Closer look: the role and limitations of formal agreements and SLAs
Organizations should:


Establish and maintain requirements for external entities



Include requirements in SLAs and other agreements



Monitor performance against these agreements

Key point: Managers should understand the role and limitations of
contracts and formal agreements
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**015 Or what has been working
well would provide a good example
for us.
Shane McGraw: Yes.

John Haller: Okay. So Matt is
going to go a little bit into SLAs and
some of the limitations here and
current trends in how this is being
managed.

Matt Butkovic: So SLAs are
essential. Right? So a Service Level
Agreement is an absolute building
block in this space. Right? This is
something you need.

However it is not- it is not a
defensive mechanism that will
prevent a disruption or prevent bad
things from happening operationally
to the organization.
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So we would advocate for creating
SLAs; SLAs that make sense, SLAs
that are measurable and enforceable.
And then monitoring progress or
monitoring performance against
these SLAs is probably the most
important facet of this.
So things like service reviews.
Having dialogues with your third
parties at some- on some periodic
basis with an expectation that they'll
be able to address the specifics of
the SLAs.

Understanding at the end of the day
the SLA is a mechanism primarily by
which you can measure performance
and then also seek restitution if
something bad does happen.

Polling Question 1

Polling Question 1
Does your organization consider the cybersecurity capability
of third parties before forming relationships with them?
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**016 They do not in themselves
prevent bad things from happening.
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Shane McGraw: Okay before we
launch the first official polling
question folks, we had a response
from Denise to the question you had
asked John. And her reply was: We
work closely with our Legal
Department to get security language
into all applicable contracts.

Is that something you guys see
normally? Is that the standard or is
that abnormal that an organization is
doing that?
John Haller: Well I think it's- I
think it's obviously very good that
Denise's organization does that.

I think that-- and Matt will talk a little
bit about some of the- some of the
responses and the things that we've
learned during our field research.

I think it varies by industry in many
cases and by critical infrastructure
sector. There are some sort of
critical infrastructure sectors that are
tightly regulated, closely regulated,
where they really look at this; and
that is one of the first things that the
governing body looks at.
What do you say to that Matt?

Matt Butkovic: So I think that-- it's
a mixed bag. And having worked in
organizations that have built this sort
of language, and having assisted the
Legal Department determining what
was appropriate, I think it's a great
thing to have.
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One of the cautions I would offer is
there's a temptation to make that
language-- no offense to my
colleague who's an attorney by trade- but to make the language overly
broad and basically not acceptable to
the third party.

So I've seen- I've seen contracts that
say: Thou shalt comply with ISO.
Well ISO what? Right? Or: Thou
shalt be secure. And then there's a
lot of standards listed without some
sort of-- more of what it is you want
them to do.

So I think it's a great practice. It's
definitely an essential element of this.
I would just suggest to make sure it's
understood by both parties and that
it's measurable; and is not so overly
broad as to just sap all meaning from
it.

Shane McGraw: Okay folks so
we're going to launch back to back
polling questions which will appear as
a popup on your screen. After we
launch those questions, John and
Matt will address a couple of
audience questions; and we can
continue on the presentation.
There are two questions, the first one
being: Does your organization
consider the cyber security capability
of third parties before forming
relationships with them?
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Polling Question 2

Polling Question 2
Does your organization always document security objectives in
agreements with third parties that are critical to your business?
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**017 And then our follow-up
question to that will be: Does your
organization always document
security objectives and agreements
with third parties that are critical to
your business?
So I will launch polling question 1
now. And while you're voting we'll
get into some audience questions.

A question from Don asking guys: On
the breaches that you discussed,
what SLAs failed or what SLAs were
missing?
John Haller: I think Matt can
address a couple of those.

What I would actually point people
to-- we'll talk about this a little bit
later-- is if you-- on the TRANSCOM
incident.
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If the audiences wants a really good
example of SLAs and contractual
requirements and how those were
interpreted or in some cases not
interpreted in a particular instance,
the Senate Arms Services Committee
Report that was publicly released,
actually starting on page 33, is a
really good snapshot of actual
contractual requirements that were in
place, and what the investigators
looked at and reported on, how the
vendors in that case actually
interpreted those, in situations where
they may have experienced incidents
but did not report them up. On the
other cases?

Matt Butkovic: Sure. So I think
that it's-- there's a number of
different situations in that list. Right?
So I think in some cases you could
say that the third party lived up to
the expectation of the SLA. However
other circumstances created a really
detrimental situation.

The Target breach is an interesting
one from that perspective. So Target
of course has a very- a very robust
way of looking at vendor risk.

The breach that led to this billion
dollar situation happened because a
heating and cooling HVAC vendor in
the Pittsburgh area, a third party,
was given access to do some
maintenance and monitoring of HVAC
systems.
Now I'm gone out on a limb but I
don't think Derenzo Heating and Air
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Conditioning appears high on the list
of vendors-- right?-- at Target; just
based on the scale and size of
relationship.

So I'd say in that regard-- I don't
know what the contract looked like
between Derenzo Heating and Air
Conditioning and Target. But I would
say that I'd be surprised if it had
comprehensive language about cyber
security.

So I'd say in that respect you have to
understand that even the most
unlikely sources of breach are out
there; and that you should consider
having some language in there to
ensure that those- that everyone
that's connecting to your network,
interacting with your data or is part
of this larger ecosystem has some
comparable- minimal baseline of
security standards.

Now I'm not- I'm not casting blame
to any party here; you know, it was a
very sophisticated attack in some
ways. So-- sorry, I don't know if it's
a very good answer for John. But I
think that, you know, there's
probably a paper in there for John
and I to kind of explore the SLA
failures within those breaches.
But in general, I can't point to one
specific SLA or type of SLA that was
not met or failures of that service
level that led to those breaches.

John Haller: Well I think Matt
brings up a really good point here;
and this is something important in my
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mind to think about when you think
about SLAs and contracts.

That is one piece of the puzzle and
one thing you do to manage an
external dependency risk. I mean,
you are basically trying to ensure that
the third party is doing the right
things from a cybersecurity
perspective; and you're trying to
drive their behavior with the SLA and
get your organization some
confidence.

However, there may be situations-and we'll talk about this a little bit in
HAVEX-- where that may not be that
effective; and your internal processes
around risk management, access
management, all those basic things,
kind of need to be looked at as well
from the perspective of what can
third parties do to or with your
organization? Does that-Matt Butkovic: Yes. I think there's
also kind of mindset or perception
issue at times; which is small
organizations especially will say:
We're handing this to a third party
because we don't fully understand
the situation. Right? We don't have
the expertise to tell you what you
should be doing security-wise.

Which is true. But I would suggest
you should reach out for subject
matter expert opinion-- right?-- or
some sort of standard language that
provides some understanding of
what's appropriate security-wise in
SLAs.
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It's true. Right? If you're a very
small organization, you're
outsourcing many times because you
don't have the talent, resources or
time to do these things. However
your exposure is the same as large
organizations; maybe not from a
financial perspective but to you it
matters a great deal.

So I think one of the things that we
can do to enhance the state of the
practice, from the CERT side, is
maybe provide that guidance or some
understanding of what a minimum
baseline in contracts or SLAs should
be.
John Haller: Hum.

Matt Butkovic: So maybe in a
follow-on webinar we can kind of
explore what that would look like.

But I think it's important to note that
no matter your size or scale, if you're
putting something in the cloud, if
you're using an out-source- using an
out-sourcer..., these considerations
exist for you...
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State of Cyber SLAs – field research

State of Cyber SLAs – field research
Does your organization document
security objectives in
agreements?

42%

Does your organization monitor
compliance to security objectives
in agreements?

50%

50%

No
Yes

58%

No
Yes

Does your organization use ability
to meet cyber requirements as

partner selection criteria?
32%

No
Yes
68%
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**018 ...as much as they do...
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Polling Question 2

Polling Question 2
Does your organization always document security objectives in
agreements with third parties that are critical to your business?
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**017 ...for the largest organizations
we mentioned in the list of breaches.
Shane McGraw: Okay folks, we're
getting a number of questions too
about are the slides to this
presentation available; and also a
recording of the event?

The slides are available now in the
Resource tab you'll see on your
console. You can walk away with a
PDF version, along with other
materials CERT has offered in
resilience and risk management.

Another question from Jim before we
move on guys is: Do you use SLAs in
federal government contracts; or is
that more of a commercial industry
practice?
John Haller: I think the lingo-- I
can't say that I have an encyclopedic
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knowledge of federal government
contracting. I think the lingo may
differ from the government side and
the commercial side. But
government components,
government organizations certainly
use things like SLAs and standard
agreements to form relationships
with vendors and external entities.

Matt Butkovic: Yes absolutely.

John Haller: I mean, that's-- you
know? They do it.

Matt Butkovic: The terms may
vary-- right?-- and the federal
procurement language may be
different. But SLAs are absolutely
appropriate and expected when a
commercial entity is interacting with
a federal entity; or even federal
entity to federal entity.

I would suggest that SLAs, although
they're contractual in nature-- if you
sort of take the ITIL mindset, you
also have the ability-- right?-- towith OLAs to also have that sort of
granular understanding between
operating entities within the same
organization or between
organizations that are not necessarily
in a commercial relationship.
So I guess the short answer is yes I
would expect SLAs, even in federal
contracts.
John Haller: Yes, yes.

Shane McGraw: And just to put a
wrap on our polls real quick. The
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first polling question was: Does your
organization consider the
cybersecurity capability of third
parties before forming relationships
with them?

Seventy-nine percent responded yes;
eight percent, no; and 13 percent,
sometimes.
John Haller: Hum.

Shane McGraw: And for our
second polling question-- which was:
Does your organization always
document security objectives and
agreements with third parties that
are critical to your business?

State of Cyber SLAs – field research

State of Cyber SLAs – field research
Does your organization document
security objectives in
agreements?

42%

58%

Does your organization monitor
compliance to security objectives
in agreements?

50%

50%

No
Yes

No
Yes

Does your organization use ability
to meet cyber requirements as

partner selection criteria?
32%

No
Yes
68%
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**018 Seventy-one percent yes and
29 percent no.
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John Haller: Okay that's good.

All right, so Matt is going to talk a
little bit about some actual field
research that CERT has done in this
space.

Matt Butkovic: Sure. So I think
the good news is it's kind of a selfselecting audience. You'll notice that
the numbers that Shane gave for the
participants on this webinar, the
people answering Yes are quite a bit
higher what we found.

So the chart in front of us here, these
are- these are numbers that we
gathered performing cybersecurity
assessments for one of our- one of
our important federal customers or
partners.
So these are actual assessments of
organizations. In this case there's
around 150 organizations that
comprised this study.

You'll notice that for the first
question-- Does your organization
document security objectives and
agreements?-- 58 percent of those
organizations we visited said No and
42 percent said Yes. Which is quite
different from 77 percent of the folks
on the webinar saying that they do
that. So that's encouraging.

And then: Does your organization use
the ability to meet cyber
requirements or cybersecurity
requirements as criteria in partner
selection? Seventy-nine percent of
the people on this webinar said Yes;
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whereas 68 percent of the folks said
No in the assessments that we
performed.

So I think that the 13 percent
Sometimes is really the more
interesting stat Shane and John.
But-- and this was my experience
when I was in private industry-- that
based on the size or scale of the
relationship, you kind of scale your
expectations SLA and security-wise.

But I would caution you to think
about that Target example where an
organization who's not overtly
engaged in cyber security or systems
administration, or even housing your
data, led to a very detrimental
situation.

Standard SLAs and Contracts . . .

Standard SLAs and Contracts . . .
Basic reasons to have a contract (partial list):
Risk allocation

Recovering damages

Defining breach

Drive behavior

However in practice Cyber SLAs can be:
…unidirectional (they are written by the vendor, and smaller customers
have trouble changing them)
…lacking specific measures, apart from availability metrics
…frequently indemnify the provider to the greatest extent possible, limiting
the provider's exposure.
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**019 John Haller: Absolutely.
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So we're going to talk a little bit and
go into a little more depth about
SLAs and contracts. And I just
wanted to mention to Matt-- but I
figured you would out me as a JD; so
I was sure that to list that in my bio
and preempt you.
Matt Butkovic: That's fine.
John Haller: Okay.

Matt Butkovic: I think the quantity
of description around things probably
confirmed that without the bio.

John Haller: That's probably true, yes.

So we're going to talk a little bit
about SLAs and contracts. We're not
suggesting-- and I think Matt just
echoed this very well. SLAs and
formal agreements are absolutely a
part of managing external
dependency risk, of course; and
there are good reasons for that.
Right? There are a lot of basic
reasons to have a good contract with
your external entities.
Contracts in many fields are used to
sort of allocate risk. You know,
defining breach is another sort of
obvious example.

If you're in a relationship with a
vendor or an external entity, and you
want to know what standards are
supposed to be held to and whether
or not they've failed on those
standards and on their performance,
you refer to the contract. It should
be defined in the-- breach- breaching
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the contract should be defined in the
contract.

It has certain obvious- obvious
relations to recovering damages.
And it's ultimately supposed to drive
behavior for the other contracting
party.

But I think the-- I think in the
information security and sort of cyber
space they're at-- I would call it an
immature state of practice. And
Matt's going to talk about that a little
bit more.
Matt Butkovic: Sure. So when you
look at cyber SLAs, they're often
unilateral. So they're often written,
especially the large providers, as you
might expect providing maximum
benefit to the out-sourcer; which is
an issue, especially if you are a
smaller customer and you have very
little sway over the relationship.
They often lack specificity. So good
SLAs will have very specific
measures; things you can count,
things you can graph, things you can
take into that service review and
point to the pluses and minuses of
the relationship.

And as I mentioned, they indemnify
the provider to the greatest extent
possible; which is- which again we're
not saying is good or bad. This is
just the nature of a competitive freemarket system. Right? Which you-you want to ensure that you
maximize the upside and minimize
the downside.
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Examples of Cloud SLAs - Amazon

Examples of Cloud SLAs - Amazon
“Reasonable and appropriate measures”
-

no specifics
(cannot use to hold accountable)

“”You are responsible for properly configuring
and using the Service Offerings and taking
your own steps to maintain appropriate security…”

“Limitations of Liability”
-

Amazon not responsible for damages

-http://aws.amazon.com/s3-sla/
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**020 Just don't let that happen at
your expense is what we're
suggesting in those relationships.
John Haller: Right.

Matt Butkovic: So we're going to
look at a specific example here. And
this is just a kind of random
selection. We're not suggesting that
the organization named here is good,
bad or in any way different from their
peers.

But what I find interesting in this
cloud SLA is terms like "reasonable
and appropriate measures"; which is
certainly not specific. And I think if I
approached John and said, "We need
to- we need to consider suing for
damages" that'd be a very difficult
starting point.

Page 52 of 118

John Haller: Mm-hm.

Matt Butkovic: Now I should also
mention this is stock language. And
what you should do is of course push
for language that's more
advantageous and more beneficial to
your organization when you're
negotiating these things.

I think it's also interesting that in
many of these cloud SLAs the
obligation to identify a breach or a
problem actually rests with the party
receiving the service.
So it's not as if in the stock form in
many of these cloud SLAs or cloud
contracts that they're going to notify
you that there's something wrong.
It's up to you to tell them. And then
you usually have a window. It can
be a month or two months; or in
some cases you have up to a year to
report that outage.
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Question

Question
When there are proposed changes to SLAs or third party contracts
in your organization, are the operational staff promptly informed and
asked for comment?
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**021 And then try to obtain some
sort of restitution.

So Shane we have the next question?

Shane McGraw: Yes same deal as
before folks; just it is not an official
polling question. But please use your
Question and Answer tab there to
answer: When there are proposed
changes to SLAs or third-party
contracts in your organization, are
the operational staff promptly
informed and asked for comment?
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Examples of Cloud SLAs - Google Apps

Examples of Cloud SLAs - Google Apps
“Each party will protect the other
party’s confidential information
with the same standard of care
it uses for its own information.”
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**022 Feel free to go ahead and
type away there; and we'll continue
to move on.

Matt Butkovic: Sure. So another I
think interesting bit of language here- right?-- in this example: Each party
will protect the other party's
confidential information with the
same standard of care it uses for its
own information.
So we're saying here that we'll both
mutually do the things we think are
appropriate, as if it were our own.
Right?
So I like the sentiment. But I think
this is very difficult to enforce or
measure against since we have no
specificity.

So I think a good practice I would
highlight is you should really think
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about the things that are the baseline
practice-wise in securing your
information, your systems, your data,
and how much of that you absolutely
have to see reflected in the third
party.

And then how you'll- what ability
you'll have to know if that's really
going on. You don't want it to be a
black box. Right? You want to have
right to audit. You want to see some
sort of service auditors report- so a
SOC report; right?-- to know that the
things that are specified in these
SLAs and in the contracts are actually
being performed.
But I think John you would agree
that that's, from a legal perspective,
not-- this is not a legal opinion
obviously. But from the- with a legal
hat on that this is a very problematic
description. Right?
John Haller: Sure. Sure. The basic
question is: What is the standard of
care? I mean, it doesn't really
answer that. And as Matt alluded to,
if you were to go and try to prove
something based on that, that would
be difficult.

And the thing that- the thing that I
find interesting about this is in most
cases, you know, the housing and
protecting of data is a one-way
relationship. Right? I mean, typically
you're contracting for them to handle
your data and house your data, not
the other way around. It's really not
a reciprocal relationship; which is
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what this- what this clause actually
talks about.

So it's a really good example I think.

Matt Butkovic: Yes. And I think
that we've kind of become numb to
contract language in our personal
lives-- right?-- when it comes to
cyber. Right?

So I think about- you know, I have a
new iPhone and I really, really,
despite all this click through of the
Yes, Yes, I Agree; yes it's okay-right?-- without that much thought
about it.
John Haller: Yes.

Matt Butkovic: Because it's just
kind of the Terms of Service.

But a very different situation when
you're running an enterprise-- right?- or a business where you're
depending upon these things and
should be pushing for more recourse
than the consumer typically has.
John Haller: That's right.

Shane McGraw: So for our
questions asked. We're getting a
couple of replies that most
organizations do not have promptly--

So what- how- what are the means
to fix that? Or do you have-- is there
a guideline you can suggest; or how
is that corrected?
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John Haller: Well I would say that
if the organization is interested in
improving External Dependencies
Management, that goes back to that
planning for it-- right?-- and talking
to legal folks, talking to the
contracting folks.

And from an operational perspective
or the service or business owner's
perspective, what cyber security
concerns might they have when SLAs
change? What are the things they
want to know about?

And then what's the review process?
What-- do we meet on this on a
routine basis? When does this come
up? Kind of what are the triggering
events; so that if there's some
contemplated change to an SLA or a
contract, you let us know and we can
feed back to you what the differentwhat the different options are and
whether from a service or resilience
perspective we really...
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Best Practices in Cyber SLAs

Best Practices in Cyber SLAs
SLA management practices auditors expect to find
 “Specific and enforceable stipulations in the outsourcing agreement

that activities performed by the service provider are subject to
controls and audits as if they were performed by the service user
itself”
 “Inclusion of provisions requiring the service provider to monitor

compliance with the SLA and proactively report any incidents or
failures of controls”
 “Adherence to the service user’s security policies”
Source: ISACA IS Auditing Guide G4: Outsourcing of IS Activities
to Other Organizations
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**023 ...maybe need not to do that,
that change to the contract.
Shane McGraw: Back to you guys.

Matt Butkovic: So I think it's an
interesting data point. We've talked
about sort of the limited recourse or
the limited ability to influence stock
contracts or SLAs.

The other side of that is your
examiners, auditors, regulators and
your shareholders might be expecting
a high degree of control and
granularity in these things.
And this is an example. On this slide
you see guidance from ISACA; which
is- which is an audit- it's an
information systems audit
organization. I'm sure most folks on
the webinar are familiar with it. But
this is- this is from the guide that
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auditors are given for outsourcing of
IT activities.

And I think the language is really
interesting. So the auditors are
expected to find "specific and
enforceable stipulations in the
outsourcing agreement." The
"inclusion of provisions requiring the
service provider to monitor
compliance with the SLA." And
"adherence to the service user's
security policies."

And the third- third bullet there is
really interesting. This is kind of the
corollary to: We'll do the same thing
we do internally-- you'll do the same
thing internally we do internally,
without any specificity. This is saying
very specifically that the service
user's security policies will be
adopted and adhered to by the
service provider. Right?
So you have the situation where you
have low expectations and low
recourse in negotiating these
relationships but fairly high
expectations from the folks that are
examining and auditing you.

And potentially if you have some sort
of breach, things that your board of
directors or your shareholders may
expect to find...
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Identifying Cyber Requirements

Identifying Cyber Requirements
Confidentiality
 Who has authorized access?

Integrity
 Who is authorized to make changes to the data?

Availability
 When is the data needed to be accessed?
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**024 ...when it examines the
conditions of these contracts.

So how do we- how do we make
progress? How do we improve
things?

I think this slide is kind of stating the
obvious; which is-- this is the classic
CIA triad from Information Security:
Confidentiality, Integrity and
Availability.

These fundamentals apply in SLAs-right?-- for outsourced relationships,
third-party dependency management.

If you focus on requirements for the
confidentiality, integrity and
availability of your information and
your services, you can use it as a
very sound and universal starting
point for developing SLAs and
agreeing contracts.
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So I would say back to the basics.
Right? This is the blocking and
tackling of information security since
the dawn of time. It absolutely
applies. And I think we don't often
enough remind ourselves.

Using the Service to Develop Requirements

Using the Service to Develop Requirements
Use service requirements to develop requirements for information
confidentiality and integrity
 Good:

Aligns with needs of the business
— Is a check against too much investment/expense
 Bad:
—

—

Expensive to develop
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**025 We need to boil down what
we're doing into these three categories
when we think about the
requirements around an asset or
data.
So is there a downside to all this? So
if you really contemplate these
relationships and you start
developing these SLAs.
The good news is that you can then
have a much better alignment
between business need and the
contract.
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It also can be a hedge against
investing too little or too much in
security; because now you're making
risk-based decisions.

The bad news-- and I would say that
I'd probably change this slide if I had
the option-- expensive to develop.
Well it can be expensive to develop.
But I would suggest that much of
what we discussed today can be
done on a whiteboard or with a sheet
of paper, with just a little bit of
thinking. It's not- it's not that
complex an activity.
So I would say that yes, like anything
else there's an investment to be
made. That investment needs to be
balanced against the risk. But that
needs to be a conscious decision.

A better SLA management process . . .

A better SLA management process . . .
Plan, Do, Check, Act
Identify
Requirements
Use results to
make necessary
changes

Develop useful
measures

Monitor
compliance
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**026 Not simply a default setting,
Page 63 of 118

if you like, in relationships with third
parties.

And then an SEI presentation
wouldn't be complete without a
Deming cycle. I say that jokingly. I
think that this absolutely applies-right?-- the Plan, Do, Check, Act cycle
is absolutely important here-- right?-and that this really is a cycle. There's
a feedback loop, and that the results
should build.

Limitations of formal agreements

Limitations of formal agreements
Question: What are the limitations of formal
agreements in this case?
How do I prove breach?
What are my damages
(in monetary terms)?
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**027 And that you should draw
lessons learned with each iteration of
the cycle.

Now John's going to give us a little
more detail regarding sort of the
limitations of formal agreements; and
using TRANSCOM I think as an
example.
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John Haller: Well and, you know,
we touched on that a little bit. But
for instance the issue in TRANSCOM
was a suspected or purported threat
to the confidentiality and integrity of
transportation; in this case of
government assets around the world.

So I think if your- if your organization
is faced with a situation like this, you
absolutely- as Matt has alluded to,
you absolutely need to think about
SLAs and contracts. What
information are you concerned with
protecting with respect to the
particular service; in this case
transportation of assets?

But you need to keep in mind the
limitations of some of those
contracts. Right? If the third party-first of all, it may be very difficult to
tell if the external entity has actually
breached the contract. So if you
have a clause in there that says
something like: The third party will
report incidents that affect our
information or affect a critical service;
how do you prove that they didn't-right?-- is sort of a basic question
here.
If you can prove that they didn't- you
know, from a legal perspective, if you
can prove that they didn't, how
would you ever prove damages?
What is their failure to do that really
worth? And what would a court
actually do with that?
And of course you're going to have a
contract; and the contract is very
important. But I would just-- I think
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the takeaway here is think through
the limitations of that contract. What
is that contract really getting for you?
Are you sole source? Are any of
these third parties or external entities
sole source for your organization?

So in this case-- you know, if it's a
logistics company that provides
service to one part of the world-- and
there's only one or two big logistics
companies that may do it-- well, you
know, think how- how effective is the
contract going to be to actually drive
their behavior? It's something to
think about and to kind of--

You know, I kind of talked to- talk
about it in terms of knowing your
vendors, knowing their business
situation and understanding again
how effective this may or may not be
to actually drive their behavior and
provide confidence for your
organization.
Matt Butkovic: But in saying all
that, you're still making a risk
decision. Right?
John Haller: Yes.

Matt Butkovic: But it's better to
know these things and to
contemplate the potential outcome
than it is to just assume or blindly
enter into these relationships.

John Haller: Right, that's
absolutely right. And when you say-when Matt mentions "know these
things"; even if the organizationeven if you're engaging in a
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relationship with a vendor or an
outside party, external party, where
you really don't have much
opportunity to drive their behavior,
you may for negotiating reasons just
not be able to really enter into a firm
contract to get what you really want.

It's still a very important practice to
actually identify those requirements.
What do we want them to be held
with?

And then if we don't have- if we don't
have the ability to make that actually
happen, to manage that as a risk-you know, here's an area where
we've identified requirements; we
may not have that in a formal
contract but we can still identify it as
a risk and do all the things that we
do in risk management.
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External Dependency Management

External Dependency Management
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**028 To try to- to try to deal with
that issue.

So we're going to talk a little bit now
about managing relationships.
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Managing relationships: HAVEX malware / Dragonfly

Managing relationships: HAVEX malware / Dragonfly
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**029 And specifically identifying
dependencies and prioritizing them.

So we're going to come back to
HAVEX a little bit and talk about
some of the supply chain risk
management implications for this- for
this type of incident
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A closer look: Havex incident and identifying ongoing dependencies

A closer look: Havex incident and identifying
ongoing dependencies
Procurement

Deployment

Who is managing
this relationship?

Operation

Periodic software downloads from
manufacturerwebsite
Requirement: 100% integrity of downloaded
software installers
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**030 And how you might be able
to think about this from an External
Dependencies Management or supply
chain view.

So in this case the electrical
companies or the infrastructure
providers started out-- this started
out in procurement. Right?

They originally bought or procured
control systems software to use in
the organization. It was deployed
and installed. And at that point wefrom an external dependency point of
view we would say that they entered
into an ongoing relationship.

From that point on, the organization
was getting software updates and
downloads from third-party websites;
and that was still an ongoing
relationship that was very important
to the security of those organizations.
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Because obviously if there was any
problem with the integrity of that
software it could affect the
organizations and allow- allow
attackers access to the organization.

The question is: Who's managing
that relationship? And it may be the
case- it may be the case that it's very
difficult to manage that relationship.

If it's a small provider and a very
large manufacturer, maybe there
really isn't that much ability to
actually- to negotiate for terms; or to
put a term in where, you know, if
there's a problem with the
manufacturer website or the installer
you're notified.

In that case there are still things that
the organization can do. They can
do situational activities around that.
They can work with their peer groups
in the various information sharing
agreements to make sure that they
have a good awareness of any
threats; and so forth.
Obviously they can look at and stay
up on the alerts from ICS-CERT that
are provided by the Department of
Homeland Security.
Matt Butkovic: John, if I could just
add to that that what you're
describing are things you can do to
kind of compensate. In this case...
John Haller: Yes.

Matt Butkovic: ...you don't have a
choice. You've purchased this control
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system. The software updates must
come from that vendor. There is no
alternative.
John Haller: Right.

Matt Butkovic: However-- and I'm
not going to say that this would've
fixed this specific situation. But if
you compensate by looking at the
code you're receiving, if you're
looking for malware, if you do a code
review, you may identify these things
before they're put into the production
environment.
John Haller: Right.

Matt Butkovic: So there's these
sort of compensating controls that
can be layered in when you have
these situations where you have very
little ability to direct or provide
subsequent feedback to the vendor,
which will result in some change of
behavior.
John Haller: That's right, that's
right.

But the first step is understanding
there's a dependency there and
understanding there's an ongoing
relationship.

Page 72 of 118

Question

Question
Does your organization have an established process to recognize
external cyber dependencies?
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**031 And then being able to put
things in place-- which Matt
describes-- to help address that
within the organization.

So here is another question. Feel
free to jump in and type a response.
Does your organization have an
established process to recognize
external cyber dependencies?

So we found from our research and
fieldwork that just building the list,
organizations just having that list of
what parties they depend on, is really
important; but also in many cases
difficult for large organizations.

So does your organization have some
sort of process, whether it's reporting
from the business owners or internal
auditing, to make sure that the
organization knows what entities it
depends on.
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Identifying dependencies: one possible approach

Identifying dependencies: one possible approach

Service
ex: “9/11
Dispatch”

Standard
relationships, assets
to third parties

People

Employs
Protects
Sustains
Transports
Vets
...

Info

Stores
Transmits
Processes
Protects
...

Tech

Owns
Operates
Protects
Maintains
Updates
Monitors
...

Facilities

Owns
Sustains
Protects
...
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**032 And is managing those with a
commensurate level of effort?
So go ahead; and Shane will take a
look at that.

So one of the things that we've been
looking at is: Is there a way to
provide sort of the community or
provide critical infrastructure with a
better way to do this or a better way
to think about this?

One of the sort of core tenets of the
Resilience Management model and
resilience generally is to look at
assets holistically across four classes:
People, information, technology and
facilities.
Now I think that this is one way to
think about identifying dependencies
is to look at those assets-- which by
the way determining what assets
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support the service is really part of
managing resilience or managing
security-- is to look at those assets,
and then try to identify: Are there
third parties that have relationships
with our assets or our organization?

For instance, information is kind of a
fairly straightforward one, if you think
about it. Are there third parties that
store, transmit, process or protect
our information? Or there may be
other standard relationships that the
third parties may have with the
information asset that we rely on in
our organization.
Same with facilities. Are there third
parties that own, sustain or protect
facilities that we use to help perform
our services?
It's just another way to think about
this. The example in the slide is 9-111 dispatch.

So if you're sitting in state and local
government, and you're trying toyou're trying to protect 9-11 dispatch
from a cyber security perspective,
can you think about the information,
which may be the numbers, the
various things in your database.
What third parties store, protect or
transmit that for you? Can you think
about the facilities and the people?
And kind of think about it more
holistically rather than just managing
by exception or managing whenever
a fire comes up.
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After identification: prioritization and tiering

After identification: prioritization and tiering

Where do
we start?
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**033 Or managing through some
other way. It's just a way to
approach it.

Matt Butkovic: And so I think for
the sake of time John, we'll rapidly
move through these slides.
John Haller: Yes.

Matt Butkovic: Regarding where to
start.
So we would suggest that a great
starting point is to- after you've
identified your critical services...
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After identification: prioritization and tiering

After identification: prioritization and tiering

By prioritizing:
For global transportation of material:
The critical external entities are . . .
The high impact external entities are . . .
The low impact external entities are . . .
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**034 ...or your mission, that you
associate those with assets; and you
start prioritizing and tiering those
relationships. So now that you
understand the things that are most
critical, you can identify the things
that are most critical externally as
well.
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Question

Question
How does your organization prioritize vendors and other third
parties for governance?
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**035 John Haller: That's right,
that's right.

Matt Butkovic: So John, I think
again, just for the sake of time, I
may sort of just move to the next
portion. Right?

So let's ask the question-- the next
question is: Does your organization
prioritize vendors and other third
parties for governance? So how do
you determine which parties and
relationships should be subjects to
supply chain risk management
activities?

Page 78 of 118

External Dependency Management

External Dependency Management
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**036 John Haller: Right. So if
you have any comments or input on
that, please feel free to go in.

We're going to talk a little bit about
sort of managing at a higher level of
maturity in organizations; monitor
and improving External Dependencies
Management. How do you that?
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For external dependencies management:

For external dependencies management:
Are we actually implementing the program?
Are we detecting and correcting process exceptions?
Is the external dependency management activity effective?
Do we review the program with our stakeholders?
Are we improving the plan as needed?
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**037 How do you approach that?
And how can you improve how your
organization does this?

So there's a few things to look at in
here. Are we actually implementing
an External Dependencies
Management program? Are we
really-- for instance if we-- in how
many cases have we formed a
relationship with an external entity
without review or without the proper
authorities? Are we detecting and
correcting process exceptions?
So what this means in plain language
is in the enterprise, in our
organization, are people forming
relationships with third parties
outside the process?
And that-- for people in large
organizations this probably isn't a
shocker or a big surprise. Good,
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aggressive people who want to do
good things in your organization will
form relationships with external
entities without going through
necessarily the right process.

Matt Butkovic: And John we
should also mention that vendors
often have folks that are willing to
enter into those relationships. Right?
They have aggressive sales forces
that look for the folks that are
frustrated or are looking to kind of
maneuver around.
John Haller: Absolutely.

Matt Butkovic: It may be a
cumbersome internal process to
procure something. And we would
suggest that you need to bring those
folks into the fold; that these
relationships that aren't governed by
these processes are not fully
acknowledged or a source of danger
or risk for you.

John Haller: Right. The next one is
dependency management, is the
activity effective? Do we review the
program with our stakeholders, up to
the SUS suite?
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For external dependencies management:

For external dependencies management:
Are we actually implementing the program?
Are we detecting and correcting process exceptions?
Is the external dependency management activity effective?
Do we review the program with our stakeholders?
Are we improving the plan as needed?
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**038 And to our- to our
management? And are we
improving the plan as needed?
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List of possible effectiveness measures

List of possible effectiveness measures


external dependencies risks or potential risks that remain unresolved



open or unresolved high-risk supplier issues



aging statement for corrective action reporting



count of external entity relationships formed outside of the process



emerging threats or risks that may affect key dependencies or suppliers



number and frequency of critical service outages traceable to external entities



percentage of external entities that have successfully passed third-party audits



percentage of missed deliveries or shipping delays from external entities



contracts or agreements that did not follow established procedures or policy



percentage of SLAs across key external entities (e.g., tier 1 and tier 2 suppliers) that include
resilience requirements in their agreements



response times and other metrics relating to business continuity or cybersecurity drills
conducted with external entities
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**039 So we're going to focus a
little bit more on this third one: Is the
dependency management activity
effective?

So I'm not going to go over these in
a great deal of details. They're going
to-- detail. They're going to be in the
slide deck for you to look at and just
consider in your own context.

Matt Butkovic: John we should
probably mention again the source of
much of this or the bulk of it is
CERT's Resilience Management
Model; which you can find more
information out- on, on the CERT
website. So it's cert.org/resilience.
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Example area: Integrating service continuity and incident management

Example area: Integrating service continuity and
incident management
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**040 And also ensure that links
and additional information are
available as part of the package for
this webinar.
John Haller: Absolutely.

Shane McGraw: Guys, just as a
quick transition, we have a question
that popped up a little while ago.
The term 'resilience' has been
brought up a couple of different
times. Do you guys have a formal
definition for what CERT calls
resilience?
John Haller: We actually do. It's
going to be in one of the slides here.
Shane McGraw: Okay.

John Haller: And it's the ability-it's also very close to the
government's definition of resilience
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in the recent Cyber Security
Executive Order from last year. It's
the ability of the organization to
sustain- to continue to provide its
services in the face of disruption; I
think is the short answer. But we're
going to get to that.

Matt Butkovic: Yes. So just in a
nutshell, there's things you can do to
protect and sustain. Our view of
resilience is that it is- it has both of
those components; which are things
you can do to proactively prevent a
disruption and things you do to
sustain the organization's mission or
critical services when a disruption's
experienced.
John Haller: Yes. We're going to
look a little bit at incident
management and incident reporting,
from the perspective of supply chain
risk management and third parties.
Verizon does a really great job with
their yearly Data Breach
Investigations Report; and I think
this is-- this kind of sums it up.

Many organizations spend a great
deal of effort and money to do
technical things and technical
monitoring within their organization
to detect incidents. That is obviously
absolutely appropriate; and a
requirement for managing security in
many ways.
But it's very interesting that in
practice in many cases organizations
actually find out about the incident
from a third party. It may be like a
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vendor; may be law enforcement or
other information sharing
agreements.

But it's very interesting to me that in
spite of all the great things you can
do to detect incidents internally and
do technical monitoring, many times
it's your organization's relationships
with third parties, external entities...

External entity questions . . .

External entity questions . . .
1. Does organizational incident management and service continuity
planning account for dependence on external entities?
2. Do external entities participate in the organization’s incident
management and service continuity planning?
3. Does the organization verify that external entities have service
continuity and incident management plans that are consistent with
the critical service?
4. Have criteria for the declaration of an incident been established
and communicated?
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**041 ...including all your vendors
and so forth...
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Example area: Integrating service continuity and incident management

Example area: Integrating service continuity and
incident management
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**040 ...that will allow you to
become aware of incidents that may
affect the organization.
Matt Butkovic: Sorry John, if we
could just go back for a just a
second.
John Haller: Yes.

Matt Butkovic: Please. And this is
a really shocking chart when you
think about it.
John Haller: Yes, yes.

Matt Butkovic: So you're saying
that the third party that's had the
breach is notifying that they've had a
breach. We're saying-- unrelated
third parties I see.
John Haller: Absolutely.
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Matt Butkovic: And so what I find
really disturbing is that customers are
far more effective-- as a former IT
auditor-- than IT Audit is; or that
intrusion detection systems aren't
identifying these things.
So I think depending on your
customers and unrelated third parties
as a detective control to let you know
you've been breached is a really
scary proposition.
John Haller: It is a scary
proposition, absolutely. But I think
that it's important for organizations
to realize that in many cases this is
what's going to happen.

External entity questions . . .

External entity questions . . .
1. Does organizational incident management and service continuity
planning account for dependence on external entities?
2. Do external entities participate in the organization’s incident
management and service continuity planning?
3. Does the organization verify that external entities have service
continuity and incident management plans that are consistent with
the critical service?
4. Have criteria for the declaration of an incident been established
and communicated?
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**041 And to sort of put that in
their tool bag; and to build those
relationships with third parties so that
they can become aware of them.
Page 88 of 118

But absolutely. I think it is a shocker,
yes.

So these are sort of a snapshot of
external entity questions; things you
might want to think about when
you're- when you're talking service
continuity and incident management
with a third party.

Do they have- or does your own- do
your own plans and do your own
processes account for dependence on
a third party?

That may be as simple as: Okay if we
have a service continuity plan and we
reply on a third party, is the point of
contact information and telephone
numbers and email addresses, is that
updated, so we can reach the rightthe right people, if and when there's
a disruption?
In many cases it may be important
for the vendors or external entities to
participate in your service continuity
and incident management planning;
for them to be part of that. And also
for you to test with those third
parties.
Matt Butkovic: So exercises John.

John Haller: Exercises; absolutely
right.

Does your organization verify thatdo you verify that they have incident
management plans or BCDR service
continuity plans that support your
organization and your critical
services?
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And the last one is something we're
going to go into a little bit more in
depth here. Are there criteria for the
incidents that you want to know
about in your third parties? And
have you communicated those?

Incident declaration criteria:

Incident declaration criteria:
Report incidents that “affect organizational information resident
or in transit on vendor systems”
How do we assess the effectiveness of this control?
Very challenging, some possibilities:


Event reporting?



Reporting on technical detection?
Situational awareness and collaboration?
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**042 And are you monitoring those
to make sure that they're actually
being acted upon and that they- that
they are supporting you?

So we'll go into a brief example here.
So this is- this criteria listed on the
first line is very similar to the criteria
in this actual incident, that appeared
in some of the external entity
contracts. And it was a requirement
to report incidents that affect
organizational information resident or
in transit on vendor systems.
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So the question is: How do we
monitor- how do we know that's
effective; and how do we monitor
that as an ongoing proposition, to
know that okay we have this in our
contract but are they actually doing
this? How are they doing it? Are
they doing it in a timely way?

Well so there's a few ways to
approach this. The first way
probably is, back to a previous slide:
Have you prioritized those external
entities so that you can put time and
money into managing that
relationship with the right entities?

And it kind of goes back to the old
maxim: If you defend-- maxim-- if
you defend everything you defend
nothing. Right? You have to do
some prioritization and tiering so that
when you are managing this
relationship in an ongoing way you're
doing it in an explainable, efficient
way.
Matt Butkovic: There has to be
criteria. So there has to be some
idea of magnitude or materiality of
the incident; otherwise you couldyou can drown in the information
essentially.

John Haller: That's absolutely right.

So what are some ways to get it?
It's a challenging area. And I think
there's actually a question coming up
here for the audience. But would
you look at event reporting?
Whether it's in the SLA or contract or
not, would you want them to tell
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about- tell you about the security
events; something that is not quite as
important as an incident but may still
sort of be a precursor?

Would you want to know about what
they're doing from a technical
perspective in their environment? I
think that's kind of a very
straightforward sort of obvious one.

The other thing is if you understand
the vendors and third parties, can
you collaborate with them or can you
collaborate with peers so that you
have some situational awareness
over the threat environment and
what those third parties may be
exposed to?

And I think the- you know, I think
the takeaway here is in many cases
there's no substitute for service
reviews and actually working closely
with the third party; and for the third
parties, the external entities, that are
truly critical, actually being there and
communicating on a regular basis.
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Question

Question
How would you evaluate whether or not the external entities your
organization depends on are doing effective incident management?
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**043 To have awareness of what's
going on. I mean, that's-- I think
that's a great takeaway from this.

So here's a question for the
audience: How would you evaluate
whether or not the external entities
your organization depends on are
doing effective incident management
in support of your organization?
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Conclusion – a resilience approach

Conclusion – a resilience
approach
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**044 So feel free to put a
comment in there. We'd be happy to
chat about it.
So we're going to conclude here in a
little bit. We're going to talk about a
resilience approach.
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Cyber Resilience Value Proposition

Cyber Resilience Value Proposition
Resilience management provides support to simplify the management of complex
cybersecurity challenges.
Efficiency: not too much and not too little; resilience equilibrium


balancing risk and cost



getting the most bang for your buck



achieving compliance as a by-product of resilience management

Roadmap: what to do to manage cybersecurity; flexibility and scalability


using an overarching approach - which standard is best



deciding what versus how to manage cybersecurity risk

Cybersecurity ecosystem: addressing the interconnectedness challenge


managing dependencies



addressing both internal and external organizational challenges and silos
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**045 And some ways that your
organization kind of can think about
this from a fairly broad perspective.

So the- so CERT and the SEI have a
number of tools that are out there to
help you- to help organizations look
at this from sort of a more holistic
perspective. And really it goes back
to the previous slide.

This is a complex area; and one of
the best ways to tackle it is to look at
this from a holistic perspective and to
look at it across your organization.
That's a way-- some of those basic
activities like identifying and
prioritizing services, figuring out what
are the core assets that really
support those services?
That's something that-- it needs to be
done and managed and improved
over time. But it's something that
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you do and can help your
organization with a variety of cyber
security problems or cyber security
goals. And that ranges from external
dependency management to insider
threat.
Okay if we're worried about insider
threat, what are the- what are thewhat are the crown jewels that we
really need to protect and have good
controls on; to a variety of different
areas.
So that's kind of what we mean by
the value proposition here. Not too
much and not too little. Getting the
most bang for your buck.

And also if you're- if you're thinking
about compliance and you have a lot
of compliance obligations,
incorporating that into your
management so that you can have
that as a byproduct of resilience
management; and be able to answer
some of those- some of those
requirements as well.
Matt, any comment on that?

Matt Butkovic: So John I think
you've hit on the head; which is that
we're suggesting that if you take a
resilience approach, you ultimately
simplify a complex situation.
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Process Maturity for Cyber Resilience

Process Maturity for Cyber Resilience
The degree of process maturity can help to answer several important questions when managing
cyber resilience:


How well are we performing today?



Can we repeat our successes?



Do we consistently produce expected results?



Can we adapt seamlessly to changing risk environments?



Are our processes stable enough to depend on them during times of stress?



Can we predict how we will perform during times of stress?

Process maturity helps avoid the pitfalls of a project (set and forget) approach to cyber
resilience and helps “make it stick.”
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**046 John Haller: That's right.

Matt Butkovic: And then have
more granularity in the control you
can apply to these relationships.

John Haller: Yes. So another sort
of key component of this-- and this
frankly goes back to the diagram that
we've already talked about-- is
process maturity for cyber resilience.

You know, it's-- I think the line on
the bottom is really kind of the
important part here. Cyber security
is not a project. Right? An
improvement effort is not a-- you
know, I do this, I put some things in
place and then I set it and forget it;
obviously. Right?

The question that- type of questions
that organizations should be
concerned with are: Can we repeat
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this, can we sustain this? When
things change-- because they will,
like tomorrow-- can we actually
continue to have a certain level of
cyber security?

One of the things that we kind of
always- we kind of always use when
we talk about resilience is: Can we
predict how we will perform in times
of stress?

Well I think it's kind of important to
remember that stress doesn't just
mean an incident or, you know, a
information breach or something like
that; or, you know, God forbid, a
disaster at some point. Stress can
also mean organizational stress.
Right?

From the perspective of procurement
and managing relationships, what
happens when there's a reorg within
the organization? What happens
when there's a merger? I mean, are
there-Matt Butkovic: Sorry John. If
someone leaves the organization.
John Haller: Absolutely.

Matt Butkovic: That has a deep
knowledge of that relationship, is an
example.
John Haller: That's right.

Matt Butkovic: Of a stress that's
sort of more routine or mundane.
This is not, you know, only
hurricanes and nation state level
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cyber attacks. It's the everyday sort
of complications and disruptions you
face as an organization.

John Haller: Right. You don't want
to be in a position where essentially
Matt is your embodiment of
relationship management and knows
everything about SLAs. I mean,
there needs to be something in place
so that that can be sustained over
time; at least for the very critical
things your organization does.

Matt Butkovic: Yes John. I would
just-- just at a high level, for the sake
of time. The CERT Resilience
Management Model is a capability
maturity model; which means it
addresses, as you're suggesting, the
institutionalization, the enduring
nature of the processes in the
organization. And this is a tie back to
the CMMI.
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What Is Cyber Resilience?

What Is Cyber Resilience?
“… the ability to prepare for and adapt to changing conditions
and withstand and recover rapidly from disruptions. Resilience
includes the ability to withstand and recover from deliberate
attacks, accidents, or naturally occurring threats or
incidents…”
- Presidential Policy Directive – PPD 21
February 12, 2013
Protect (Security)

Sustain (Continuity)

Perform (Capability)

Repeat (Maturity)
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**047 And the view of capability
maturity that the SEI has been- has
been offering for a long time to the
software community.

John Haller: Yes. So the question
was asked previously-- this is a great
question: What is cyber resilience?

This is actually the definition from the
Presidential Policy Directive, PPD 21
that was put out last year: The ability
to prepare for and adapt to changing
conditions and withstand and recover
rapidly from disruptions. It includes
the ability to withstand and recover
from deliberate attacks, accidents or
naturally occurring threats or
incidents.
I think one of the basic things behind
resilience is it's very important to
think about threat and what maywhat your organization may
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experience. But it's also very hard to
predict what those threats will be.

So to the extent that you can put
processes and capability in place that
really are sustainable, that really are
prepare the- that really can prepare
the organization for that- for those
types of disruptions, whatever may
come, you'll benefit.

Matt Butkovic: So John just to add
onto that; that we're suggesting that
managing the consequences side of
the equation risk-wise is very
important. That with a long enough
timeline the odds of something bad
happening are really pretty much-it's certain that you'll have something
bad happen within the organization.
So focusing on threat is really
important.
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Key practices based on recent field work
Relating to implementation of external
dependency management practices, three
activities seem to drive behavior*:

Does your organization have a
plan for managing external
dependencies?

21%
79%

No
Yes

Is there management oversight of
the performance of external
dependency management
activities?

Does your organization
periodically measure external
dependency activities to ensure
they are effective?

30%
70%
*171 critical infrastructure organizations

Planning
Measuring
Reporting

No
Yes

60%

40%
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**048 But focusing on managing
the consequences of some sort of
detrimental impact is equally
important.

John Haller: Right. So we'd kind of
like to close, or come close to closing
I suppose, with a little research that
we've done based on some recent
fieldwork.

So what we've done, as Matt alluded
to, is we've-- as part of an assessment
activity that we've done with critical
infrastructure, specifically around 170
critical infrastructure organizations,
we've gathered information about
what they do to manage external
dependency risk.
Specifically we're looking at what key
practices correlate to
implementation?
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And I think that's kind of important.
Because we're not saying- we're not
really looking at effectiveness. It's
kind of difficult and a different
project to say that these specific
things were effective.

But when we-- when you look at this
chart, this means that certain
practices result in more
implementation within an
organization of practices around
external dependency risk; practices
like putting the cyber security
requirements in SLAs, monitoring
third party performance, prioritizing
external dependencies and so forth.

So what this research says-- and it's
a relatively small sample size. I think
we're just at the first start of really
being able to say things in a broader
way. But what this research says is
that with- in relation to implementing
External Dependencies Management,
there are three high level activities:
Planning, measuring and reporting.
Right?
So if you're planning around this, if
you're trying to measure
implementation and effectiveness,
and if you're reporting to senior
management, the organizationorganizations generally have a lot
more in place, a lot more of the right
practices in place, to manage
external dependency risk.
And these are some of the-- based
on sort of a, as Matt alluded to, sort
of a mixed bag of critical
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infrastructure organizations.
These are some of the results.

Seventy-nine percent of organizations
we looked at do not have a plan for
managing external dependencies.
Seventy percent of them do not really
measure the activity.
And 40 percent of them do not report
and engage in higher level
management oversight of the
activity.

Matt Butkovic: It's kind of an
interesting disconnect in the data-right?-- that you can see that the
practice level, the things we're saying
are important-- right?-- are generally
not being done. But there is
oversight.
John Haller: Right.

Matt Butkovic: So I guess things
like today's webinar I would hope-right?-- and the CERT Resilience
Management model can help improve
the way that folks are managing this.
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External Dependency Management –
Work Underway at Carnegie Mellon CERT
Two key components:
1.

An organizational assessment for external dependencies
management

2.

Exploring better ways for organizations to identify and prioritize
cyber dependencies

“The Information and Communications Technology (ICT) services
used by operators of critical infrastructure, on which the delivery of
a critical infrastructure service depends.”
© 2014 Carnegie Mellon University
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**049 John Haller: That's right.

Matt Butkovic: If they are doing
oversight, you'd hope that oversight's
improving.
John Haller: Right. So I'm going to
talk next about a few things we're
working on here. One-- these are
both in connection with some of the
government sponsored work that we
do.

The first one is an organizational
assessment for external
dependencies management. This is a
three-hour- three-and-a-half hour
assessment that we're currently
developing to help to go into more
depth in this area, and to help
organizations understand how well
they're managing external
dependencies now; across some of
these domains, from- all the way
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from managing relationships initially.
I mean-- I'm sorry-- forming
relationships initially to managing
them in an ongoing fashion, all the
way through to thinking about
external entities from the perspective
of service continuity and incident
management.
And we're in the early stages of the
second one; which is really--

External Dependency Risk Management Assessment

External Dependency Risk Management Assessment
Purpose: To understand the organization’s ability to manage the risks of
dependence on external entities for information and communications technology
related services. A focused examination of practices and capabilities for managing
external entity risk.
Based on the DHS Cyber Resilience Review and the CERT ® Resilience
Management Model (CERT® RMM), a process improvement model for managing
operational resilience
 Developed by Carnegie Mellon University's Software Engineering Institute
 More information: http://www.cert.org/resilience/rmm.html

Piloting of the approach is underway with critical infrastructure organizations

© 2014 Carnegie Mellon University
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**050 Can we provide better ways
for organizations to identify and
prioritize external dependencies?

So this is a little bit more depth on
the external dependency risk
management- external dependency
management assessment. This is
based on the Cyber Resilience
Reviews and on the CERT RMM, the
Resilience Management Model.
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If you have- if your organization has
an interest in a three- in a three-anda-half-hour assessment-Matt Butkovic: Facilitated
assessment.

John Haller: Facilitated
assessment-- thank you. We will
actually come onsite to your
organization, sit down-- and this is
fully funded. We will actually come
onsite, sit down with your
organization and look in depth at how
the organization is managing external
dependencies over time; and then
feed back a report that provides
some sort of recommendations and
options for consideration where the
organization is strong and weak.
Please contact us.

Matt Butkovic: John I just wanted
to mention-- as well I know I kind of
pressed for time-- but there's also an
effort to align the criteria of the NIST
Cyber Security Framework, the NIST
CSF, with the Cyber Resilience
Review, the CERT RMM, and also
with these kind of nascent emerging
supply and chain risk management
assessments.
John Haller: That's right.

Shane McGraw: Is it safe to say
that the RMM is the "what" people
need to look for in some of these
assessments; or the "how"?

John Haller: Well the-- cyber
resilience review and any of these
assessments are still approaching or
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still looking at the "what". Right?
Because we're still looking at the goal
level: What should the organization
be thinking about and doing; and
then down to more specifics, sort of
touching on "how".
But one of the strengths of RMM or
the Cyber Resilience Review or the
External Dependencies Management
assessment is it is really focusing on
the "what". Right?
Shane McGraw: Mm-hm.

John Haller: It's focusing on a way
for organizations to understand their
capability internally; and hopefully in
the future more to compare
themselves against other
organizations.
That's a strength because not all of
the sort of very specific things are
going to apply to every organization.
So it is a little bit higher level. I think
Matt-- any comments on that Matt?

Matt Butkovic: Yes I think Shane I
would describe it this way; that the
CERT Resilience Management Model
gives us sort of a body of knowledge,
a body of practices that are then sort
of applied in different forms, the
Cyber Resilience Review being one
them, the External Dependencies
Management assessment being sort
of a derivation of that.

So as John said, I think it's still theit's still the what; although the how is
suggested.
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In Closing…….

In Closing…….
 External dependency management is one of today’s key business
challenges


Dependencies extend well beyond just your vendors

 Relationships and partnerships are key – organizations cannot effectively
manage dependency risks on their own
 The complexities of the today’s cyber and physical disruption landscape
requires new tools
 Taking a converged approach to the challenge is key
 Resilience management can help provide a roadmap to simplify the
management of operational and dependency risks
© 2014 Carnegie Mellon University
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**051 And it's not unlike the NIST
Cyber Security Framework in that
regard.
Shane McGraw: Okay.

John Haller: So in closing-- and I
think we've covered a lot of ground
here-- I think one of the big things is
dependencies extend beyond only
your vendors. Right?

You need to think about this
holistically. It may be organizations
that you-- like for instance
government organizations,
transportation networks, other types
of external entities that you rely on to
support some of your cyber services,
that you should really think about
and think about it holistically.
Partnerships and relationships are
key. Right? If you think about
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situations where frankly you may not
have that ability always to negotiate
a firm contract with a third party, and
you may not be able to drive their
behavior. Right?
Well one of the ways to mitigate that
is to talk to your industry peers, to
exchange information in targeted,
prioritized ways. Right? Not to
subject yourself to an information
overflow. But to think about what
you can do to mitigate some of those
risks and put some compensating
controls in, in that area.

New tools and new ways of looking
at things. And I think one of the
takeaways is that there is- there's a
need out there for ways to- for
organizations to judge their capability
and be able to do this better.
And I think that resilience- the
Resilience Management Model and
the resilience approach provides a lot
of value here and can help the
organization think about efficient
ways to manage this type of risk and
to gain some efficiencies from it.
We're not suggesting necessarily
more effort, more expenditure.
We're suggesting the right amount of
effort and smart ways to manage
some of that.
Matt Butkovic: Optimizing it John,
I think is one of the key-John Haller: Optimizing it
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CMU – CERT Supply Chain Risk Management Symposium , January 15th 2015 in the DC
area.

CMU – CERT Supply Chain Risk Management Symposium, January 15th
2015 in the DC area. For information contact info@sei.cmu.edu
Contact Information:
John Haller – jhaller@cert.org
Matthew Butkovic – mjb101@cert.org
© 2014 Carnegie Mellon University
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**052 Yes that's absolutely right.
So.

That-- I think Shane the windows are
still open, if anyone has any
questions.

In the materials there's going to be-there are-- our email address is in
here. So you can certainly contact
us.

And also there's a note in here with
respect to the Supply Chain and Risk
Management Symposium that we will
be holding on January 15th in the DC
area. We'd love to see anyone who's
interested there.
Matt Butkovic: Sorry John.

John Haller: You have a question?
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Matt Butkovic: Yes. A thought
about the symposium is that the
audience-- there is-- it's kind of a
closed event. Right? So we only
have so many seats available. So if
you're interested, we'd love to hear
from you and guarantee you a spot in
that symposium.
John Haller: That's right, absolutely.
That's right.
Shane McGraw: Okay. So the
queue is open for questions. We
have a couple in.

I just wanted to give two good
examples of some comments that
came in from the questions we posed
throughout the event; and just let
you reply. They seem like they were
spot on.

But one from Neil saying: We have a
tiered vendor mechanism, depending
upon criticality of services.

So like you said, you can't protect
everything.
John Haller: Right.

Shane McGraw: So pick the ones
that you--

John Haller: That's absolutely right,
yes.

Shane McGraw: And also from
Denise another: We have a triage
process for new third party
relationships and a review process for
established relationships.
Page 112 of 118

Matt Butkovic: That's great; I
mean-John Haller: It's important.
Matt Butkovic: That's very
encouraging to hear.
John Haller: Right.

Shane McGraw: Okay. So let's get
into some questions. Folks feel free
to type them in, in you have them.
From Don asking: Can an SLA on
cyber security transfer the cost of a
cyber incident to the third party
vendor?
John Haller: I think that's a really
good question.

I-- my opinion is that is very difficult.
It's difficult because-- you know, it
depends on the negotiating ability
and the positioning of your
organization. Right?
I mean, generally the legal system
takes a pretty broad view of
contracts. If you can get them to
agree with it, and it's not an
unconscionable contract, the legal
system will support it.

But I'd say it's very difficult. You
know, in cases where you can clearly
define breach-- what does breach
mean?-- and in cases where you can
clearly define what are the damages,
then maybe.
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However even doing that, you know,
really relies on a lot of internal
processes at your organization. First
of all, to understand what it would
actually cost. Right? And that's very
hard to predict.

So it's difficult. It's certainly- it's
certainly not impossible; but it's very
difficult to do that.

Matt Butkovic: So just to add onto
it John. I think that one of the things
that needs to be part of that
discussions thinking about the cost of
things that aren't as readily visible.
John Haller: Yes.

Matt Butkovic: So think about
reputation damage. Think about a
drop in your stock price. Think about
things that-- you know, they're
certainly tangible but it's kind of
viewed as intangibles. Right?

How do you-- if you have a breach
that has a devastating consequence
on the brand image of something in
your organization, I don't think you're
likely to be- to seek restitution really
sufficient to cover those losses.

John Haller: Yes there are- there
are examples of contracts in other
spaces that have nothing to with
cyber really where-- you know, the
contracting party had a lot of
negotiating ability and they could get
a third party to agree, for instance, to
liquidated damages; and the
liquidated damages were so severe
that-- absolutely, you know, if breach
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is defined clearly, you know, and
there's a breach, they're going to get
paid. Right?

But that's really difficult to do in this
space. You know? Also for many of
the reasons that Matt mentioned.
It's hard to know what the costs are.
And I think it's just not- not-- the
tools used are sort of immature, in
my opinion, with respect to cyber
security.

Matt Butkovic: Yes I think adding
to that challenge is that the cyber
security insurance market is still sort
of formative and a bit immature.
Right?
John Haller: Right.

Matt Butkovic: Meaning that you
can't always find protection that
would be equivalent to some physical
protection you'd find; for instance,
you insure the factory in case it burns
down. It's hard to find an equivalent
level of coverage in cyber often.

John Haller: Yes. So try to do it
that-- you know, count on some of
your internal processes; you know, in
case it fails.
Shane McGraw: Good. Just two
more quick questions in the queue.

This from Neil asking basically can we
define resiliency as the business
continuity or disaster recovery? Is
that-Matt Butkovic: No I think--

Page 115 of 118

Shane McGraw: Not cool to say or-

Matt Butkovic: I think it's one part
of the equation. And I think this is a
really good question. We get this a
lot.
John Haller: Yes.

Matt Butkovic: We're suggesting-Neil, what we mean by resilience is
not only the things you do to sustain
your operations when something
disruptive happens-- that's
traditionally business continuity and
disaster recovery-- but also things
you can do proactively to protect and
to the best extent possible mitigate
the conditions that lead to those
disruptive events. So it's two parts to
the equation.
So I would say yes it encompasses
that; but it's not exclusively disaster
recovery or business continuity
planning.
John Haller: Yes, yes.

Shane McGraw: And this is the last
one in the queue. So if you have
one, we have a couple of minutes to
type them in. Otherwise we'll finish
up on this.

John mentions- you mentioned the
symposium a couple of times. What's
the profile of the person you're
looking to attend this? What's the
profile of who should be attending?
John Haller: Okay that's a really
good question. So we're looking both
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for folks who are I would say fairly
executive level and responsible for
overseeing this in your organization.

But also we're looking for folks that
are-- especially in the afternoon
section of the symposium-- we're
looking for folks that are dealing with
this on a regular basis; in other
words who have to figure out-- you
know, if you're someone who has to
figure out what are your
organization's dependencies and how
do I go about allocating resources to
actually handle those-- you know?-or put additional staff time or money
into managing relationships? The
afternoon section is going to look at
that a little bit more.

So I would-- please send me an email
and I'll get the flyer and so forth out
to you.

But we're looking at government
sector or kind of DoD focused and
private sector. And our basic idea is
that the public and private sectors,
they're-- they face similar problems.
There's more about this problem that
is alike than different between those
two sectors. And that's what we're
really going to explore.
But in the afternoon we definitely
want to kind of look at the daily
business operational way that this is
being done; and how it can be done
better.

Matt Butkovic: So both
practitioners and also executives,
both from the DoD or federal civilian
Page 117 of 118

agencies; and also from private
industry. It's a pretty wide crosssection of folks we'd like to
participate in this symposium.

John Haller: Absolutely. Yes and if
there's questions, email me and we'll
talk on the phone; I mean, you
know, absolutely.
Shane McGraw: Great. John,
Matt, thank you for your
presentation.
Matt Butkovic: Thank you.

Shane McGraw: Terrific. Again
thank you for everyone attending.

We do request that you fill out the
survey upon exiting as your feedback
is always greatly appreciated.
And don't forget the Materials tab, to
walk away with various PDFs from
CERT work in the area of resilience
management.
And lastly we hope you join us next
week for the next SEI webinar; and
it'll be Risk Probability Number, by
Will Hayes and Julie Cohen.
Have a great day everyone. Thank
you.
John Haller: Thank you.
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