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Executive Summary

The most profound technologies are those that disappear. They weave themselves into the
fabric of everyday life until they are indistinguishable from it.

—Mark Weiser [Weiser 1991]

Mark Weiser first coined the term ubiquitous computing, describing it as “invisible, everywhere
computing that does not live on a personal device of any sort, but is in the woodwork every-
where” [Weiser 1988]. With advancements in miniaturization and in the economies of scale for
systems-on-a-chip, Weiser’s vision is finally becoming a reality.

Weiser’s vision of the future also included the difficult challenge of securing the near-infinite
amounts of data generated, processed, and stored by ubiquitous devices (or in today’s parlance,
the “Internet of Things” [IoT]). This increasing prevalence of new devices—and the extent to
which Americans have come to rely upon them in daily life—presents new challenges for the vul-
nerability coordination community. Can the Common Vulnerability Enumeration (CVE) method-
ology support this myriad of devices? Can the Common Vulnerability Scoring System (CVSS)
provide effective and meaningful vulnerability information as increasingly complex and interre-
lated vulnerabilities surface?

The Department of Homeland Security’s United States Computer Emergency Readiness Team
(US-CERT) “strives for a safer, stronger Internet for all Americans by responding to major inci-
dents, analyzing threats, and exchanging critical cybersecurity information with trusted partners
around the world” [DHS 2017]. To carry out its mission, US-CERT must be proactive, focusing
on future threats and vulnerabilities amid fear and uncertainty that often result from highly publi-
cized cybersecurity attacks.

To support the US-CERT mission of proactivity, the CERT Coordination Center (CERT/CC) lo-
cated at Carnegie Mellon University’s Software Engineering Institute was tasked with studying
emerging systemic vulnerabilities, defined as exposures or weaknesses in a system that arise due
to complex or unexpected interactions between subcomponents. The CERT/CC researched the
emerging technology trends through 2025 to assess the technology domains? that will become
successful and transformative, as well as the potential cybersecurity impact of each domain. This
report is intended to provide a brief background of each emerging technology domain along with
a discussion of potential vulnerabilities and the risks of compromise or failure within each do-
main.

This report covers new or changed domains compared to the CERT/CC 2016 Emerging Technol-
ogy Domains Risk Survey [King 2016]. This list does not supersede previous reports. Many of the
previously reviewed domains remain important. This report can be considered an addendum to
that report.

1 n this report, the term domain is used to describe a particular field of technology.
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This report also identifies the domains that should be prioritized for further study based on a num-
ber of factors. Three domains must be considered high priority for outreach and analysis in 2017:

1. Intelligent Transportation Systems
2. Machine Learning
3. Smart Robots

This report does not imply that every domain requires detailed analysis. Each domain is nuanced.
Some domains may require further study earlier in their technology development lifecycle than
others. Approaches to improving security should be adjusted depending on the specific nature of
each domain. In some cases, outreach is the best approach for improving the security of a technol-
ogy; in other cases, technical vulnerability discovery may be the best way to provide better infor-
mation to the government and public. This report includes a specific approach recommended by
the CERT/CC for improving security in each domain.
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Abstract

In today’s increasingly interconnected world, the information security community must be pre-
pared to address emerging vulnerabilities that may arise from new technology domains. Under-
standing trends and emerging technologies can help information security professionals, leaders of
organizations, and others interested in information security to anticipate and prepare for such vul-
nerabilities. This report, originally prepared in 2015 for the Department of Homeland Security
United States Computer Emergency Readiness Team (US-CERT), provides a shapshot in time of
the current understanding of future technologies. This report also helps US-CERT make an in-
formed decision about the best areas to focus resources for identifying new vulnerabilities, pro-
moting good security practices, and increasing understanding of systemic vulnerability risk.
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1 Introduction

As the world becomes increasingly interconnected through technology, information security vul-
nerabilities emerge from the deepening complexity. Unexpected interactions between hardware
and software subcomponents can magnify the impact of a vulnerability. As technology continues
its shift away from the PC-centric environment of the past to a cloud-based, perpetually connected
world, it exposes sensitive systems and networks in ways that were never before imagined.

The information security community must be prepared to address emerging systemic vulnerabili-
ties—exposures or weaknesses in a system that are introduced due to complex or unexpected in-
teractions between subcomponents. To help identify these vulnerabilities, the CERT Coordination
Center (CERT/CC) located at Carnegie Mellon University’s Software Engineering Institute devel-
oped this report, which breaks down the major technology trends expected over the next 10 years.
This report provides the background for further analysis work by the CERT/CC and aids the De-
partment of Homeland Security (DHS) United States Computer Emergency Readiness Team (US-
CERT) in its work towards vulnerability triage, outreach, and analysis.

The goal of this report is to provide a snapshot in time of the current understanding of future tech-
nologies. This report also enables US-CERT to make an informed decision about areas where it
should focus resources to identify new vulnerabilities, promote good security practices, and in-
crease understanding of systemic vulnerability risk.

1.1 Report Format
This report presents information on eight emerging domains and aims to provide the reader with

« anunderstanding of the major emerging technology domains

«  the expected timeline for major worldwide adoption

« ways the domain may affect cybersecurity

«  supporting standards and underlying technologies used by these domains
« likelihood of the domain becoming a success

« examples of exploitation in the domain or similar domains

The format of this report allows readers to quickly jump to a section and familiarize themselves
with a domain. Each domain section contains the following subsections:

Introduction serves as a background on the application domain.

2. Recommendation includes the CERT/CC’s recommendation for US-CERT on addressing
this domain.

Time Frame addresses the time and likelihood in which broad adoption is likely.
Impact provides a discussion of the potential impact of security vulnerabilities in the domain.

Exploitation Examples details concepts or existing research demonstrating exploits of this
domain.
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1.2 Methodology

A measured approach to analysis is required when undertaking the difficult task of reviewing all
new and emerging technology domains, their likelihood of success, and any potential vulnerabili-
ties. The CERT/CC used Gartner’s long-term assessment of emerging technologies as a filter to
form the initial list of domains [Gartner 2014]. Gartner subscribers can access a list of “hype cy-
cles” that describe each technology, its current maturity in the market, and when Gartner believes
it will reach mainstream adoption in its industry [Fenn 2017]. This list tracks over 2,000 different
technologies from inception to full adoption. From this list, the CERT/CC team identified do-
mains likely to have an impact on global information security. Domains that were not included
(e.g., mobile, cloud computing, and supervisory control and data acquisition [SCADA]) were ei-
ther already widely deployed or simply not applicable.

For the 2017 report, the team triaged each identified domain according to the safety, privacy, fi-
nancial, and operational impact that a cybersecurity incident could cause. The team used an ap-
proach adapted from ISO 26262 [ISO 2011] and the Society of Automotive Engineers paper
Threat Analysis and Risk Assessment in Automotive Cyber Security [Ward 2013] (Table 2 and Ta-
ble 3). If the impact score reached a total of four or higher on the SAE criteria in Table 2 (reflect-
ing either serious risk in one or two domains, or low in all four) and was less than 5-10 years
away from adoption, the domain was considered for inclusion in the report. Of those domains un-
der consideration, the team decided which to include based on whether they had novel risks or se-
curity considerations. Some domains were renamed, combined, or modified with respect to the
Gartner hype cycle lists. The team then assessed each chosen domain individually to determine its
likelihood of success, potential impact if compromised, exploitation examples, and adoption time-
line. In Table 1, domains in bold were included in this year’s report. Those that are erossed-out
were reviewed in our 2016 Emerging Technology Domains Risk Survey [King 2016].

Table 1: New and Emerging Technologies

Gartner's 2015 List of New | CERT's List of Trust Boundary | Consumer, Enterprise, | Predicted
Technology Emerging Breached? or Both? Adoption
Domains Timeline
Smart Dust Yes Enterprise 10+
Virtual Personal Virtual Personal Yes Both 5-10
Assistants Assistants
Digital Security Yes Both 5-10
Quantum Computing Yes Enterprise 10+
Brain-Computer Interface Yes Both 10+
Human Augmentation Yes Both 10+
Volumetric Displays No Both 10+
Smart Robots same Yes Both 5-10
Affective Computing Yes Consumer 5-10
Connected-Home Yes Consumer 5-10
loT Platform Yes Both 5-10
Biochips No Consumer 5-10
Software-Defined Security Software-Defined Yes Both 5-10
Anything
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Gartner's 2015 List of New | CERT's List of Trust Boundary | Consumer, Enterprise, | Predicted
Technology Emerging Breached? or Both? Adoption
Domains Timeline
Micro Data Centers No Both 5-10
Smart Advisors Virtual Personal No Both 5-10
Assistants
Autonomous-Vehicles Intelligent Yes Both 5-10
Transportation
Systems
Machine Learning Machine Yes Both 2-5
Learning/Big Data
Natural-Language Question Virtual Personal Yes Both 5-10
Answering Assistants
Augmented-Reality Yes Both 5-10
Autonomous-Field-Vehi- Intelligent Yes Enterprise 2-5
eles Transportation
Systems
Virtual Reality Yes Both 5-10
Gesture Control Devices No Both 2-5
Blockchain No Both 5-10
Cognitive Expert Advisors Virtual Personal No Both 5-10
Assistants
CommercialUAVSs Intelligent Yes Enterprise 5-10
Transportation
Systems
Context Brokering Yes Enterprise 5-10
Conversational User Inter- Virtual Personal Yes Enterprise 5-10
faces Assistants
Data Broker PaaS Yes Enterprise 5-10
Enterprise Taxonomy and No Enterprise 10+
Ontology Management
General Purpose Machine Yes Enterprise 10+
Intelligence
Nanotube Electronics No Enterprise 5-10
Neuromorphic Hardware No Enterprise 10+
Personal Analytics Yes Both 5-10
Smart Data Discovery Yes Enterprise 5-10
Smart Workspace No Both 5-10
Software-Defined Anything Yes Enterprise 2-5
(SDx)
Intelligent Transportation Yes Both 2-5
Systems
Smart Buildings Yes Enterprise 5-10
Robotic Surgery No Enterprise 5-10
loT Mesh Networks Yes Both 5-10
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Table 2:  Security Impact of New and Emerging Technologies

Gartner's 2015 List of New Safety (SO, S1, Privacy (SO, Financial (SO, Operational (SO,
Technology S2, S3, S4) S1, S2,S3,54) | S1,82, 3, S4) S1, S2, S3, S4)
Smart Dust 2 2 0 3
Virtual Personal Assistants 0 4 4 1
Digital Security 0 0 0 3
Quantum Computing 0 4 4 0
Brain-Computer Interface 2 2 0 0
Human Augmentation 4 2 0 1
Volumetric Displays 0 0 0 0
Smart Robots 4 3 1 4
Affective Computing 0 2 0 0
Connected-Home 2 3 0 3
loT Platform 2 3 0 3
Biochips 0 4 0 0
Software-Defined Security 0 1 1 1
Micro Data Centers 0 2 2 2
Smart Advisors 0 3 1 0
Adtonomeus-Vehicles 4 2 0 3
Machine Learning 3 3 4 2
Eﬁtsller—irl;gnguage Question 0 2 0 0
Augmented-Reality 3 2 0 2
Autonomous-Field-Vehicles 4 0 0 3
Virtual Reality 1 2 0 0
Gesture Control Devices 0 0 0 0
Blockchain 0 4 4 3
Cognitive Expert Advisors 0 3 1 0
Commercial-UAVs 4 0 0 4
Context Brokering 0 4 0 0
Conversational User Interfaces 0 2 2 0
Data Broker PaaS 0 4 0 0
Enterprise Taxonomy and

Ontology Management g e g 2
gﬁir;](-:(;r:l:urpose Machine In- 0 1 1 4
Nanotube Electronics 0 0 0 0
Neuromorphic Hardware 2 3 4 4
Personal Analytics 3 4 3 2
Smart Data Discovery 0 4 3 3
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Gartner's 2015 List of New Safety (SO, S1, Privacy (SO, Financial (SO, Operational (SO,

Technology S2, S3, S4) S1,S2,S3,S4) | S1, S2, 3, S4) S1, S2, S3, S4)

Smart Workspace 0 2 0 3

Software-Defined Anything

(SDX) 2 2 0 3

Intelligent Transportation 4 4 1 3

Systems

Smart Buildings 4 3 1 5

Robotic Surgery 4 4 0 3

loT Mesh Networks 2 3 0 3

Table 3:  Severity Classifications and Impact Scores

Class Safety-Related Severity ‘ Class Privacy-Related Severity

SO No Injuries SO No unauthorized access to data

S1 Light or moderate injuries S1 Anonymous data only

S2 Severe and life-threatening injuries (survival | S2 Identification of person (personally identifia-
probable) ble information) or technology
Light or moderate injuries for multiple people Anonymous data for multiple people

S3 Life threatening (survival uncertain) or fatal S3 Tracking of individual or technology
Injuries Identification of multiple people or technolo-
Severe injuries for multiple people gies

S4 Life threatening or fatal injuries for multiple S4 Tracking of multiple people or technologies
people

Class Financial-Related Severity Class Operational-Related Severity

SO No financial loss SO No impact on operational performance

S1 Low-level loss (~$10) S1 Impact not discernible to user

S2 Moderate loss (~$100) S2 User aware of performance degradation
Low losses for multiple people Indiscernible impacts for multiple users

S3 Heavy loss (~$1,000) S3 Significant impact on performance
Moderate losses for multiple people Noticeable impact for multiple users

S4 Heavy losses for multiple people S4 Significant impact for multiple users
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2 Blockchain

2.1 Overview

A blockchain is a highly distributed data structure that underlies such technologies as the Bitcoin
digital currency. It can provide a high level of data integrity without the need for centralized man-
agement. This approach allows participants to securely perform transactions without an existing
trust relationship. Blockchain technology is being investigated for its potential to decrease over-
head costs in finance, real estate, insurance, contracts, intellectual property, and other transaction-
based industries.

Blockchains are sometimes divided into permissionless and permissioned (or private) block-
chains. The former allows anyone to participate; trust is assured by the underlying protocols and
algorithms. The latter only allows approved users to participate, thus reinstating a centralized con-
trol. It is still uncertain whether a permissioned blockchain provides its owners with any ad-
vantages over existing ledger systems [Hampton 2016].

Blockchain technology has unique security challenges. Since it is a tool for securing data, any
programming bugs or security vulnerabilities in the blockchain technology itself would undermine
its usability. It also retains the risks of any digital information system; for example, the private
keys used to access Bitcoin funds must be kept private.

2.2 Recommendation

The CERT/CC recommends performing background research and developing a list of companies
for future research. This technology is still developing and has only one proven business model to
date, which is Bitcoin itself. However, with the amount of research being done in multiple indus-
tries, it is likely that blockchain-related technologies will become more widespread in the near fu-
ture.

2.3 Time Frame

Gartner considers blockchain as being 5-10 years away from mainstream adoption. CERT/CC be-
lieves mainstream adoption will happen toward the end of that range, when distributed, computa-
ble trust becomes crucial to autonomous systems and systems-of-systems.

2.4 Impact

The potential impact for security vulnerabilities in the blockchain ecosystem depends on the value
of the information it is protecting. Since the primary use to date is for financial or finance-related
transactions, the impact can be severe for companies whose business is based on the technology.
As blockchain technology becomes embedded in transactions for physical property (real estate,
manufacturing supply lines), ownership of property will be based on the security assumptions of
the underlying blockchain.

Other suggested uses for blockchain technology take advantage of its distributed trust model to
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prove the integrity of data without relying on a centralized or proprietary system-of-record. Some
examples include health records, education transcripts, peer-to-peer commerce, and widely dis-
tributed Internet of Things systems [Asharaf 2017]. Trust in these records and transactions will
only be as strong as the trust in the blockchain technology used to manage them.

2.5 Exploitation Examples

There have been numerous unauthorized transfers (“thefts™) of Bitcoins already [BitcoinTalk
2014]. The largest of these was the collapse of the Mt. Gox Bitcoin exchange, in which 850,000
Bitcoins (with a current value of approximately $1.4 billion U.S. dollars) were lost and presumed
stolen [Adelstein 2016].
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3 Intelligent Transportation Systems

3.1 Introduction

The CERT 2016 Emerging Technology Domains Risk Survey identified several emerging do-
mains related to connected and autonomous vehicles. While those domains are still highly rele-
vant, they are increasingly commingling in what are called “Intelligent Transportation Systems”
(ITS) [DOT 2017a]. Future 1TSs will provide communications and data between connected and
autonomous cars and trucks, road infrastructure, other types of vehicles, and even pedestrians and
bicyclists.

The goal of these systems is not only to provide individual vehicles and users with information
they need, but also to provide central authorities with the ability to better manage traffic at the
macro level. For example, if an accident caused traffic delays, the autonomous cars could auto-
matically be rerouted. Traffic lights on the alternate route could automatically have their timing
changed to accommodate the influx of traffic. Additional buses or subway trains could be dis-
patched. These tasks will require a high degree of automation and internetworking.

3.2 Recommendation

The CERT/CC recommends continuing to do outreach as well as technical research in all areas of
transportation security.

3.3 Time Frame

There are already pilot programs of ITS running in multiple U.S. cities, but they will not be
widely deployed for 5-10 years. CERT/CC believes there will be a gradual adoption of ITS com-
ponents. GPS and traffic apps already have a degree of “intelligence,” but substantial policy, eco-
nomic, and safety concerns will likely delay implementation of fully integrated systems for at
least 10 years.

3.4 Impact

The impact of security compromises is similar to the impact for individual autonomous or con-
nected vehicles, but on a larger scale. A miscommunication in the system, whether accidental or
intentional, could lead to numerous traffic accidents, causing property damage, injury, and possi-
bly death. Privacy is a concern due to the ability to track every vehicle’s location in real time
[DOT 2017b]. A compromise of a city-wide system could lead to a massive traffic jam or other
major event.

3.5 Exploitation Examples

Although vulnerabilities have been demonstrated in individual components, from self-driving cars
to traffic lights, CERT/CC is not aware of any exploitations of the systems currently being tested
or deployed in public.
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4 Internet of Things Mesh Networks

4.1 Introduction

A mesh network is a decentralized network topology where many or all of the networked devices
double as nodes through which data may propagate. Mesh networks are not uniquely the provi-
dence of the Internet of things (IoT), but 10T stands to become a significant driver of their use as
it continues to be commercially successful.

There are a few characteristics of 10T mesh networks that set them apart from general mesh net-
works: the devices or nodes typically have low power and bandwidth requirements, communicate
wirelessly, and do not remain in fixed locations. A number of competing low power communica-
tions protocols that support wireless mesh networking have emerged to support these 10T charac-
teristics, including ZigBee, Z-Wave, 6LowPAN, and Thread [Components 2015].

4.2 Recommendation

By interfacing with traditional network technologies to obtain Internet connectivity, IoT mesh net-
works will extend the perimeter both as access points and as additional targets for exploitation. As
such, the CERT/CC recommends engagement with the standards bodies and device vendors to-
wards establishing and reinforcing good security practices and awareness.

4.3 Time Frame

Due to the reliance upon market penetration of 10T as a whole, and further on the emergence and
implementation of standard protocols, the CERT/CC expects 0T mesh networking to overlap
with general 10T adoption. Estimates suggest that as many as 40 billion wireless connected loT
devices will be in use by 2020 [ABIResearch 2014].

4.4 Impact

IoT mesh networks generally carry similar risks as traditional wireless networking devices or ac-
cess points (e.g., spoofing, man-in-the-middle attacks, and reconnaissance) in addition to risks
based on device designs and their implementations of protocol-specific security features. A single
compromised device may become a staging point for attacks on every other node in the mesh as
well as on home or business networks that act as Internet gateways.

4.5 Exploitation Examples

ZigBee implementation flaws were abused to take control of smart light bulbs and unlock smart
locks as discussed at Black Hat 2015 [Zillner 2015]. In an loT hacking contest at DEF CON in
2016, 47 new vulnerabilities were identified across devices from 21 product vendors [Constantin
2016]. 10T devices have also been implicated in a number of distributed denial of service (DDoS)
attacks [ENISA 2016].
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5 Machine Learning

5.1 Introduction

Machine learning broadly refers to the processes by which a program can be trained on a body of
data to make inferences about new or related information. Real-world applications of machine
learning range from big data analytics and data mining to image processing, spam filtering, intru-
sion detection systems, and self-driving cars. Generally, machine learning enables the automation
of inductive reasoning about data, including pattern recognition and anomaly detection tasks. Ma-
chine learning is a fundamental component of other emerging domains, and particularly of artifi-
cial intelligence.

5.2 Recommendation

As a component technology, machine learning does not easily fit into a general strategy of obser-
vation. The CERT/CC suggests monitoring individual emerging technologies on a case-by-case
basis for characteristic uses of machine learning to identify the gravity of potential abuses. Char-
acteristics of interest likely include big data applications dealing with sensitive information, secu-
rity products whose efficacy depends on effective anomaly detection, and learning sensors that
inform actions in physical reality (such as in self-driving vehicles).

5.3 Time Frame

While already in production in a number of contexts, Gartner considers machine learning to be
within 2-5 years of mainstream adoption. The CERT/CC expects this to be one of the most ag-
gressive and quickly adopted technology trends over the next several years.

5.4 Impact

The actual security impact of vulnerabilities in machine learning technologies will largely depend
on specific implementations. Where sensitive information is aggregated, for example, there is the
potential for theft or leakage. The ability of an adversary to introduce malicious or specially
crafted data for use by a machine learning algorithm may lead to inaccurate conclusions or incor-
rect behavior. Fooling the sensors of a self-driving car may lead to accident, injury, or death [Har-
ris 2015]. Theoretical attacks posit that an attacker with the ability to provide input may be able to
manipulate the behavior of machine learning algorithms and, for instance, bypass spam filters or
neutralize 1DS protections [Barreno 2006].

5.5 Exploitation Examples

At the time of this publication, no in-the-wild exploits of machine learning technology are known
to us. While misuse of information derived from machine learning systems may be likely, it is not
in scope for this work. As noted above, theoretical attacks have been documented and may be
used as a useful data point in monitoring decisions.
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6 Robotic Surgery

6.1 Introduction

Robotic surgery in current practice typically refers to robot-assisted surgery in which a surgeon
performs an operation via a computer console that controls a robotic arm, but may also refer to
fully autonomous procedures. While the former is fairly well established, albeit with some grow-
ing pains—a recent 14-year study found that in-the-field results of 1.75 million procedures had
non-negligible difficulties [Alemzadeh 2016]—full autonomy is still a nascent technology being
honed on lab animals [Strickland 2016].

Robotic surgery has the demonstrated potential to facilitate the performance of complex proce-
dures with greater precision and fewer complications than conventional techniques. According to
numbers from Intuitive Surgical, over 3 million patients have been operated on using their da
Vinci Surgery devices [da Vinci 2017].

6.2 Recommendation

The CERT/CC recommends researching existing and emerging robotic surgery technologies. Due
to cost, individual product testing may be prohibitive, however reviewing independent studies and
component datasheets may help to isolate areas to focus interest. The biggest area of concentra-
tion should be devices with networked communications, as these may be at risk for remote at-
tacks.

6.3 Time Frame

Robotic-assisted surgery is already seeing limited use on human subjects for minimally invasive
operations and is within 5-10 years of mainstream adoption. The CERT/CC does not expect to
see autonomous robotic surgery on human subjects in this time frame.

6.4 Impact

The potential safety impact of security vulnerabilities in surgical robots is critical for the patient
being operated on, but low in terms of numbers of people given the likelihood of chilling effects
from a publicized security event. Where surgical robots are networked, attacks—even inadvertent
ones—on these machines may lead to unavailability, which can have downstream effects on pa-
tient scheduling and the availability of hospital staff.

6.5 Exploitation Examples

University research in 2015 uncovered numerous vulnerabilities in surgical robots that could be
exploited to create denial of service conditions or manipulate controls [Storm 2015]. The high oc-
currence of hospital network compromise—90 percent of healthcare organizations suffered a
breach between 2014 and 2016 [Ponemon 2016]—combined with the increasing connectivity of
medical devices has set the stage for the recent global WannaCry ransomware attack that broadly
affected British National Health Service organizations [NHS 2017].
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7 Smart Buildings

7.1 Introduction

The concept of smart buildings currently refers to using Internet of Things sensors and data ana-
Iytics to make commercial buildings more efficient, comfortable, and safe. Typically this ap-
proach involves monitoring sensors to make real-time adjustments to lighting, HVAC, security,
and maintenance parameters. For example, a conference room could start heating up when it
knows it will be occupied soon; or it could cool down depending on the number of people in it.
Sensors could report electrical or plumbing problems before they get bad enough to affect people
in the building. Elevators could prioritize taking people up in the morning and down at the end of
the day.

More smart building technologies might be introduced in the future. One such technology is re-
configurable interiors. The mixture of office space vs. meeting space could ebb and flow based on
occupancy, or an event planner could specify the square footage desired for an event, and the
building would rearrange interior walls to accommaodate it [Gross 2012]. Another technology be-
ing touted is “self-awareness;” that is, the ability of a building to detect potential maintenance is-
sues and take some sort of action to fix the issue without the need for human analysis [Gurgen
2013].

7.2 Recommendation

The CERT/CC recommends doing outreach as well as technical research in smart building tech-
nologies, particularly safety- and security- related technologies.

7.3 Time Frame

Gartner does not specifically discuss smart buildings, but the CERT/CC expects these technolo-
gies to spread rapidly in the next 2-5 years, especially in new construction.

7.4 Impact

The security risks of smart building technologies will vary according to the specific technologies.
The highest risks will involve safety- and security- related technologies, such as fire suppression,
alarms, cameras, and access control. Security compromises in other systems may lead to business
disruption or nothing more than mild discomfort. There are privacy implications both for busi-
nesses and individuals.

7.5 Exploitation Examples

There have been published vulnerabilities in specific systems, such as cameras [Costin 2016]. The
Mirai botnet used a large number of surveillance cameras and DVRs to attack other systems
[Newman 2016]. As these system become more interconnected and ubiquitous, the CERT/CC ex-
pects to see more compromises.
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8 Smart Robots

8.1 Introduction

Smart robots are autonomous machines that work alongside or in the place of human workers. As
the machine learning and artificial intelligence domains come into prominence, smart robots will
emerge that can learn from their environments, adapt, and make informed decisions, or ‘behave
like MacGyver’ [Georgia 2012]. As capabilities continue to advance, it is reasonable to expect
that we will find smart robots, humanoid or otherwise, affecting all facets of our lives.

8.2 Recommendation

As another broad domain of interest that includes everything from drones to industrial controls to
robotic surgery, it is difficult to make general recommendations about smart robots as an emerg-
ing domain. The CERT/CC encourages vigilance and proactive engagement with industry, aca-
demia, and standards bodies.

8.3 Time Frame

Gartner considers smart robots to be 5-10 years from mainstream adoption. The CERT/CC ex-
pects to see commercial and industrial robots for specific purposes in 2-5 years, with more gen-
eral purpose smart robots emerging in 5-10 years.

8.4 Impact

There are many components in the smart robot ecosystem, not limited to hardware, operating sys-
tem, and interconnectivity with other networked devices. Well-known classes of software and net-
work vulnerabilities are likely to be discovered. It is not difficult to imagine the financial, opera-
tional, and safety impact of shutting down or modifying the behavior of manufacturing robots,
delivery drones; service-oriented or military humanoid robots; industrial controllers; or, as previ-
ously discussed, robotic surgeons.

8.5 Exploitation Examples

There is active research on the security of existing robot products that has resulted in the discov-
ery of numerous specific vulnerabilities [Cerrudo 2017]. Examples of the potential impact of ex-
ploitation can be seen in tangential or overlapping domains, including robotic surgery, 10T, auton-
omous vehicles, and others.
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9 Virtual Personal Assistants

9.1 Introduction

A virtual personal assistant (VPA) is a data-crunching application that mimics the skills and func-
tions of a human assistant. By seamlessly applying machine learning analytics to constantly
evolving user data, VPAs are uniquely positioned to streamline and improve task management
and performance. As VPA technology and the intrinsically related domains of machine learning
and artificial intelligence continue to mature, its functionality will continue to expand, shaping
how users interact with their Internet-connected ecosystems.

9.2 Recommendation

The CERT/CC recommends obtaining and maintaining awareness of the presence and data cura-
tion practices of emerging and established VPAs, such as Apple’s Siri, Google Now, Amazon’s
Alexa, and Microsoft’s Cortana.

9.3 Time Frame

Gartner considers VPAS as being 5-10 years away from mainstream adoption. The CERT/CC be-
lieves adoption will be sooner than that since most of the necessary technologies already exist and
are being integrated in current and near-term products.

9.4 Impact

The efficacy of VPAs is almost wholly dependent on access to data, making privacy the chief
concern from a security perspective. VPAs will potentially access users’ social network accounts,
messaging and phone apps, bank accounts, and even homes. In business settings, they may have
access to knowledge bases and a great deal of corporate data.

9.5 Exploitation Examples

There are many articles addressing privacy concerns since VPAs will have access to large
amounts of data, but how consumers’ information will be shared with outside firms has yet to be
fully defined [Economist 2015]. The other privacy concern is the trail of information a user could
leave with having everything accessed and shared by a VPA [Waddell 2016].
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10 Conclusion

In preparing this report, the CERT/CC analyzed emerging technologies that are expected to be-
come mature before 2025. This analysis resulted in a list of 8 technology domains of cybersecu-
rity interest. For each domain, the team developed a brief background, recommendations for re-
search, an expected time frame of adoption, impacts of vulnerabilities, likelihood of success, and
exploitation examples.

This report provides an understanding of cybersecurity issues that may result as part of each do-
main’s adoption in the future. It also identifies the domains that should be prioritized for further
study based on a number of factors. The three domains that CERT/CC considers high-priority for
outreach and analysis in 2017 are:

1. Intelligent Transportation Systems
2. Machine Learning
3. Smart Robots

These three domains are being actively deployed and have the potential to have widespread im-
pacts on society. Intelligent Transportation Systems affect one of the fundamental components of
a society: transportation, which nearly every person in a technological society depends on. Socie-
ties and their economies rely on cars, buses, mass transit, boats, and planes to function. They also
have a large potential safety impact since ITSs will eventually control many large vehicles that
move very fast.

ITS is dependent on the other two high-priority domains, Machine Learning and Smart Robots
since autonomous vehicles are themselves a type of smart robot. However, the impact of these lat-
ter two domains goes beyond transportation. Machine Learning will be applied to finance, public
policy, engineering, and military purposes. Smart Robots will be used in construction, logistics,
manufacturing, and many other industries. Machine Learning and Smart Robots are also heavily
dependent on each other.

The other domains are less widely applicable, at least in the near future. They may appeal only to
early adopters (Blockchain, Virtual Personal Assistants) or be specific to one industry (Smart
Buildings, Robotic Surgery.) The CERT/CC does not expect them to be adopted as widely in the
next 12—-18 months.
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