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Executive Summary
Managing cyber security through a national strategy is necessary for all national governments in the 21st century. Critical infrastructure,from transportation and power generation to food supply and hospitals, depends on information and communications technology (ICT). Reliance on complexand constantly evolving technology is pervasive across all sectors of critical infrastructure. The complexity of these systems makes it difficult fornational governments to understand and mitigate risks related to this technology.
Establishing and maintaining a computer security incident management capability helps nations manage this dependence. This capability is referred to inthis document as a National Computer Security Incident Response Team (National CSIRT), but it can be implemented in a variety of differentorganizational forms. Beyond responding to discrete computer security incidents, a robust incident management capability enhances the ability of thenational government to understand and respond to cyber threats. Operating a National CSIRT, or an organization like it, is a core component of anation's overall strategy to secure and maintain technologies vital to national security and economic vitality.
This handbook is first in the Best Practices for National Cyber Security series. It is designed to be introductory curricula for capacitydevelopment within nations. The intended audience includes national leaders and managers who wish to learn more about the value of National CSIRTs andincident management capability generally. It is not intended to be a guide for the daily operation of a National CSIRT but as informative material onhow National CSIRTs support a national cyber security strategy. It also outlines the first steps towards building this capacity.
The handbook provides principles and strategic goals to help nations develop their own, robust national management capacity. It attempts to alleviatethe challenge of developing an incident management capability with limited published guidance. Many nations attempting to develop National CSIRTs havestarted by attempting to copy existing CSIRT organizations. This approach can be problematic because not every nation has the same needs and resources.The operating principles and strategic goals discussed in this document enhance the ability of governments to manage cyber security risks and focustheir efforts.
Strategic goals are essential design requirements and imperatives. They serve as fundamental elements of an incident management capability and aremeant to provide clarity and direction. This document proposes four strategic goals as they relate to a national computer security incident managementcapability.
There is a common need to resist, reduce, and fight cyber threats and respond to attacks. National CSIRTs provide a domestically-focused,internationally-amplified operational response to cyber incidents that destabilize global telecommunications, data services, supply chains, andcritical infrastructure. We hope as a sponsor of a National CSIRT or similar capability, you will see these benefits and encourage your government andorganizational leaders to participate in a global culture of security.
Abstract
As nations recognize that their critical infrastructures have integrated sophisticated information and communications technologies (ICT) to providegreater efficiency and reliability, they quickly realize the need to effectively manage risk arising from the use of these technologies. Establishing anational computer security incident management capability can be an important step in managing that risk. In this document, this capability is referredto as a National CSIRT, although the specific organizational form may vary among nations. Nations face various challenges when working to strengthenincident management, such as the lack of information providing guidance for establishing a national capability, determining how this capability can support national cyber security, and managing the national incident management capability. This document, first in theBest Practices for National Cyber Security series, provides information that interested organizations and governments can use to develop anational incident management capability. The document explains the need for national incident management and provides strategic goals, enabling goals,and additional resources pertaining to the establishment of National CSIRTs and organizations like them.
1 Introduction
Nations are increasingly dependent on complex systems and information technology. In many cases, information and communications technologies (ICT)vital to national and economic security are subject to disruption from a number of causes, either originating from within or outside the nation.Leaders in government and private industry are increasingly confronted with uncertainty about cyber risk and vulnerabilities. This uncertainty stemsfrom the complexity and interconnectivity of evolving technology used to support critical systems. To ensure security and economic vitality, nationsmust manage cyber security in accordance with their own economic, social, and political considerations.
Implicit in a strategy for cyber security is establishing a national computer security incident management capability. Often this capability may takethe form of one or more National Computer Security Incident Response Teams (National CSIRTs). Organizations such as the National CSIRT provide value inseveral ways. A National CSIRT coordinates incident management and facilitates an understanding of cyber security issues for the national community. ANational CSIRT also provides the specific technical competence to respond to cyber incidents of national interest. In this primary role, the NationalCSIRT fills a planned response function, providing solutions to urgent cyber problems. The ability of National CSIRTs to identify cyber securityproblems and threats and disseminate this information helps industry and government secure current and future systems.
Beyond the capacity to react to specific incidents and disseminate information, National CSIRTs can assist government departments with aspects of theirwork that relate to information and communications technology. Law enforcement and the judiciary, for instance, are increasingly concerned by themovement of criminals to the virtual world to commit crimes ranging from child exploitation to financial fraud. The world's defense services rely onadvanced information-technology based systems for their capabilities. And critical infrastructure relating to human security, such as food, water, andelectricity supply chains depend on reliable technology.
National CSIRTs can also serve as a focal point for a national discussion on cyber security. Cyber security poses new and unique social, legal, andorganizational challenges. The global interconnectedness of computer networks, the anonymity of online actors, and the rapid exploitation ofvulnerabilities allow actions of individuals, often located outside national borders, to have serious and magnified effects on vital national systems.Meanwhile, governments are limited by the jurisdictional reach of their laws and the physical limits of their borders. The National CSIRT can promote athoughtful discussion on these issues, engaging authorities in the fields of education, law, and governance, among others, to help create solutionsthat align with national character and traditions.
Finally, building a National CSIRT helps foster international cooperation on cyber security. A basic function for a National CSIRT is to act as thepoint of contact and facilitate communication about incidents with overseas requestors. Collaboration and cooperation with peer organizations can helpanalysts and leaders better understand global cyber threats and actors.
1.1 Intended Audience
The primary audience for this document consists of those sponsoring the development of a national computer security incident management capability,usually referred to as a National CSIRT. This document will discuss the considerations and goals inherent in standing up a National CSIRT. While thefocus here is on a single National CSIRT organization, some nations may find it advantageous to house this capability across several organizations oragencies. The principles and recommendations in this document should be useful even to nations that do not choose to build a single National CSIRTorganization.
1.2 About the Best Practices for National Cyber Security Handbook Series
The Best Practices for National Cyber Security series of handbooks is designed for leaders and key stakeholders in critical infrastructureprotection, government, and industry, or anyone interested in cyber security policy and management. It is intended to be foundational material forindividuals and organizations working to develop a strategy for national cyber security management. Each handbook in the series will provide a tailoredmessage. In addition to this initial document, the series addresses topics such as:
The subject matter presented in the other handbooks is formatted similarly but emphasizes unique functions of national cyber security in greater depth.
1.3 How to Read This Handbook
This document is structured to serve as a strategic education for building a computer security incident management capability. Because of the breadthof this topic, the focus here is on the creation of a National CSIRT. The material is intended to outline the stakeholders, constraints, and goals forNational CSIRTs; to raise awareness of the need for this type of capability; and to frame this capability in the national strategy. While the focus ison National CSIRTs specifically, the guidelines herein are meant to help national leaders generally, regardless of the specific organizational formchosen to handle incident management.
Section 2, Setting the Context: National Cyber Security, includes information about National CSIRTs as part of a larger nationalapproach to cyber security. This section specifically discusses the importance of a national strategy, the context of a national cyber security policyframework, and an overview of key stakeholders in national cyber security as they relate to National CSIRTs. The special role of National CSIRTs isdiscussed.
Section 3, Strategic Goals and Enabling Goals for Incident Management Capability, introduces a hierarchy of goals for ensuring alignment between the National CSIRT and national cyber security strategy. The Strategic Goals subsections outline long-term imperatives while theEnabling Goals subsections highlight the necessary steps to build an operational National CSIRT capacity.
Section 4 offers a case study of national incident management in the United States. It includes an explanation of how the U.S. Department of HomelandSecurity (DHS) operates the National Cyber Security and Communications Integration Center. The handbook is concluded in Section 5.
2 Setting the Context: National Cyber Security
Not all risk is owned and mitigated by a nation's government. The national and local government and its various branches, critical infrastructureowners and operators, and citizens share this responsibility. New and emerging risks must be effectively identified, analyzed, and mitigated to ensurethe safety and security of daily life for citizens. These risk management activities may involve ensuring continuity of government, safeguardingelectricity generation, overseeing emergency response services, or securing a reliable supply chain, among others. Each of these activities reliesheavily on information technology in a modern economy. National leaders realize that the security of information and information technology is apriority and should be codified in laws and national strategy. Chief among the strategies for enhancing this security are specific operationalcapabilities, such as the incident management activities typically performed by a National CSIRT.
2.1 The Importance of a National Strategy for Cyber Security
Building a national strategy for cyber security is the first step in establishing a national cyber security program. A national policy framework shouldexplain the importance of cyber security, help stakeholders understand their role, and set goals and priorities. The national strategy should integratesecurity fundamentals (such as raising awareness) and emphasize cooperative relationships among national stakeholders. The national strategy can alsoserve as a backdrop for the creation of laws that relate to areas such as computer crime, the protection of intellectual property, and privacy.
The goals that a nation identifies and promotes through its strategy align the program to a consistent vision and establish a clear direction for theefforts of the program. The strategy should include sufficient detail to allow stakeholders&mdashincluding the National CSIRT&mdashtounderstand the stated goals and evaluate their progress toward achieving them. Finally, the national strategy should reconcile the need for securitywith the rights of citizens, as well as national values and norms.
The National CSIRT should be deliberately aligned with national cyber security strategic goals to ensure that its work contributes to achieving them. While establishing a national strategy is the first step, doing so may not always be feasible. Getting a large number of stakeholders to agree on astrategy can be difficult. Alternatively, national leaders may judge that the need to establish an incident management capability is more pressing thancreating a fully integrated strategy. In these cases, creating an effective strategy may occur concomitantly with building incident managementcapability. Regardless, the National CSIRT sponsor or proponent should work with the government to consider national needs and priorities throughoutthe process of building a National CSIRT.
2.2 Key Stakeholdersof National Cyber Security
Cyber security has many stakeholders. This section broadly describes the roles and responsibilities of typical national stakeholders and how they mightcontribute to a national cyber security program. These roles are not unique to National CSIRT operations, but many of the stakeholders discussed heremay directly interact with the National CSIRT. Moreover, the National CSIRT can enhance its role and help advance a security culture by proactivelyinteracting with these stakeholders.
Governments have a multitude of roles and responsibilities to strengthen national cyber security. Their primary role is to define the national strategyand provide the policy framework. The policy framework describes the architecture by which the national efforts are built and operated. Following that,the government has a responsibility to participate with all stakeholders in efforts to identify, analyze, and mitigate risk. The government also has akey role to play in the arena of international relations and cyber security, particularly in the creation of treaties relating to cyber security andthe harmonization of national laws relating to cybercrime.
2.2.1 ExecutiveBranch of the Government
In most nations, the executive branch enforces laws and ensures security. It also may include the military. The executive branch is often the sponsorof the national cyber security program and must ensure that the cyber security program remains viable and has appropriate resources (for example, isauthorized, staffed, funded, and so on).
2.2.2 Legislative Branch of the Government
The legislative branch provides effective laws that promote cyber security. Whether through appropriations of resources or funding, legislation thatmandates execution of the national strategy, privacy or tort laws, or laws that establish criminal behaviors, the legislature must ensure that thenational cyber security program has the necessary support.
2.2.3 The Judiciary
The nation's judiciary and legal institutions provide clarity and consistency in areas of law that can affect cyber security. Privacy law is an exampleof one of these areas. By working with their global counterparts, the legal community can limit the ability of criminals and other malicious actors totake advantage of differences in legal jurisdictions.
2.2.4 Law Enforcement
Law enforcement ensures that legislation related to cyber security is enforced. Additionally, law enforcement can serve as an important source ofintelligence about malicious activity, exploited vulnerabilities, and methods of attack. Sharing this information allows critical infrastructure ownersand operators to learn from others' experiences and improve security practices and management. Law enforcement can also enhance cyber security bycooperating with counterparts in other nations on the pursuit and apprehension of international criminal actors.
2.2.5 Intelligence Community
The intelligence community plays an important watch and warning role for technical infrastructure. Intelligence organizations usually monitor varioussources for threats and vulnerabilities to a nation's infrastructure. This information should be distilled and provided to the National CSIRT and,where appropriate, to infrastructure owners. This distribution of information helps both groups efficiently anticipate, recognize, and resolve attacks.
2.2.6 Critical Infrastructure Owners and Operators
Critical infrastructure components depend on the nation's economic system and technological sophistication, among other factors. A general definitionfor critical infrastructure is
Systems and assets, whether physical or virtual, so vital to the nation that the incapacity or destruction of such systems and assets would have a debilitating impact on security, national economic security, national public health or safety, or any combination of those matters. [3]
Critical infrastructure owners and operators are important stakeholders in the nation's overall cyber security strategy. Infrastructure operatorstypically understand how security threats and vulnerabilities affect their sector. This knowledge frequently includes proprietary systems and software,such as Supervisory Control and Data Acquisition Systems (SCADA). Infrastructure operators also implement security recommendations or mandates createdby the national government and other authorities. They must reconcile the need for security with the occasionally contradictory goals of efficiency andprofitability.
Because of their unique position, infrastructure owners and operators frequently possess valuable information, ranging from the actual softwareproblems and cyber attacks they might experience, to the efficacy of countermeasures or risk mitigation strategies. They are also a primary consumer ofinformation about security vulnerabilities. Because of their practical experience implementing security standards and complying with the law, ownersand operators may have valuable input into the development of effective, realistic rulemaking and legislation.
2.2.7 Vendors
Vendors of information technologies and services contribute to national cyber security through development practices and ongoing vulnerabilityreduction efforts. Vendors are often the source of vulnerability information; they ensure that users have up-to-date information and technicalsolutions to mitigate known vulnerabilities. Ideally, vendors will cooperate with National CSIRTs and extend the analytical and problem-solvingcapabilities the National CSIRT needs to conduct incident response. Information sharing among vendors, their major customers, and the National CSIRTcan create partner relationships that continuously improve security.
2.2.8 Academia
Educational institutions play a key role in developing the human capital and technical skills needed to solve complex problems, such as aspects ofcyber security. Academics conduct research that enhances the technical, legal, and policy aspects of cyber security. In many countries, educationalinstitutions have championed and hosted National CSIRTs.
2.2.9 Foreign Governments
Nations have a shared interest in mitigating cyber risk and working together to respond to incidents. Partnerships should be established to discussglobal risk and interdependence as well as economic, political, and infrastructure concerns. Countries aligned with one another can exchange valuableintelligence and promote regional cyber prevention and preparedness.
2.2.10 Citizens
The citizens of a nation have a stake in the reliable performance of a nation's strategy for cyber security and are an inherent part of that strategy.
2.3 The Special Role of the National CSIRT
National CSIRTs react to computer security incidents deemed to be of national importance.[4] Because they collect and analyze information about computer security incidentson a daily basis, National CSIRTs also provide lessons learned and other information that can help stakeholders mitigate risk. National CSIRTsencourage meaningful national discussion about cyber security and awareness through their collaboration with private and governmental stakeholders.
The following section outlines the special roles of a National CSIRT. Not every organization will provide these services or have these capabilities.However, these roles typify the ways that a National CSIRT supports national cyber security.
2.3.1 Analyzing Computer Security Incidents to Identify Intrusion Sets
An intrusion set is defined as groups of computer security incidents that share similar actors or methods. Establishing that similar actors or methodsare involved may require various analytical techniques. Determining that different attacks use the same method may involve questions of attack vector(for example, email and spoofed web pages), similarities across samples of malware, or the routing of stolen information (through specific proxy IPaddresses, for instance).
Identifying intrusion sets is a refined version of the correlation analysis familiar to many computer security incident handlers. Generally, incidentactivity is grouped into different categories, such as criminal activity, activity conducted by other nations, or undetermined activity. Thisinformation and analysis can then be submitted to other national authorities for action, depending on the nation's security concerns and objectives.
National CSIRTs may use sensitive information from national intelligence or law enforcement organizations in this analysis. The use of this type ofinformation can amplify the National CSIRT's work but requires strong trust relationships between the National CSIRT and the government, as well asrobust information security measures.
2.3.2 Resource to the National Government on Cyber Security Issues
A National CSIRT can be a valuable resource to the national government on technical, policy, and legal issues relating to cyber security. It can advisethe government on the suitability or security of systems the government plans to install or implement. In addition, the National CSIRT can assistgovernment organizations with technical alerts and bulletins, best practices, and other advisories.
2.3.3 Assessing National Cyber Readiness and Crisis Management
The National CSIRT helps test and measure the nation's level of resilience to cyber attacks and crises. This assistance can take the form of providingtechnical support and analytical methods to plan and stage exercises or advising on the state of current cyber threats.
2.3.4 National Alert and Warning
Most of the existing National CSIRTs fulfill a national alert and warning function. This function involves alerting key national communities aboutproblems ranging from specific software and system vulnerabilities to evolving criminal methods and malware threats.
2.3.5 Organizational CSIRT Capacity Building
National CSIRTs can help organizational CSIRTs in the nation by providing advice, training, best practices, or in some cases, staffing.
2.3.6 Trusted Point of Contact and National Coordinator
National CSIRTs frequently act as a trusted point of contact for the nation on cyber security issues. For example, national teams often handle requestsfrom other countries or foreign organizations concerning malicious activity emanating from computers or systems within the nation. In a similarfashion, National CSIRTs frequently act as coordinators for domestic organizations attempting to resolve cyber security incidents with foreignconnections. In this role, the National CSIRT does not typically analyze or resolve incidents itself, but rather directs organizations experiencingsecurity incidents to information, services, or other helpful entities.
2.3.7 Building a Cyber Security Culture
The National CSIRT can help build a cyber security culture within the nation. Building a cyber security culture consists of many activities, including:awareness and education of private citizens on online risks, educating national stakeholders on the impact of virtual activities to theirorganizations, and the implications of their activities for cyber and information security.
3 Strategic Goals and Enabling Goals for Incident Management Capability
This section describes the strategic and enabling goals to consider when establishing a national computer security incident management capability. Theinformation provides a hierarchy of goals needed to ensure support for the National CERT and align the National CSIRT with national cyber securitystrategy. The enabling goals are specific steps to meeting strategic goals. Four strategic goals are established for a National CSIRT:
Strategic goals are essential, long-term requirements that help build the capacity to react to cyber incidents and enhance information and cybersecurity on a national level. Following each strategic goal are enabling goals. Enabling goals outline the more detailed considerations and activitiesneeded to implement the strategic goals. The guidance available for each goal varies based on the maturity of the topic. Some subjects, like incidenthandling, have a robust history. Others, such as implementing national cyber security strategy through National CSIRTs, are emerging disciplines.
This document is not meant to provide specific "how-to" instructions. Instead, it highlights the unique requirements for building capacity in cyberincident management. Each strategic goal section concludes with a listing of additional references and training resources. These sources are notexhaustive but provide the reader with the next steps for both training and informational resources.
3.1 Strategic Goal: Plan and Establish a Centralized Computer Security Incident Management Capability (National CSIRT)
Before the first security incident can be managed, the capability itself must be established in some organizational form, such as a National CSIRT.Having a sole source or point of contact for computer security incidents and cyber security issues provides a number of benefits. A single organizationpresents stakeholders with a known source of information. A National CSIRT can also supply the government with a conduit for coherent, consistentmessaging on cyber security issues. With a single National CSIRT, government departments have a source for technical information to support theirindividual functional areas. Finally, the National CSIRT can encourage the discussion about cyber security and facilitate international cooperation onthis issue. In some nations, unique considerations may require multiple National CSIRTs or an incident management capability spread across severalorganizations. This document provides guidance regardless of the exact organizational form.
A National CSIRT capability should be established and operated according to certain core principles. These principles help leaders make decisions inthe face of limited resources and complex problems. The core principles for the national management capability are:
Chief to the National CSIRT's success are adequate sponsorship and resourcing. The Enabling Goals listed here are intended to help the sponsor of anational incident management capability build this capability in the most robust way possible. Consider the following enabling goals in planning andcreating the national incident management capability.
3.1.1 Enabling Goal: Identify Sponsors and Hosts
The sponsor of the National CSIRT should identify other organizational sponsors and likely hosts. Other sponsors may bring additional funding andsupport to the National CSIRT project. Of course, a physical location, or host, for the National CSIRT must also be identified. In some countries thehost is an academic institution. If hosted by a university, however, the National CSIRT may have difficulty obtaining the resources or authority itneeds to interact with government stakeholders.
Various institutions and government departments may wish to support or host a National CSIRT. While any assistance is welcome, issues may arise whenreceiving support from certain stakeholders. Receiving sponsorship from an entity that is closely tied to a particular stakeholder or industry maylimit the National CSIRT's perceived ability to service the entire community. This possibility should be examined, for example, if a specificfor-profit enterprise operates a National CSIRT. In other cases, the involvement of certain sponsoring organizations may impede the willingness of keyconstituents to share information. Certain constituents, for instance, might be reluctant to share information if a regulatory or enforcementorganization is the primary sponsor because of a concern that the information could be used against them.
3.1.2 Enabling Goal: Determine Constraints
The sponsor should determine which constraints may limit building and operating a National CSIRT. Typical constraints are budget, the availability ofskilled staff, and the physical infrastructure available to support National CSIRT operations. For example, it might not be practical or desirable tobuild a malware analysis or deep packet inspection capacity in the National CSIRT. Limited constraints may dictate a more realistic approach is tobuild relationships with other domestic or foreign organizations that have this capability.
Constraints relate strongly to three of the core operating principles identified above: technical excellence, trust, and resource efficiency. Technicalexcellence requires a clear understanding of the staffing and budget available to support certain CSIRT activities. It may necessitate emphasis on afew core services performed well, rather than attempting to provide a broad array of services. Limited constraints can highlight the importance ofincident management coordination, rather than completion of every incident management task in-house. Earning the trust of key constituents requiresoperational and staffing stability plus the ability to safeguard sensitive information, both of which are directly impacted by resource limitations.Finally, resource efficiency requires understanding what resources are available.
3.1.3 Enabling Goal: Determine the National CSIRT Structure
Based on its function in national cyber security, a National CSIRT can operate under a range of modes, including: an independent agency with limitedoperating partnerships, a joint operation with national telecommunications providers, or an integral part of the national military defense strategy. Anumber of factors must be considered to ensure detection and incident coordination and response are appropriately structured. The following list ofstructural considerations is meant to be exploratory and not comprehensive.
There are several considerations that may be helpful in resolving the question of organizational form, in addition to the core principles.
3.1.4 Enabling Goal: Determine the Authority of the National CSIRT
The National CSIRT proponent or sponsor should determine if the National CSIRT will have the authority to proscribe or mandate certain actions orsecurity measures. The authority of a National CSIRT may differ based on whether it is addressing private citizens and industry or governmentdepartments. The National CSIRT or the sponsoring organization may have authority over various government departments but have no authority overprivate citizens.
These decisions should be consistent with the nation's law and culture. However, National CSIRTs are generally more effective when they act in anadvisory role only. Major national stakeholders are often more willing and, depending on the legal environment, able to fully share information anddiscuss security vulnerabilities in a collaborative venue where the National CSIRT is not a regulatory or proscriptive body.
3.1.5 Enabling Goal: Determine the Services of the National CSIRT
The minimal essential function of a National CSIRT is the ability to respond to cyber security threats and incidents that are of importance to nationalstakeholders. The various National CSIRTs currently in existence execute a variety of functions. These functions include the typical roles of a National CSIRT[6] as well as services that typify organizational CSIRTs,[7] including
These functions are limited by the constraints identified in enabling goal 3.1.2 (for example, funding, staffing, physical resources). The NationalCSIRT sponsor organization must determine which activities are realistic given the constraints. A particular National CSIRT often can best fulfill itsrole through close coordination with other National CSIRTs that possess greater technical capability or trusted communication channels.
3.1.6 Enabling Goal: Identify Additional Stakeholders
The sponsor of the national incident management capability should evaluate which other institutions may have input or interest in the establishment ofa National CSIRT. A detailed list of the typical stakeholders in national cyber security policy appears in Section 2 of this document. Additionally,some stakeholders may be interested in taking a more active role in the formation and operation of a National CSIRT. Typically these include
The National CSIRT should understand how identified stakeholders complement and integrate into National CSIRT operations and develop a plan toincorporate bi-directional communication into its operations.
3.1.7 Additional Resources for Planning and Establishing a National CSIRT
The following is a list of publicly available resources for sponsors and champions considering the establishment of a National CSIRT.
Reference materials
Training resources
3.2 Strategic Goal: Establish Shared Situational Awareness
The essential function of a National CSIRT is managing cyber security threats and incidents of importance to national stakeholders. Excellence inincident management helps the National CSIRT build relationships with stakeholders and achieve other strategic objectives, such as supporting thenational cyber security strategy. The first step in managing incidents is establishing an understanding or awareness of who the National CSIRT's majorconstituents are, what types of systems they employ (information and communications technology), and what types of incidents they experience. Thisgeneral understanding of the environment is typically referred to as shared situational awareness.
Capable staff and exceptional technical infrastructure are wasted if the community is unwilling to inform the National CSIRT about incidents.Therefore, the first enabling goal focuses on trust.
3.2.1 Enabling Goal: Establish and Maintain Trust Relationships
National CSIRTs collect sensitive information about national constituents' problems, concerns, and vulnerabilities. They frequently use thisinformation to derive lessons learned and publish informational reports, a process which carries the risk of revealing too much information ifperformed carelessly. National CSIRTs also disseminate general cyber security information to stakeholders. Building trusted relationships withstakeholders is essential to facilitating this two-way information exchange. Without the confidence of knowing that sensitive information will beadequately protected and compartmentalized, stakeholders will hesitate to share their sensitive information.
Ensuring the confidentiality of stakeholder information is an information security issue. It requires risk assessment at the National CSIRT level andimplementation of the resulting recommendations. There are numerous codes of practices and frameworks available to help organizations such as aNational CSIRT secure information. Regardless of the specific security measures and policies, the National CSIRT should proactively address stakeholderconfidentiality concerns and be as transparent as possible about the security steps performed.
3.2.2 Enabling Goal: Coordinate Information Sharing between Domestic Constituents
One of the most important factors in establishing a national capability is to facilitate reliable and effective information sharing. A key role for aNational CSIRT is to obtain incident information from the community and to disseminate timely and relevant response information back to the community.This type of information generally includes the following:
The information collected by the National CSIRT can reduce risk by supporting organizations subject to attack. This support may take the form of directtechnical support, may involve working with third parties to find remedies and workarounds, or may involve raising awareness within industry. A keypart of information sharing is that sensitive information from constituents may be shared only after being anonymized during the analysis process andin accordance with the National CSIRT's policies.
Anonymization requires sensitivity to specific circumstances, either involving computer security incidents themselves or the major constituents. Forinstance, a publicized incident report may redact the names of the victims or the constituent company involved. However, if it involves a notableincident discussed in the press, it may fail to actually protect confidences. A basic principle of protecting information is receiving the approval ofthe parties involved before releasing information or publicizing reports.
3.2.3 Enabling Goal: Integrate Risk Information from the Community
National CSIRTs benefit from open, shared information from private industry, academia, and government. When organizations conduct thorough riskassessments and share the results with the National CSIRT, situational awareness increases. Risk information from the community provides insight intothe effects of security vulnerabilities and system problems, helping the National CSIRT to focus and refine its incident management process.
In its operational role of responding to incidents, a National CSIRT is a key contributor to situational awareness. By analyzing trends in theincidents being managed, the National CSIRT learns about the status of cyber security in the community it serves. The National CSIRT uses thisknowledge and its own perspective on problems to produce a credible, realistic picture of national situational awareness. This helps the National CSIRTidentify proactive defense strategies and needed improvements in community practices and behaviors.
3.2.4 Enabling Goal: Collect Information about Computer Security Incidents
A National CSIRT must be able to collect information about computer security incidents and events, receiving reports about suspected or confirmedincidents requiring coordination or response. National CSIRTs collect this information through two primary means: the trusted relationships they buildand the technical infrastructure required to process incoming reports. While incident reporting is frequently voluntary and facilitated by trust, insome cases it may be mandated.
Capturing reports about computer security events and incidents requires the community to detect, identify, and track anomalous activity, employing bothtechnical and non-technical methods. Anomalous activity is defined as activity that deviates from some establish norm of system operation. In manycases, collecting computer security incident information may first require educating communities about detecting this activity.
A key component of information sharing is maintaining tools, techniques, and methods that enable the National CSIRT to communicate with its community.Examples can include the following:
3.3 Strategic Goal: Manage Incidents
A National CSIRT, acting as a trusted, national cyber security focal point, is uniquely situated to manage incidents of national concern. To accomplishthis, many National CSIRTs establish certain active capabilities, such as incident response and containment, and service reconstitution. In many cases,the National CSIRT will not handle all of the incident handling and analysis itself. A National CSIRT may facilitate and coordinate analysis andresponse, either because of limited resources or because knowledge about the specific problem resides elsewhere, for instance at another National CSIRTor at a technology vendor.
3.3.1 Enabling Goal: Define Incidents and Threats of National Interest
Resources are scarce. Defining incidents and threats of interest to a National CSIRT is perhaps the most challenging task facing the National CSIRT.Determining where the National CSIRT should focus its attention is an iterative, evolving process. After the initial formation of an incidentmanagement capability, the National CSIRT typically is inundated with questions and requests for assistance. This places the National CSIRT in theposition of having to balance the scarcity of time and resources with a desire to serve the community and build relationships with stakeholders.
While building the National CSIRT capability, several resources can assist the sponsor with defining the initial focus areas for the National CSIRT.These resources include the following:
Awareness of the systems currently in use by the National CSIRT's key constituents can help the National CSIRT focus its analysis of incidents. Thisawareness is built over time through handling incidents and interacting with the community.
3.3.2 Enabling Goal: Analyze Computer Security Incidents
All National CSIRTs must respond to cyber incidents and provide the community with analysis and support. Not all National CSIRTs will have identicalcapabilities to do this work. For instance, not all National CSIRTs will have the same level of external partnership with information technologyexperts, software development communities, and security researchers. Nor will all National CSIRTs employ internal teams to perform code-level analysisof malware and software and to replicate attacks and exploits. However, at a minimum, National CSIRTs should analyze incident reports to discovershared characteristics, determine their importance, and accurately gauge the level of threat represented by the problem. Shared characteristics mayinclude such things as attack vector and attack targets. In some cases, these shared characteristics may involve identifying or attribution informationthat can be useful to the nation's security services.
3.3.3 Enabling Goal: Develop an Efficient Workflow Process
A National CSIRT receives information from multiple sources about computer security incidents. These notifications come via email, web form, telephone,fax, or automated process (that is, event notification from automated information systems and sensors). Personal reports (those from individuals ratherthan information systems) should be expected from both known and unknown sources. Known sources include operating partners, information sharingnetworks, trusted members of private industry, government stakeholders, and significant domain subject matter experts (such as research scientists).Unknown sources may include reports from citizens and other organizations where a relationship does not exist. One example is the "hotline," which is aposted phone number or instant messaging service which allows parties to report incidents to the National CSIRT 24/7/365. These incidents vary byseverity and importance.
To efficiently and fairly handle reports, a National CSIRT should establish a clear, consistent workflow process. Typical steps would include
3.3.4 Enabling Goal: Warn the Community
Timely notification of a threat can be the difference between proactively protecting systems and recovering them after an incident. Warnings and alertsincrease the ability of the affected constituents to prepare for and detect threats and vulnerabilities, reducing the potential impact of risk. Warningthe community about relevant problems will foster healthy relationships, promote practices for situational awareness, and provide evidence for the"value-added" benefit of a National CSIRT.
A National CSIRT uses its relationships with stakeholders and with other National CSIRTs, as well as its collected incident reports and analysis ofthose reports, to learn about threats and vulnerabilities and identify information that needs to be distributed to the community. A National CSIRT mustdesign warnings to inform the community and encourage them to act to defend themselves. However the National CSIRT must balance the need to disseminatethe information quickly with the sensitivity of the information and the format of the warning. Such warnings must be sent to the community in a mannerthat provides for its authenticity, integrity, and privacy where required. In addition, some warnings require confidentiality regarding the source ofthe information, particularly in cases where an intelligence source supplies threat information. Care needs to be exercised to ensure that whilerelevant threat information is effectively shared, it is not shared to those without a need to know. Many National CSIRTs remove information that mayindicate the source of threat and vulnerability data, limiting communications to the vulnerability discovered or obscuring specific threat data.
Warnings from the National CSIRT to stakeholders and the national community in general are typically more effective when transmitted through trusted,confidential communications channels that have already been established. These channels may take the form of specific individuals or offices in keyorganizations. Working through pre-established, confidential communication mechanisms is a proven strategy for building trusted relationships. As abasis of the trusted relationships, National CSIRTs and their stakeholders and major constituents agree upon the communications method, the terms ofinformation handling, and other protections. This enabling goal is closely tied with establishing trusted communications.
3.3.5 Enabling Goal: Publicize Cyber Security Best Practices
A National CSIRT collects information about security issues through various means, including its incident management process, the research it performs,and information sharing with communities and other National CSIRTs. Lessons extracted from multiple incidents can form the basis for targeted skillsdevelopment and general security awareness. They also often improve situational awareness and contribute to overall cyber risk management. A NationalCSIRT may communicate best practices through the publication of general cyber security best practice documents; guidance for incident response andprevention; training; recommended organizational procedures; and published case studies of practice adoptions. A National CSIRT may produce bestpractices about
3.3.6 Additional Resources for Establishing Situational Awareness and Managing Incidents
The following is a list of publicly available resources for establishing cyber security awareness and managing incidents:
Reference materials
Training resources
Materials on Warning the Community
3.4 Strategic Goal: Support the National Cyber Security Strategy
A National CSIRT acts within a broader context of national incident management to monitor a host of diverse threats (for example, man-made and natural,physical and cyber). A National CSIRT can be used to
Perhaps most importantly for the national cyber security strategy, a National CSIRT can help promote a national culture of cyber security. By bringingtogether diverse groups, the National CSIRT can help stakeholders better understand security issues and the importance of these issues within theirvarious communities.
3.4.1 Enabling Goal: Translate Experiences and Information to Improve National Cyber Incident Management and Cyber Policy Development
While organizations of all sizes will continue to perform internal cyber incident management, a National CSIRT alone has the primary responsibility ofaddressing national-level concerns. Translating National CSIRT experiences entails considering ways in which the National CSIRT's work and theexperiences of the community may have broader implications for national laws and policies. This translation can produce lessons learned and improverisk mitigation nationally, as well as influence national regulations, guidance, initiatives, and directives.
Translated experiences may include incidents involving vulnerabilities in a system the national government is considering deploying across itsdepartments, agencies, and ministries. Understanding the inherent risks may help determine whether or not to adopt a technology. Another example mayinvolve ambiguity or inconsistency in privacy law that impedes information sharing among private stakeholders. The sources for these lessons learnedinclude both the National CSIRT's experiences and the experiences of stakeholders.
3.4.2 Enabling Goal: Leverage Public Private Partnerships to Enhance Awareness and Effectiveness
Protecting critical infrastructure and cyberspace is a shared responsibility best accomplished through collaboration between government and the privatesector, which often owns and operates much of the infrastructure. Successful government-industry collaboration requires three important elements: (1) avalue proposition, (2) clearly delineated roles and responsibilities, and (3) bidirectional information sharing. The success of the partnership dependson articulating the mutual benefits to government and industry partners. The benefits to governments include, among others
In assessing the value proposition for industry, benefits of working with government to enhance cyber security include
National CSIRT operational and strategic capabilities require active participation from all of its partners. Governments and industry shouldcollaboratively adopt a risk management approach that enables government and the private sector to identify the cyber infrastructure, analyze threats,assess vulnerabilities, evaluate consequences, and identify mitigation plans. The capability of the National CSIRT to prioritize threats is alsoenhanced by the collaborative identification of privately owned critical infrastructure.
3.4.3 Enabling Goal: Participate In and Encourage the Development of Information Sharing Groups and Communities
The National CSIRT's participation in information sharing groups and communities is an important way to enhance situational awareness and build trustrelationships. Information sharing in this context should ideally be bi-directional between the National CSIRT and its community. With regard toinfrastructure operators specifically, incident and risk information should flow to the National CSIRT from industry, while the National CSIRT, inturn, disseminates threat, vulnerability, and mitigation information. Government, the National CSIRT, and industry can enhance this information flow bydeveloping a formal framework for incident handling, including issues surrounding information sharing. The framework should include policies andprocedures for sharing information and reporting incidents, protecting and disseminating sensitive (government and industry) proprietary information,and mechanisms for communicating and disseminating information.
There are several different types of information sharing groups. Where the National CSIRT identifies a need for a particular venue in which to shareinformation, it should take the lead in establishing such an organization.
Industry groups are comprised of separate firms in the same industry, for instance the several electrical suppliers in a nation. These groups canprovide valuable information about vulnerabilities and incidents in a particular industry and can be productive venues to encourage discussion aboutcyber security. While industry groups are beneficial, participants may sometimes be reluctant to share proprietary or sensitive information withcompetitors.
Communities of interest are generally groups with a narrow, technology focus. These groups are integral components of information sharing because theyoften have deep technical knowledge, skills, and experience to study a problem and create solutions. Participants in these groups are often individualsrecognized for their technical skills, leading researchers in the fields of cyber security and computer science, and private industry representativesfrom key information and communications technology providers (such as, infrastructure providers, software developers, and so on).
In some countries, communities of interest already share information on security threats, vulnerabilities, and impacts. Often, these groups alsoprovide timely alerts and warning to members to facilitate efforts to mitigate, respond to, and recover from actual incidents impacting the criticalinfrastructures. Examples of these groups include Information Sharing and Analysis Centers (ISACs) in the U.S. and Warning, Advice, and Reportingpoints (WARPs) in the U.K.
Government-Industry working groups can greatly facilitate information sharing . Government can solicit comments from industry for cyber security policy and strategy development and can also coordinate efforts with private sectororganizations through information sharing mechanisms. Government should ensure that the private sector is engaged in the initial stages of thedevelopment, implementation, and maintenance of initiatives and policies. Industry can benefit by gaining the opportunity to affect policy making andby learning how their sector fits in the overall national security picture.
Finally, the National CSIRT can play an important role organizing working groups among interdependent industries. Incidents involving oneinfrastructure sector can have cascading effects resulting in incidents in others, creating unanticipated interdependencies. For example, servicedisruptions in one public utility may create high volumes of customer calls, disrupting telephone networks. By developing an understanding of how cybersecurity affects multiple systems, the National CSIRT helps infrastructure owners and other organizations be sensitive to these interdependencies.Sharing information across infrastructure firms can facilitate the response to incidents across multiple sectors.
3.4.4 Enabling Goal: Assist the National Government in Responding to Incidents in Support of Government Operations
Where appropriate, the National CSIRT can enhance its role and effectiveness by handling incident response for government entities. Performing thisrole helps build trust relationships with government departments and helps the National CSIRT maintain an awareness of the systems and technologycurrently in use. In cases where incident response in specific departments is handled by an in-house CSIRT, for instance a CSIRT dedicated to thenation's armed forces, the National CSIRT can provide support by disseminating threat information and data from the nation's various organizationalCSIRTs.
3.4.5 Additional Resources for Supporting the National Cyber Security Strategy
The following is a list of publicly available resources for understanding how National CSIRTs support a national cyber security strategy.
Reference materials
4 Case Study: Selected Components of the National Policy on Cyber Security in the United States
Many government agencies help to formulate and implement cyber security policy in the United States. However, the Department of Homeland Security (DHS)is the lead agency for domestic incident management involving all types of critical infrastructure. The DHS Office of Cybersecurity and Communicationsprovides crisis management in the face of significant cyber incidents, integrating information and helping to coordinate response across state, local,and federal government agencies as well as private industry. This role is part of the overall mission of DHS to protect critical infrastructure in theUnited States.
4.1 Critical Infrastructure and Key Resources
Homeland Security Presidential Directive 7 (HSPD-7) "Critical Infrastructure Identification, Prioritization, and Protection,"[8] identifies critical infrastructure sectors that the public and privatesectors must work jointly to protect. While definitions may vary slightly, critical infrastructure (CI) is generally considered the key systems,services and functions whose disruption or destruction would have a debilitating impact on public health and safety, commerce, and national security,or any combination of those concerns. Critical infrastructure is composed of both physical elements (such as facilities and buildings) and virtualelements (such as networks and data).
The following eighteen CI/KR sectors have been identified in the U.S.
4.2 The National Cybersecurity and Communications Integration Center
Because information and communications technology (ICT) supports almost all U.S. critical infrastructure sectors, cybersecurity is a major focus forDHS. The operational activities of DHS in support of national cybersecurity and communications CIKR are conducted by the National Cybersecurity andCommunications Integration Center (NCCIC) in accordance with the National Cyber Incident Response Plan (NCIRP). The NCIRP is currently being updatedwith an interim version released in September 2010. The NCIRP is based on and echoes principles in the preexisting National Response Framework of January 2008. [9]
The concept of operations for the NCIRP has two major components: the development and maintenance of a common operational picture and the concept ofcentralized coordination and decentralized execution of incident response activities. A common operational picture results in information being sharedacross a wide variety of public and private departments, agencies, and organizations. In other words, all major stakeholders in cyber security have ashared level of situational awareness. The common operational picture is created by the NCCIC.
The NCCIC is a 24/7 integrated cyber security and communications operations center that fulfils strategic goals common to National CSIRTs. NCCICpartners work together and are physically or virtually collocated to execute the National CSIRT mission. The NCCIC includes entities internal to DHS,such as US-CERT, as well as external partners like representatives from the military, U.S. federal law enforcement agencies, the intelligencecommunity, and representatives from critical infrastructure sectors. The NCCIC acts to integrate information about cyber incidents from state, local,territorial, and tribal governments as well as open source information and incident information volunteered by private entities and companies. One ofthe challenges that characterizes this type of information exchange is how to appropriately share information in a way that both respects the concernsof parties providing the information[10] but also allows the information to beshared with enough detail to remain useful. To meet this challenge the NCCIC communicates across classified and unclassified channels and hasinstitutionalized the appropriate standard operating procedures, channels, and portals to share information.
The second component of the NCIRP concept of operations is centralized coordination and decentralized execution. The U.S. relies on a decentralized ICTinfrastructure that is owned by a variety of private firms and providers. In addition, the many components of the federal government&mdashsuch asthe military, civilian agencies, the Executive Office of the President, the Department of State, and others&mdasheach have their own legal rolesand responsibilities. Governmental power in the United States is also shared between the federal government and state governments according to the U.S.Constitution. As a result, while the NCIRP seeks to centrally coordinate the activities and responses of these various entities, the actual executionof response actions takes place across many organizations.
The NCIRP separates cyber response activities into two categories, steady-state response and response to significant cyber incidents. Steady-stateresponse means that the NCCIC is collecting and disseminating information about threats, incidents, intrusions, and vulnerabilities on an ongoing basisto build the common operational picture and enhance the situational awareness of NCCIC partners.
During response to a significant cyber incident, the NCCIC scales its operations to meet incident response objectives, adding additional staff ifneeded and communicating with all of its partners and stakeholders. The NCCIC's steady-state operations are structured so that in the event of asignificant cyber incident, the NCCIC is already communicating with the same entities and people with whom it will need to communicate during times ofemergency.
The National Cyber Risk Alert Level system (NCRAL) determines when a Significant Cyber Incident is occurring and categorizes risks to critical systemsinto four alert levels: guarded, elevated, substantial, and severe. The NCRAL level is determined by examining the observed or potential consequencesof cyber threats, vulnerabilities, or events related to national security, public safety, the economy, public confidence, or combinations of thesefactors. The existence of these conditions is established through use of the common operational picture provided by the NCCIC, an examination of thepotential consequences of cyber incidents, and the input of NCCIC partners, among other inputs. The NCCIC shifts into Significant Cyber IncidentResponse when the NCRAL level reaches the substantial or severe levels. The NCRAL "substantial" alert level occurs when there is "observed or imminentdegradation of critical functions with a moderate to significant level of consequences, possibly coupled with indicators of higher levels of consequences impending." The "severe" alert level occurs when "highly disruptive levels of consequences are occurring or imminent."[11] While the NCRAL is not accessible outside of government, the United States Computer Emergency Readiness Team (US-CERT) maintains a similar National Cyber Alert System that provides situational awareness about risk levels tothe public.
4.3 United States Computer Emergency Readiness Team (US-CERT)
Created in 2003 by the National Cyber Security Division of DHS, US-CERT provides response support and defense against cyber attacks for the Federal Civil Executive Branch. This constituency consists of United States government civilian agencies that are part of the executive branch of government.[12] US-CERT also conducts information sharing and collaborates with federal,state, and local government agencies, industry, and the research community in order to disseminate cyber security information to the public. US-CERTprovides a communication channel for citizens as well as businesses and institutions, who are not already NCCIC partners, to coordinate and communicatedirectly with the United States government about cyber security incidents and concerns.
US-CERT:
US-CERT groups its mission responsibilities into three main categories:
The operational components of the US-CERT responsibilities can be detailed into five categories:
US-CERT produces a range of free, timely, and actionable information to improve the cyber security posture for all citizens. The National Cyber AlertSystem is an array of targeted communications operated by US-CERT to advise both technical and non-technical stakeholders. Technical Security Alertsand Security Bulletins provide detailed explanations of system vulnerabilities and recommended remediation. For instance, in March of 2009 US-CERTanalyzed the Conficker/downadup computer worm and issued a diagnostic tool to help key communities determine if their systems were infected.Information and guidance were also provided to home users. US-CERT issues Security Alerts and Security Tips to convey vulnerability information tonon-technical audiences. Federal agencies receive Federal Information Notices and periodic Trend Analysis Reports, and partners in private industry areprovided Critical Infrastructure Information Notices.
5 Conclusion
There is a common need to resist, reduce, and fight cyber threats and respond to attacks. Instituting a national computer security incident managementcapability, such as a National CSIRT, is a valuable step towards helping nations manage this risk and secure their systems. Throughout this document,insight has been provided, which interested stakeholders and governments can use to develop a National CSIRT capability and determine its role within astrategy of national cyber security. Numerous resources have been included to allow the reader to obtain a deeper understanding of these cyber securityissues and recognize the challenges facing National CSIRTs.
Nations seeking to manage cyber security risks are faced with key questions, such as, "How can a national incident management capability be built andmaintained? How should a National CSIRT be integrated into government operations generally? How does the nation's legal and political environmentaffect national cyber incident management?" In the past, those seeking to build this capacity in their respective nations have looked to CERT or CSIRTorganizations already in existence. While modeling existing organizations can be helpful in some cases, this approach also comes with problems.Existing CSIRTs are often the product of their own history, politics, or government. Building an effective incident management capability is often amuch more nuanced process. It is hoped that this handbook can help leaders identify their own national solutions and build capabilities that best fittheir nation's needs.
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Footnotes
® CERT is a registered mark owned by Carnegie Mellon University.
[1] To be published in May 2011
[2] To be published in May 2011
[3] Definition according to the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, Pub. L. no 107-56, section 1016(e).
[4] The question of which incidents rise to the level of national importance is covered more fully in Section 3.3.1.
[5] A note about regional collaboration: The sponsor of a National CSIRT may consider sharing resources and costs with neighboring nations to form a regional computer security incident management capability, essentially a "Regional CSIRT." This may be an effective way to address the inherent problem of fulfilling many requirements with limited resources. A full examination of such an arrangement is beyond the scope of this report; however, there are compromises inherent in this solution.
Because one of the main functions of a National CSIRT is to reconcile the need to respond to global challenges with the nation's embedded law, culture, and national structure, the ability of a regionally-based CSIRT to provide value to multiple nations may become diluted. Secondly, because cyber security is part of a nation's overall security strategy, regional CSIRTs may often possess information that has important national security implications. A regional CSIRT may be limited in its ability to solicit this information from certain national stakeholders because of concerns about sharing this information in a multi-national venue. Sharing this sensitive information would require thoroughly anonymizing it. In any event, it would require a high degree of comfort and familiarity between nations, or an effective multi-national governance structure, for a regional CSIRT to be successful.
[7] A full list of CSIRT services is available at http://www.cert.org/csirts/services.html
® CERT is a registered mark owned by Carnegie Mellon University.
® OCTAVE is registered in the U.S. Patent and Trademark Office by Carnegie Mellon University. ℠Operationally Critical Threat, Asset, and Vulnerability Evaluation is a service mark of Carnegie Mellon University.
[8] December 17, 2003, available at http://www.dhs.gov/xabout/laws/gc_1214597989952.shtm
[9] Available at http://www.fema.gov/pdf/emergency/nrf/nrf-core.pdf. The National Response Framework details how the U.S. conducts an all-hazards response to incidents&mdashfrom the smallest incident to the largest catastrophe. The National Response Framework identifies the key response principles, as well as the roles and structures that organize national response, laying the groundwork for first responders, decision-makers and supporting entities to provide a unified national response.
[10] These concerns may revolve around potential public embarrassment to the entity that experienced the incident or may involve fears that the incident information could disclose vulnerability data and be misused, causing more harm.
[11] National Cyber Incident Response Plan , Interim Version, September 2010, page K-7, available at http://www.federalnewsradio.com/pdfs/NCIRP_Interim_Version_September_2010.pdf
[12] This categorization excludes the United States military, for example, since the military is not a civilian agency, and the United States Federal Court system and United States Congress, as those are part of the judicial and legislative branches of government, respectively.
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