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Abstract 

In today’s increasingly interconnected world, the information security community must be pre-
pared to address emerging vulnerabilities that may arise from new technology domains. Under-
standing trends and emerging technologies can help information security professionals, leaders of 
organizations, and others interested in information security to anticipate and prepare for such vul-
nerabilities. This report, originally prepared in 2014 for the Department of Homeland Security 
United States Computer Emergency Readiness Team (US-CERT), provides a snapshot in time of 
the current understanding of future technologies. Each year, this report will be updated to include 
new estimates of adoption timelines, new technologies, and adjustments to the potential security 
impact of each domain. This report will also help US-CERT to make an informed decision about 
the best areas to focus resources for identifying new vulnerabilities, promoting good security 
practices, and increasing understanding of systemic vulnerability risk. 
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Executive Summary 

“The most profound technologies are those that disappear. They weave themselves into the 
fabric of everyday life until they are indistinguishable from it.” 
−Mark Weiser1 

Mark Weiser first coined the term “ubiquitous computing,” describing it as an “invisible, every-
where computing that does not live on a personal device of any sort, but is in the woodwork eve-
rywhere.”2 With advancements in miniaturization and in the economies of scale for systems-on-a-
chip, Weiser’s vision is finally becoming a reality. 

Weiser’s vision of the future also included the difficult challenge of securing the near-infinite 
amounts of data generated, processed, and stored by ubiquitous devices (or in today’s parlance, 
the “Internet of Things”). This increasing prevalence of new devices—and the extent to which 
Americans have come to rely on these devices in daily life—presents new challenges for the vul-
nerability coordination community as well. Can the Common Vulnerability Enumeration (CVE) 
methodology support this myriad of devices? Can the Common Vulnerability Scoring System 
(CVSS) provide effective and meaningful vulnerability information as increasingly complex and 
interrelated vulnerabilities surface? 

The Department of Homeland Security’s United States Computer Emergency Readiness Team 
(US-CERT) “strives for a safer, stronger Internet for all Americans by responding to major inci-
dents, analyzing threats, and exchanging critical cybersecurity information with trusted partners 
around the world.” To carry out its mission, US-CERT must be proactive, focusing on future 
threats and vulnerabilities while attempting to ignore the fear, uncertainty, and doubt that is often 
spread by the cybersecurity community and media.  

To support the US-CERT mission of proactivity, the CERT Coordination Center (CERT/CC) lo-
cated at Carnegie Mellon University’s Software Engineering Institute was tasked with studying 
emerging systemic vulnerabilities, defined as exposures or weaknesses in a system that arise due 
to complex or unexpected interactions between subcomponents. The CERT/CC researched the 
emerging technology trends through 2024 to assess the technology domains that will become suc-
cessful and transformative, as well as the potential cybersecurity impact of each domain. This re-
port is intended to provide a brief background of each emerging technology domain, the potential 
vulnerabilities the domain possesses, and the impact of compromise or failure within the domain. 
In addition, this report identifies the domains that should be prioritized for further study based on 
a number of factors.  

Five domains must be considered high-priority for corporate outreach and analysis in 2014: 

• Vehicle Autonomy: for example, self-driving cars and trucks 

 
1  http://www.ubiq.com/hypertext/weiser/SciAmDraft3.html 

2  http://www.ubiq.com/hypertext/weiser/UbiHome.html 
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• Smart Sensors: such as networked sensors that are considered to be part of the “Internet of 
Things” 

• Smart Appliances: everyday appliances, such as washing machines and dryers that are IP-
enabled and controllable via the network 

• Networked Telematics: dashboard vehicular information and entertainment systems 

• Smart Medical Devices: such as networked, compute-enabled medical devices 

This list does not imply that each domain will require detailed analysis. Every domain is nuanced, 
and some domains may require further study earlier in the development lifecycle of the domain 
than others. Different approaches to improving security should be taken depending on the specific 
nature of each domain. In some cases, outreach is the best approach for improving the security of 
a technology; in other cases, technical vulnerability discovery may be the best way to provide bet-
ter information to the government and public. This report includes a specific approach recom-
mended by the CERT/CC for improving security in each domain. 

Each year this report will be updated to include new domains, reassess the cybersecurity impact of 
each domain, and adjust the adoption timeline as needed. Further work in identifying systemic 
vulnerabilities will rely upon the findings in this first report. 
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1 Introduction 

As the technological world becomes increasingly interconnected, information security vulnerabili-
ties become more complex. Interactions between hardware and software subcomponents can mag-
nify the impact of a vulnerability. The shift from single computers to a cloud environment that 
supports a myriad of devices and sensors introduces even more complexity. 

The information security community must be prepared to address emerging systemic vulnerabili-
ties—exposures or weaknesses in a system that are introduced due to complex or unexpected in-
teractions between subcomponents. To help identify these vulnerabilities, the CERT Coordination 
Center (CERT/CC) located at Carnegie Mellon University’s Software Engineering Institute devel-
oped this report that breaks down the major technology trends expected over the next 10 years. 
This report provides the background for further analysis work by the CERT/CC and will aid the 
Department of Homeland Security United States Computer Emergency Readiness Team (US-
CERT) in its work towards vulnerability triage, outreach, and analysis.  

The goal of this report is to provide a snapshot in time of the current understanding of future tech-
nologies. Each year, this report will be updated to include new estimates of adoption timelines, 
new technologies, and adjustments to the potential security impact of each domain. This report 
will also form the basis for making an informed decision about the best areas to focus resources 
when US-CERT would like to identify new vulnerabilities, promote good security practices, and 
increase understanding of systemic vulnerability risk. 

Report Format 

This report presents information on 13 emerging domains3 and aims to provide the reader with 

• an understanding of the major emerging technology domains 

• the expected timeline for major worldwide adoption 

• the potential impact on information security the domain may have 

• supporting standards and underlying technologies used by these domains 

• likelihood of the domain becoming a success 

• examples of exploitation in the domain or similar domains 

The format of this report allows readers to quickly jump to a section and familiarize themselves 
with a domain. Each domain section contains the following subsections:  

1. Introduction serves as a background on the application domain. 
2. Recommendation includes the CERT/CC’s recommendation for US-CERT on addressing 

this domain. 
3. Time Frame addresses the time in which broad adoption is likely. 

 
3  In this report, the term “domain” is used to describe a particular field of technology. 
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4. Impact provides a discussion of the potential impact of security vulnerabilities in the 
domain. 

5. Likelihood of Domain Success examines factors indicating whether a technology will 
achieve adoption. 

6. Triage Table describes the measures upon which the CERT/CC based its recommendations 
and how each domain was triaged for importance. 

7. Exploitation Examples details concepts or existing research demonstrating exploits of this 
domain. 

8. References shows the external data used to support the recommendations and analysis. 
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2 Methodology 

A measured approach to analysis is required when undertaking the difficult task of reviewing all 
new and emerging technology domains, their likelihood of success, and any potential vulnerabili-
ties. The CERT/CC relied on Gartner’s long-term assessment of technologies to form its initial list 
of domains. Gartner subscribers can access a list of “hype cycles” that describe each technology, 
its current maturity in the market, and when Gartner believes it will reach mainstream adoption in 
its industry [Fenn 2013]. This list tracks over 1,700 different technologies from inception to full 
adoption. From this list, the CERT/CC team identified domains likely to have an impact on global 
information security. Domains that were not included were either already widely deployed (e.g., 
mobile, cloud computing, supervisory control and data acquisition [SCADA]) or simply not appli-
cable. The team “triaged” each identified domain by assessing several characteristics important to 
security, including remote access potential, processing power, danger to human lives, and digital 
consequences (see Table 1). The team then assessed each domain individually to determine its 
likelihood of success, potential impact if compromised, exploitation examples, and adoption time-
line.  

Table 1: Domain Triage: Characteristics and Questions 

Characteristic/Question Explanation 

Market Segment  This field describes the market segment group that this domain is targeting. 
Available options: Niche, Industry, Government, Consumer, Comprehensive 
(i.e., any/all), and Other 

Potential Market Segment 
Size  

What is the potential size of the market, in dollars? Available options: <$1B, 
$1B-$25B, $25B-$50B, >$50B 

Projected Adopters  
(percentage of market seg-
ment) 

What is the projected number of users of this technology? This is represented 
as a percentage of the market segment. Available options: <25%, 25-50%, 50-
75%, >75%  

Current Market Penetration  Approximately what portion of the market population has adopted the technol-
ogy? This is represented as a percentage. Available options: <25%, 25-50%, 
50-75%, >75%  

Predicted Adoption Timeline  Gartner’s predicted technology adoption timeline. Represented in both number 
of years and target dates. 

Does the technology have di-
rect physical impact on the 
world?  

In order to evaluate risk, we wanted to determine the direct impact on the physi-
cal world. The ability to directly influence and manipulate the physical world af-
fects the potential for harm when compromised. Available options: Yes, No 

Can it cause direct property 
damage?  

If the technology is able to directly manipulate the physical world, can it directly 
cause property damage? Available options: Yes, No 

Can it cause direct human 
harm? 

If the technology is able to directly manipulate the physical world, can it cause 
harm to humans? Available options: Yes, No 

What is the scale of human 
harm?  

If the technology is able to harm human beings, how many humans can it harm? 
Available options: none, single person, 1-10 people, > 10 people 
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Characteristic/Question Explanation 

Digital consequence  Are there implications for confidentiality, integrity, or availability if this technology 
is compromised? Available options: Yes [implication], No 

Is this domain intended to be 
remotely accessible?  

This question evaluates the remote exploitability of a technology. Available op-
tions: Yes, No 

Is this domain intended to be 
Internet accessible?  

If this domain is remotely accessible, is the intended deployment for the Inter-
net? Global availability has broad implications for withstanding attempts to ex-
ploit. Available options: Yes, No 

Is this domain intended to be 
accessible to the local net-
work?  

If this domain is remotely accessible, is it available via local networks? Local 
network availability means it is available as a lateral movement within a network. 
Available options: Yes, No 

Does this domain connect or 
bridge multiple networks?  

This question considers the potential for lateral movement between networks. A 
device that bridges networks has multiple fronts to defend. Available options: 
Yes, No 

NOTES: Any additional comments from the CERT/CC evaluation team. 
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3 Broadband-Connected Televisions  

3.1 Introduction  

In an effort to improve sales, manufacturers of televisions have increasingly added smartphone-
like functionality to their models. These broadband-connected televisions, which are sometimes 
marketed as “smart TVs,” usually contain an Ethernet port and/or a Wi-Fi chipset for connectiv-
ity. The TV contains limited processing power, enough to run a separate application environment 
that users can launch with their TV remote or smartphone application. The applications vary in 
complexity but usually provide Internet video services and web search functionality.  

3.2 Recommendation 

Although broadband-connected televisions are an area of concern, the lack of persistent storage 
and limited damage potential make this domain less of a priority than others. The CERT/CC rec-
ommends making this domain a focus in 2015, while dedicating limited resources in 2014 to en-
couraging smart TV manufacturers to produce secure products. 

3.3 Time Frame  

From the CERT/CC perspective, this technology should be prioritized now: in 2013, 22% of TVs 
sold were broadband-enabled [Chen 2014]. 

3.4 Impact 

Adding an always-on or often-on device to a household—when that device is also mostly ubiqui-
tous (there are 115 million homes with TVs [Nielsen 2013])—can pose risks for the home user. 
However, because these devices are not traditional storage devices with large amounts of disk 
space or memory, damage can be limited. The concern is that smart TVs are not seen as tradi-
tional computing devices that need patch cycles, software firewalls, and good security practices. 
To most consumers a smart TV is simply another TV, but it has the potential for becoming a foot-
hold into the home network. Privacy is also a concern: attackers can find out what a person 
watches, and attackers may be able to spy on people whose TVs have web cams [Leyden 2012]. 

3.5 Likelihood of Domain Success 

This domain is extremely likely to be successful. Consumers will increasingly replace their old 
TVs with smart TVs. Furthermore, it is likely that existing embedded operating systems (OS) 
such as Google’s Android or Apple’s iOS will be integrated closely in the future. Consumers have 
little patience for one-off, poorly designed application interfaces in their televisions. With the sup-
port of a major software company and integration of a familiar OS, adoption of broadband-ena-
bled TVs will probably rise [Levy 2014]. 
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3.6 Exploitation Examples 

In August 2013, security researchers were able to hack into a particular model of Samsung smart 
TV. The researchers discovered that that these devices have one user with administrative privi-
leges. Once the device is compromised, the attacker has full access to all of the functions of the 
device. In this case, the researchers were able to access the built-in camera and use it to spy on 
people [Fink 2013].  

3.7 Triage Table 
Table 2: Domain Triage for Broadband-Connected Televisions 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Consumer 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $25B-$50B 

Projected Adopters (Percentage of market segment) >75% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 5 to 10 years 

Does the technology have direct physical impact on the world? (Yes, No) No 

Can it cause direct property damage? (Yes, No) No 

Can it cause direct human harm? (Yes, No) No 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) None 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) Yes 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) No 
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4 Enterprise 3D Printing (Additive Manufacturing) 

4.1 Introduction  

3D printing is an “additive technique” used to create three-dimensional objects by applying physi-
cal materials iteratively via an automated system. The term “printing” refers to the way an inkjet 
printer creates an image: by iteratively depositing ink over a sheet of paper. In 3D printing, mate-
rials such as plastics, fibers, or even metallic compounds can be used. The term “additive manu-
facturing” is becoming more commonplace. 

3D printing has two general purposes in the enterprise: to generate prototypes in research, devel-
opment, and product design, and to create actual products to sell to consumers. 3D printers con-
stantly evolve to use more complex and durable materials, and their potential uses are increasing 
[Burns 2014]. 

4.2 Recommendation 

The CERT/CC recommends further review of this domain in 2015. There is currently little evi-
dence to suggest information security problems with 3D printing, but this situation may change as 
3D printing enables consumers to print circuit boards and other electronic hardware. 

4.3 Time Frame  

3D printing has the potential to disrupt current manufacturing processes but will not be used by 
consumers at home in the near future.  Adoption is expected to be small scale and used primarily 
as a prototyping device for the next few years [Dignan 2014].   Today, a variety of 3D printers are 
already available, and rapid growth and decreased cost are expected in the near future [Burns 
2013; Franco 2014]. 

4.4 Impact 

Additive manufacturing is not an area of explicit security concern. These devices contain Ethernet 
or Wi-Fi connectivity, a programmable logic controller, and various servomechanisms to control 
the heating units and distribution nozzles. While a security compromise of this device could result 
in damage to the device or the surrounding area (due to the heated material produced), these risks 
are not fundamentally different from those posed by existing industrial machinery.  

One area that may prove to be a challenge to the information security community is the ability to 
custom-print keys (affecting physical security) or programmable logic boards or controllers. 
Cheap microcontroller/board development and open source designs allow for essentially unlim-
ited production of sensors, micro PCs, and specialized equipment by a single individual. This de-
mocratization of hardware will have effects on the existing ecosystem of devices and systems that 
is difficult to predict.  
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4.5 Likelihood of Domain Success 

Research and development and prototyping groups already make significant use of 3D printers 
and will continue to do so. In the near term, custom parts can be produced at various tooling com-
panies that will become the first adopters of 3D printing. In the long term, the 3D printer may be-
come just another tool like an auto-lathe or robotic assembly station. 

4.6 Exploitation Examples 

3D printers allow access to shapes and materials that were previously difficult to acquire in a cov-
ert fashion; 3D printers have been used to print restricted-use items such as secure handcuff keys 
and handgun parts [Greenberg 2012; Hsu 2013a; Hsu 2013b]. 

3D printers can also be compromised directly leading to other challenges [Xiao 2013; Titlow 
2013]. As with a variety of automated manufacturing machines, the 3D printer must be configured 
with instructions that tell the printer what materials to deposit and where to place them. These in-
structions represent valuable intellectual property that can be stolen or even modified in place to 
produce “defective” items. In this way, 3D printing exposes all supply chain vulnerabilities and 
impacts, from manufacturing problems to impacts to customers when defects are not easily de-
tected. 

4.7 Triage Table 
Table 3: Domain Triage for 3D Printing 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Comprehensive 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $1B-$25B 

Projected Adopters (Percentage of market segment) <25% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 2 to 5 years 

Does the technology have direct physical impact on the world? (Yes, No) Yes 

Can it cause direct property damage? (Yes, No) Yes 

Can it cause direct human harm? (Yes, No) No 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) None 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) No 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) No 
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5 Home Area Network  

5.1 Introduction  

A Home Area Network (HAN), an outgrowth of the traditional Local Area Network (LAN), is 
simply a network that connects PCs, smartphones, tablets, smart sensors, and other devices to-
gether into one network that shares a common Internet connection. In contrast to traditional 
LANs, HANs bring together the external Internet, local Wi-Fi/Ethernet network, Bluetooth, and 
other communications technologies (such as mesh networking). See Appendix A for more details 
on the different types of network classifications. 

5.2 Recommendation 

The CERT/CC recommends studying the Home Area Network domain within the context of other 
domains as they are analyzed. This domain has been studied in the past, but implications for home 
users (including concerns related to ISP-provided equipment, smart appliances, wireless-enabled 
cars, energy monitoring, and other sensors) have not been fully considered.  

5.3 Time Frame  

The CERT/CC considers HANs a nascent area of development. Most homes already have some 
sort of HAN, usually just a router, connected PCs, smartphones, and tablets. As technology pro-
gresses, this list will likely change to include smart appliances and other devices that will use the 
shared Internet connection to communicate with vendors or other services. 

5.4 Impact 

The best protection most home users have is an ISP-provided router that is set by default to block 
all incoming connections on the WAN port and has default WPA2 encryption on the wireless 
side. As more devices are added to the home network, a secure router will likely remain the best 
type of protection for the home user. However, network-bridging devices, such as those with both 
Bluetooth and Wi-Fi services or mesh-networked sensors that connect via their own wireless pro-
tocol and to Wi-Fi, can open the home network to attacks. 

5.5 Likelihood of Domain Success 

This domain is extremely likely to be successful. There are already nascent HANs deployed 
throughout the world, and with the proliferation of Internet-enabled devices that depend on a 
home wireless or wired connection, HANs will likely become the underlying support infrastruc-
ture for those devices. Though it is possible that broadband cellular connections will become the 
infrastructure of choice, lower speeds and reliability as well as the relatively high cost of service 
currently makes this an untenable choice for consumers. 
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5.6 Triage Table 
Table 4: Domain Triage for the Home Area Networks 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Consumer 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $25B-$50B 

Projected Adopters (Percentage of market segment) >75% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 5 to 10 years 

Does the technology have direct physical impact on the world? (Yes, No) No 

Can it cause direct property damage? (Yes, No) No 

Can it cause direct human harm? (Yes, No) No 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) None 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) Yes 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) No 

5.7 Exploitation Examples 

This domain is mainly an infrastructure component that provides access to other devices. Con-
sumer premise equipment (CPE) has been exploited due to poor configuration choices by the 
manufacturer or ISP. A portion of CPE devices contain open DNS resolvers that can be exploited 
in various ways; the most concerning attacks are record injection and cache poisoning [Schomp 
2014]. 
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6 Networked Telematics 

6.1 Introduction  

“Telematics” refers to the electronics, communication, and display technology associated with ve-
hicular dashboard systems. Telematics encompasses all functions of the vehicle electronics that 
are designed to be accessible to users. The dashboard, controls, and navigation system are parts of 
the telematics system. Many vehicle manufacturers have recently added cellular connectivity to 
their vehicles to provide richer, more interactive services to the consumer. Developers of 
smartphone operating systems have also begun to integrate their products more closely with 
telematics systems. 

6.2 Recommendation 

The CERT/CC recommends prioritizing this domain for outreach in 2014. The upcoming mass 
deployment of this domain will increase the risk of new vulnerabilities, especially those of a sys-
temic nature. The emerging smartphone-telematics integration technologies (Apple CarPlay, 
Google Open Automotive Alliance, Blackberry QNX) are of particular concern. 

6.3 Time Frame  

Telematics systems, in varying levels of complexity, are deployed on practically every vehicle in 
the world. In the past, only a few vehicles had access to a cellular Internet connection, and only at 
3G speeds. Some vehicles already have LTE connections, and many manufacturers plan to add 
them to future models [Cheng 2013, George 2014].   

6.4 Impact 

Telematics should be considered a high-risk domain for systemic vulnerabilities. A telematics sys-
tem is very tightly integrated with other systems in a vehicle and provides a number of functions 
for the user. The recent additions of wireless connectivity such as Bluetooth, Wi-Fi, and LTE in-
crease the risk of compromise. An Internet-connected vehicle is vulnerable to a wide range of at-
tacks, both from determined attackers and from traditional threats such as malicious code and 
phishing.  

6.5 Likelihood of Domain Success 

This sector has a very high likelihood of success. Telematics systems are already deployed on 
most vehicles worldwide, and the major car manufacturers have announced that some 2015 mod-
els will include LTE connections [Cheng 2013, George 2014]. 
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6.6 Triage Table 
Table 5: Domain Triage for Networked Telematics 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Comprehensive 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $25B-$50B 

Projected Adopters (Percentage of market segment) >75% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 2 to 5 years 

Does the technology have direct physical impact on the world? (Yes, No) No 

Can it cause direct property damage? (Yes, No) No 

Can it cause direct human harm? (Yes, No) No 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) None 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) Yes 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) Yes 

6.7 Exploitation Examples 

Academic researchers have looked deeply into the varied attack surfaces within vehicular sys-
tems, focusing on telematics in particular. This research has shown that it is possible to compro-
mise a vehicle remotely via Bluetooth, malware-infected CDs, and through USB connection 
[Checkoway 2011].  
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7 Phone-as-a-Token 

7.1 Introduction  

Phone-as-a-token is an authentication method by which a smartphone provides the security token 
in the authentication process either as an out-of-band (OOB) device (e.g., using text messaging) or 
by generating a one-time-password (OTP) for an application. 

It is important to note that while both authentication methods provide two-factor authentication, 
they do not provide equivalent security protection; of the two methods, OTPs offer greater secu-
rity. 

7.2 Recommendation 

The CERT/CC recommends limited involvement in this domain. There is significant deployment 
in this area already, and any outreach efforts may be of limited utility. The CERT/CC recom-
mends investigating the size of the market, identifying the major standards bodies relevant to this 
domain, and beginning outreach to those organizations in 2014.  

7.3 Time Frame  

A variety of applications use two-factor authentication with smartphones. Many online games use 
smartphones in the OTP role to generate additional security tokens. The online game World of 
Warcraft has been using phone-as-a-token since 2008 [Danchev 2008]. 

7.4 Impact 

Considering the significant existing adoption and the central role this technology plays in the au-
thentication process, phone-as-a-token will become a significant part of the attack surface. 

In the case of out-of-band (OOB) authentication, the overall authentication system relies on a 
channel to a device that is independent from the authenticating system. For example, imagine that 
a user is trying to authenticate to a site from a desktop PC, and the site requires the user to authen-
ticate using a PIN over short-message service (SMS), or text messaging. Normally the PIN is sent 
via a channel separate from the initial connection (the web browser); in this case, the separate 
channel is the cellular network to the phone. Now imagine that the user is trying to authenticate 
on the same machine to which the OOB message will be sent. For example, what if the user is au-
thenticating via a browser on the phone that is also the recipient of the text message? What if the 
text message is routed through a service to the same desktop? In both cases, malware on one de-
vice could have access to both channels and subvert the value of the out-of-band authentication. 

OTP applications on a phone (such as Google Authenticator) provide one-time passwords that ex-
pire after a brief time period and are not sent through any communication medium to the authenti-
cating system. Despite the potential flaws in phone-as-a-token, the OTP method of authentication 
is likely safer than single-password and OOB methods of authentication. 
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7.5 Likelihood of Domain Success 

Phone-as-a-token authentication methods may have significant positive security impacts because 
the technology is ubiquitous and easy to use. Having a readily available source of multi-factor au-
thentication without the need to invest in custom hardware will encourage businesses to use the 
technology. Additionally, smartphones are easily updated to allow for regular and timely security 
patching.  

This technology is already widely deployed as part of anti-fraud efforts. One example is Google 
Authenticator, an OTP application for accessing Google services; Apple provides a similar appli-
cation for accessing its services. Many banks utilize OOB passwords to reduce fraud.  

7.6 Triage Table 
Table 6: Domain Triage for Phone-as-a-Token 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Consumer 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $1B-$25B 

Projected Adopters (Percentage of market segment) 25-50% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 2 to 5 years 

Does the technology have direct physical impact on the world? (Yes, No) No 

Can it cause direct property damage? (Yes, No) No 

Can it cause direct human harm? (Yes, No) No 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) None 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) No 

Is this domain intended to be Internet accessible? (Yes, No) No 

Is this domain intended to be accessible to the local network? (Yes, No) No 

Does this domain connect or bridge multiple networks? (Yes, No) No 

7.7 Exploitation Examples 

In January 2014, malware on a desktop PC captured both the password and token of a World of 
Warcraft account [Constantin 2014]. A more common example is malware that attempts to con-
vince the user to download a malicious application that acts as an SMS forwarder in order to cap-
ture OOB passwords [Crosman 2013]. 
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8 Quantified Self 

8.1 Introduction 

Quantified self is a set of technologies such as wearable devices that monitor a user and collect 
various analytics. The general use case is for health and fitness—for example, tracking the num-
ber of steps taken, level of activity, heart rate, and so on. 

Quantified self devices are not medical devices (they do not apply treatment, drugs, etc.). While 
they do monitor user behaviors and some health statistics, they are not considered medical sensors 
and are not regulated as such.  

8.2 Recommendation 

The CERT/CC does not recommend analysis of this domain at this time. While this technology is 
vulnerable to criminal activity and other exploitation, quantified self devices do not provide novel 
systemic vulnerabilities. 

8.3 Time Frame  

There are numerous quantified self devices and applications available for use now, and the market 
is growing in popularity (3.3 million fitness trackers were sold in 2013). The FitBit, Moves App, 
and Withings Scale are some few of the quantified self devices and applications that are currently 
available [Danova 2014]. 

8.4 Impact 

Though quantified self devices are not considered medical devices or medical sensors, they store 
and collect the same types of information these devices use, such as PII. Because these devices 
have access to a wide variety of data and are not subject to the same regulation as medical de-
vices, leaks of user information have occurred [Rao 2011].  

As with any technology that collects or stores PII and other personal behavior information, quanti-
fied self devices can be used to target an individual in scams, gain an individual’s trust, or even 
blackmail someone.  

8.5 Likelihood of Domain Success 

Fitness tracking wristbands are a $2.5 billion industry, and quantified self startups are beginning 
to be purchased by established firms [Etherington 2014]. It is likely that this movement to “track 
everything” will continue to accelerate, especially as consumers and medical professionals begin 
to see benefits in personalized health data. 
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8.6 Triage Table 
Table 7: Domain Triage for Quantified Self 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Consumer 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $1B-$25B 

Projected Adopters (Percentage of market segment) >75% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 2 to 5 years 

Does the technology have direct physical impact on the world? (Yes, No) No 

Can it cause direct property damage? (Yes, No) No 

Can it cause direct human harm? (Yes, No) No 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) None 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) No 

Is this domain intended to be Internet accessible? (Yes, No) No 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) Yes 

8.7 Exploitation Examples 

At this time, the CERT/CC is not aware of any exploitation attempts on this domain.  
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9 Smart Appliances 

9.1 Introduction  

Smart appliances are Internet-connected forms of traditional consumer goods such as washing 
machines, dryers, refrigerators, coffee makers, and other machines. The low cost of wireless chip-
sets and processing power has enabled manufacturers to equip their appliances with basic digital 
features. These features include passive sensing and reporting, such as informing the user when 
the wash cycle has completed, and active sensing, such as allowing control of refrigerator temper-
ature with a smartphone. 

9.2 Recommendation 

The smart appliance domain is still an emerging market that will not reach fruition for some time. 
The CERT/CC recommends reviewing this domain in 2015 to validate the progress of the tech-
nology. The market for smart appliances is currently rather small but is expected to grow in com-
ing years. Growth within the smart appliance domain may increase more rapidly if costs drop or if 
an established technology company (such as Google or Apple) gets involved. 

9.3 Time Frame  

Because most smart appliances currently on the market are available only in high-end equipment 
lineups from manufacturers, market penetration in this domain is relatively low [ABI Research 
2013]. Another barrier to adoption is that each manufacturer has developed its own method of 
communication, and pairing two smart appliances from differing manufacturers is currently im-
possible [Wolff-Mann 2013].  

9.4 Impact 

The introduction of additional devices with always-on capability can pose risks for the home user. 
However, because these devices are not traditional storage devices with large amounts of disk 
space or memory, damage can be limited. Processing power and user interfaces in these devices 
are similar to a smartphone but have limited applications and options. The concern is that smart 
appliances are not seen as traditional computing devices that need patch cycles, software fire-
walls, and good security practices. There is more risk if the appliance can be controlled remotely, 
especially if it is possible to circumvent any built-in safety controls. Overloading the protective 
circuits in an oven may cause a fire, and forcing a dishwasher to run water may cause damaging 
flooding. Danger to humans is possible as well, such as causing food to spoil in the refrigerator or 
overheating the water heater to scald someone in the shower. 

9.5 Likelihood of Domain Success 

There is a medium likelihood of success of this sector. Currently the addition of digital features is 
not providing clear value to the consumer. Furthermore, because consumers usually have appli-
ances for several years, the technology may advance faster than consumers can adopt it.  
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9.6 Triage Table 
Table 8: Domain Triage for Smart Appliances 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Consumer 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $25B-$50B 

Projected Adopters (Percentage of market segment) >75% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 5 to 10 years 

Does the technology have direct physical impact on the world? (Yes, No) Yes 

Can it cause direct property damage? (Yes, No) Yes 

Can it cause direct human harm? (Yes, No) Yes 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) Single person 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) Yes 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) No 

9.7 Exploitation Examples 

There have been no accurate reports of smart appliances being compromised. Recent claims that 
smart refrigerators were compromised and used as part of a spam botnet turned out to be false 
[Rodriguez 2014, Thomas 2014]. However, recent developments in malicious code indicate in-
creased interest in smart appliances [Hayashi 2013]. 
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10 Smart Medical Devices 

10.1 Introduction  

A smart medical device is a biomechanical machine that interfaces with the human body in an in-
patient or outpatient context. Recent advances in medical device development have moved the in-
dustry toward more connected devices, partly due to the benefits that the data from such devices 
can provide to central hospital systems. While caregivers see the trend toward smart medical de-
vices as positive, security concerns increase as more devices are connected to the hospital net-
work. Many of the devices in this field have little to no security, and the increased scrutiny re-
quired by the Food and Drug Administration (FDA) makes the patch cycle extremely long.  

10.2 Recommendation 

Due to the impact of smart medical devices on human lives, the CERT/CC recommends prioritiz-
ing outreach to this domain in 2014. The regulatory structure of this domain suggests that the In-
dustrial Control Systems Cyber Emergency Response Team (ICS-CERT) or the FDA will be the 
primary champion of good security practices. 

10.3 Time Frame  

Smart medical device technology, part of the $68B medical device market, is already deployed in 
many hospitals and clinics worldwide. Though smart medical devices are not yet ubiquitous, 
many of the new devices hospitals purchase are network-enabled and have some form of pro-
cessing power and storage. [Zhong 2012] 

10.4 Impact 

As more devices are connected to hospital and clinic networks, patient data and information will 
be increasingly vulnerable. Even more concerning is the risk of remote compromise of a device 
directly connected to a patient. An attacker could theoretically increase or decrease dosages, send 
electrical signals to a patient, or disable vital sign monitoring.  

10.5 Likelihood of Domain Success 

This sector has a very high likelihood of success. Many manufacturers have released connected 
medical devices, and hospitals and clinics are purchasing more of these devices as they upgrade 
their equipment.  
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10.6 Triage Table 
Table 9: Domain Triage for Smart Medical Devices 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Industry 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) >$50B 

Projected Adopters (Percentage of market segment) 50-75% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 5 to 10 years 

Does the technology have direct physical impact on the world? (Yes, No) No 

Can it cause direct property damage? (Yes, No) No 

Can it cause direct human harm? (Yes, No) Yes 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) Single person 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) No 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) Yes 

10.7 Exploitation Examples 

The CERT/CC has received reports of vulnerabilities in network-enabled IV pumps, and other re-
searchers have identified vulnerabilities in insulin pumps and pacemakers [Robertson 2013]. 
There have been no reports of exploitation in the wild. 
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11 Smart Sensors  

11.1 Introduction 

Smart sensors are one of the key technologies of ubiquitous computing, or the “Internet of 
Things” [Gubbi 2013]. Sensor technologies provide information about or control of a physical en-
vironment in response to certain stimuli. Two major types of sensors are being deployed by manu-
facturers: non-actuated and actuated sensors. Non-actuated sensors send information about the en-
vironment to a processing engine. Examples of non-actuated sensors include temperature sensors, 
vibration sensors, and soil moisture sensors. Actuated sensors send information about the environ-
ment but also receive commands or react to the environment in a particular way, usually by flip-
ping an electronic switch or through mechanical manipulation. Examples of actuated sensors in-
clude wirelessly controllable smart lights, switches, and door locks. Both non-actuated and 
actuated sensors use wireless technologies to communicate. It should be noted that this domain is 
similar to SCADA, but it differs in that smart sensors use a greater number of standard network 
protocols and the Internet to facilitate communication. The differences between smart sensors and 
SCADA may decrease as SCADA gains more of the features that characterize this domain. 

11.2 Recommendation 

The CERT/CC recommends prioritizing this domain in 2014 and focusing more urgently on it in 
2015 as the number and types of smart sensors increase. While only a few million of these active 
sensors are available, the continued consumer and commercial interest in these devices suggests 
that growth will be exponential [Gubbi 2013]. 

11.3 Time Frame  

The market for this domain is estimated between $300B and $7.1T by 2020.  In 2014, there will 
be 16 billion wireless connected devices, with estimates of 40 billion by 2020.  CERT/CC recom-
mends engaging the standard bodies and companies involved in smart sensor creation before the 
devices reach broad-scale adoption [Press 2014]. 

11.4 Impact 

Smart sensors contain wireless communication technology, limited processing power, and some-
times an actuator or electronic switch that allows the sensor to react to the environment. These de-
vices can be used in a variety of ways, from smart thermostats that use motion detection and ma-
chine learning to change the temperature in a house, to smart lights equipped with special sensors 
that can communicate via wireless mesh networks, ad hoc communication architectures that allow 
devices to communicate whenever they come in range, to any device. This range of capabilities 
suggests that adversaries will be able to conduct attacks that affect our environment in ways that 
are difficult to predict. Privacy can be compromised if embedded cameras in smart lights are ex-
ploited, or adversaries may use their access to smart thermostats to assess whether or not a person 
is home. As these sensors are integrated more fully into daily life and provide more control to the 
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user, it is likely that they will be increasingly considered a weak point into homes. Like many em-
bedded devices with limited storage and processing, most of these sensors will likely be difficult 
to upgrade; this difficulty will likely lead to an increase in older, unpatched vulnerabilities. 

11.5 Likelihood of Domain Success 

The smart sensor domain is likely to be successful. Sales of the Nest smart thermostat and intelli-
gent smoke alarm products have increased, reaching over one million sales per year and rising 
[Yarow 2014]. Smart lights are still nascent, but the massive energy savings are likely to make 
them ubiquitous in the commercial sector over the next several years [Digital Lumens 2013]. Bel-
kin’s consumer oriented WeMo line of smart plugs, lights, and devices provides remote control 
capability and some automation to everyday devices. 

11.6 Exploitation Examples 

In 2014, researchers found that the Belkin WeMo smart switch had several vulnerabilities that al-
lowed an attacker to take complete control of the device, upload firmware, monitor other devices, 
and access the home network [Reuters 2014].  

11.7 Triage Table 
Table 10: Domain Triage for Smart Sensors 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Comprehensive 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) >$50B 

Projected Adopters (Percentage of market segment) >75% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 2 to 5 years 

Does the technology have direct physical impact on the world? (Yes, No) Yes 

Can it cause direct property damage? (Yes, No) Yes 

Can it cause direct human harm? (Yes, No) Yes 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) Single person 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) Yes 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) Yes 
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12 Vehicle Autonomy (Driverless Cars) 

12.1 Introduction  

Autonomous vehicles have the ability to move without direct commands from an operator. They 
can navigate to a destination using an autopilot-like capability, relying on onboard sensors includ-
ing GPS, cameras, lasers, and radar for location. These onboard sensors also enable autonomous 
vehicles to avoid potential obstacles. 

The development of autonomous vehicles is touted as a revolutionary capability that will increase 
the safety and reliability of vehicles [IIHS 2010, Simonite 2013]. Autonomous vehicles can also 
help optimize fuel economy and manage traffic congestion using vehicular communication sys-
tems.  

In an effort to classify and evaluate autonomous vehicle capability, the National Highway Traffic 
Safety Administration (NHTSA) has established five levels to clarify the continuum of technolo-
gies [NHTSA 2013]: 

• Level 0 (No Automation): The driver is in complete and sole control of the vehicle (brake, 
steering, throttle, and motive power) at all times. 

• Level 1 (Function-Specific Automation): One or more vehicle controls are automated. 
Examples include electronic stability control or pre-charged brakes, where the vehicle 
automatically assists with braking to enable the driver to regain control of the vehicle or stop 
faster than possible by acting alone. 

• Level 2 (Combined-Function Automation): At least two primary control functions are 
automated and work in unison to relieve the driver of control of those functions. An example 
of combined-function automation is adaptive cruise control in combination with lane 
centering. 

• Level 3 (Limited Self-Driving Automation): All safety-critical functions are automated, 
and the driver can choose to enable those automated functions under certain traffic or 
environmental conditions. Vehicles at this level of automation monitor for changes in 
conditions that require transition back to driver control. The driver is expected to be 
available for occasional control but with sufficiently comfortable transition time. The Google 
Self-Driving Car is an example of limited self-driving automation. 

• Level 4 (Full Self-Driving Automation): The vehicle is designed to perform all safety-
critical driving functions and monitor roadway conditions for an entire trip. Such a design 
relies on destination or navigation input from a human user, but a human driver is not 
expected to be available for control at any time during the trip. This type of vehicle can be 
occupied or unoccupied during a trip. 

University research programs have studied various levels of automation over the years. These pro-
grams researched and demonstrated automation from basic research conducted in the 1980s and 
1990s through the DARPA Grand Challenges in the mid-2000s. Autonomous vehicles recently 
developed by Google have logged hundreds of thousands miles in total on public roads without an 
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automation-related incident [Tannert 2014]. Commercial vendors such as Audi, Toyota, Nissan, 
and General Motors are currently investigating and demonstrating automation [Dassanayake 
2014; Hsu 2013c; Turkus 2013; Krisher 2013]. 

12.2 Recommendation 

The CERT/CC recommends prioritizing the autonomous vehicle domain for outreach and analysis 
in 2014. While the area is still nascent, it is being actively researched and tested by major manu-
facturers. Building an understanding and analysis capability of this field will allow for better out-
reach to manufacturers and researchers in the community. The massive safety benefits, transfor-
mation of lifestyle, and likely adoption mean that driverless cars will become an incredibly 
important technology. In addition, the potential for human harm and damage is very high, and the 
possible risks and vulnerabilities are not well understood. 

12.3 Time Frame  

Level 3 and 4 autonomous vehicles are not currently in production but are being tested by many 
major car manufacturers. Each type of vehicle offers various degrees of autonomy; adaptive cruise 
control, lane control, and coordinated behaviors between cars are among the capabilities being ex-
plored. Manufacturers in domains that do not have the same restrictions as on-road driving are ex-
ploring more advanced levels of autonomy. Systems in these areas may be marketed or described 
as mobile robotic systems; examples include automated material handlers (forklifts), parking lot 
shuttles, and mining vehicles [Seegrid 2013; Vaughn 2014; Caterpillar 2014]. 

Level 1 capabilities such as electronic stability control are being mandated for new models; many 
of these capabilities are available now or will be in the near term. Level 2 capabilities are about 5-
10 years away. However, the building blocks for Level 2 capabilities are showing up in cars with 
Level 1 capabilities and in research and development projects such as the Super Cruise by General 
Motors [General Motors 2013]. At this time, Level 3 and 4 capabilities exist primarily in research 
environments and under strict human supervision. 

12.4 Impact 

Security concerns related to autonomous vehicles come predominantly from the potential for 
physical harm and damage. Digital disruption of autonomous vehicle systems has major implica-
tions for safety. For example, a software flaw affecting anti-lock brake systems in the Toyota 
Prius resulted in increased stopping distance [Toyota Motor Sales 2010]. 

Beyond the security concerns that are tied to basic flaws in implementation, there is the threat of 
active exploit. At DEFCON 2013, security researchers demonstrated attacks on vehicles [Green-
berg 2013]. These attacks resulted in the compromise of the vehicle dashboard controls and dis-
plays, as well as the ability to cause a vehicle to brake or turn. Though these attacks were targeted 
at Level 1 and Level 0 capabilities, the implications for higher levels of autonomy are apparent. If 
low-level sensors and simplified systems are vulnerable to attack, compromise of Level 3 and 4 
systems is inevitable. 
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12.5 Likelihood of Domain Success 

Though fully autonomous vehicles are not ready for mainstream adoption, manufacturers are 
slowly rolling out functions that create the baseline of autonomous capability. In addition to tech-
nological challenges, policy and regulation are major barriers to large-scale deployment of auton-
omous vehicles. The automotive industry has many standards and regulations for vehicles. For 
broad adoption to occur, a consensus must be reached to ensure appropriate service levels for au-
tonomy.  

Individual states and legislative bodies are reviewing how autonomous vehicles can be governed 
by existing laws. States such as Florida, Nevada, and the District of Columbia have laws regard-
ing the operation of autonomous vehicles but have differing opinions on liability and what consti-
tutes an autonomous vehicle. The landscape of autonomous vehicles is so complex that the RAND 
Corporation created a guide to help inform policymakers about autonomous vehicles [Anderson 
2014]. The report, Autonomous Vehicle Technology: A Guide for Policymakers, highlights the 
varying federal and state laws that may apply to vehicle autonomy as well as the liability issues 
surrounding autonomous vehicles. 

12.6 Triage Table 
Table 11: Domain Triage for Vehicle Autonomy 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Comprehensive 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) >$50B 

Projected Adopters (Percentage of market segment) <25% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 5 to 10 years 

Does the technology have direct physical impact on the world? (Yes, No) Yes 

Can it cause direct property damage? (Yes, No) Yes 

Can it cause direct human harm? (Yes, No) Yes 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) >10 people 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) Yes 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) Yes 
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12.7 Exploitation Examples  

Researchers have identified information security problems in existing automotive systems that, 
for example, allow an attacker to modify the vehicle displays and readouts or send arbitrary com-
mands on the controller area network (CAN) bus [Koscher 2010; Miller 2013]. Another area of 
concern is GPS spoofing, but mitigating factors such as GPS modernization may limit this threat 
[Humphreys 2008; Nighswander 2012]. So far, attacks have been limited, but they will likely in-
crease in number, complexity, and damage as the technology becomes more connected.  
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13 Vehicular Communication Systems 

13.1 Introduction  

Vehicular communication systems combine wired and wireless technologies to enable intelligent 
transport systems for future cars, roads, and cities. Vehicular communication can be broken into 
two fields: Vehicle-to-Vehicle (V2V) communication and Vehicle-to-Infrastructure (V2I) com-
munication. V2V provides vehicles with the ability to communicate their speed, position, and 
other status information to nearby vehicles. V2I allows for vehicles to receive and send infor-
mation to smart roads, tollbooths, and other infrastructure components.  

13.2 Recommendation 

With millions of vehicles expected to use this technology—and the potentially fatal consequences 
of failure—this domain is of high priority for further vulnerability analysis. Because vehicle man-
ufacturers and standards bodies typically have a long development period for creating standards 
and regulatory requirements, the CERT/CC recommends starting initial outreach and analysis ef-
forts in 2014 to gain early influence in this domain.  

13.3 Time Frame  

The U.S. Department of Transportation (DoT) Intelligent Transport System Office has already 
field-tested 3,000 vehicles equipped with V2V in a 2012 pilot program. Both the DoT and the 
NHTSA are planning to support the advancement of this system in the consumer sector in 2014, 
and DoT officials have suggested that this technology may be mandatory for new vehicles starting 
in 2017 [NHTSA 2013; Nawaguna 2014]. 

13.4 Impact 

The DoT and NHTSA have stated that, in the initial rollout of the technology in vehicles and in-
frastructure, V2V and V2I will only communicate safety warnings to the driver, not control func-
tionality. The 5.9 Ghz spectrum is currently reserved by the Federal Communications Commis-
sion (FCC) for this technology, although it is shared with Wi-Fi devices. While the DoT and 
NHTSA insist that vehicular communication systems have many safeguards to protect privacy 
and automobiles, the simple act of providing an open communication path to a vehicle introduces 
risk. Recent vehicular automotive vulnerability research has demonstrated that the introduction of 
new technology into a vehicle can create behavior that the manufacturer did not intend [Miller 
2013]. The future use of this technology as a control mechanism introduces even more risks, in-
cluding those with fatal results.  

13.5 Likelihood of Domain Success 

This technology has a very high likelihood of coming to fruition. Manufacturers and regulators 
are working toward the development and deployment of this technology. Standards are available 
for use by manufacturers, pilot tests have been completed, and a mandate for use may be in place 
by 2017 [NHTSA 2013].  
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13.6 Triage Table 
Table 12: Domain Triage for Vehicular Communication  

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Comprehensive 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $1B-$25B 

Projected Adopters (Percentage of market segment) 25-50% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 5 to 10 years 

Does the technology have direct physical impact on the world? (Yes, No) Yes 

Can it cause direct property damage? (Yes, No) No 

Can it cause direct human harm? (Yes, No) No 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) None 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) No 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) Yes 

13.7 Exploitation Examples 

So far, there are no examples of exploitation of vehicular communication systems. Research in 
related domains has revealed systemic vulnerabilities that allow attackers to access the underlying 
electromechanics of the vehicle to gain control or provide improper readings to the driver 
[Checkoway 2011; Koscher 2010; Miller 2013]. In some cases the researchers were able to re-
motely compromise the vehicle. 
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14 Wearable Devices 

14.1 Introduction  

As devices become smaller and communications capabilities become cheaper, there is a strong in-
terest in extending user interfaces onto devices that can be worn as watches, jewelry, fabrics, eye-
glasses, and so on. The wearable devices domain focuses on the form and interfaces of these de-
vices. 

14.2 Recommendation 

The CERT/CC does not recommend investing research in this area in 2014. While specific vulner-
abilities will be introduced by specific products, the CERT/CC sees no novel threat vectors or 
changes to existing threat vectors that are not addressed by activities in other areas. 

14.3 Time Frame  

Wearable devices are rapidly increasing in popularity, with 90M wearable devices predicted to 
ship in 2014, and 164M in 2015 [Pai 2014]. The wearable space is currently very active with the 
rapid introduction of devices and supporting technologies. Google recently released a software de-
velopment kit (SDK) for Android in support of wearables [Google 2014]. Such technologies sig-
nificantly decrease the time to market for new devices. 

14.4 Impact 

Wearable devices have many interesting security implications. Malware targeted at a smartphone 
can easily be retargeted to a wearable device. An attacker could gain control of a device to, for ex-
ample, control what a user sees in a pair of eyeglasses. However, the same scenarios exist for 
mainstream devices such as phones, heads-up-displays, and other portable computing equipment.  

From a device perspective, most wearables are expected to connect primarily to smartphones for 
processing power and Internet connectivity. This domain may end up being similar to the smart 
sensor domain in terms of risks and capabilities. 

14.5 Likelihood of Domain Success 

It is difficult to tell which devices will succeed. Convenience, fashion, and miniaturization will 
likely continue to extend technology into every device. Specific additions to the Android platform 
and the Apple Watch indicate support for the wearable devices domain [Colon 2014, Padilla 
2014].  
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14.6 Triage Table 
Table 13: Domain Triage for Wearable Devices 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Consumer 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $1B-$25B 

Projected Adopters (Percentage of market segment) 25-50% 

Current Market Penetration (Percentage) <25% 

Predicted Adoption Timeline (Years) 5 to 10 years 

Does the technology have direct physical impact on the world? (Yes, No) No 

Can it cause direct property damage? (Yes, No) No 

Can it cause direct human harm? (Yes, No) No 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) None 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) No 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) Yes 

14.7 Exploitation Examples 

Google Glass has been hacked—mainly by users “jailbreaking” their own devices to add function-
ality—to provide access to the underlying device operating system [Freeman 2014]. 
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15 Wireless Healthcare Asset Management 

15.1 Introduction  

Wireless healthcare asset management (WHAM) is the use of building-wide, geo-located wireless 
sensors that are attached to medical devices and equipment. The sensors report their location to a 
central server, allowing for a hospital to track all of its assets and, in some cases, report a device 
failure. The primary use of this technology is to improve the tracking and maintenance of assets, 
as lost or misplaced equipment is a recurring issue for many healthcare providers. 

15.2 Recommendation 

Due to the limited utility of the data stored by this technology, the lack of remote control of medi-
cal devices, and the rapid deployment by health care organizations, the CERT/CC does not rec-
ommend focusing on this technology in the near or far term.  

15.3 Time Frame  

Major manufacturers such as Cisco and GE are already selling sensors and asset tracking systems 
[Business Wire 2011, Cisco 2007]. Many hospitals have deployed or are considering deploying 
these systems because of the increased savings they provide. 

15.4 Impact 

The sensors used in WHAM are primarily passive sensors, meaning that they provide only the lo-
cation information of physical objects to a server. The server tracks the location in the building 
and provides usage information related to the object (for example, names of staff who have used 
an intravenous pump). Most WHAM devices are not designed for two-way communication; a de-
vice simply provides notification of its current location. The lack of two-way communication and 
the low value of this information make any compromise of the main system a low-risk event to 
the victim [Ting 2011].  

15.5 Likelihood of Domain Success 

It is very likely that this technology will succeed. It is already deployed in many hospitals and 
other healthcare environments throughout the world. 
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15.6 Triage Table 
Table 14: Domain Triage for Wireless Healthcare Asset Management 

Characteristic/Question Findings 

Market Segment (Niche, Industry, Government, Consumer, Comprehensive, Other) Consumer 

Potential Market Segment Size (<$1B, $1B-$25B, $25B-$50B, >$50B) $1B-$25B 

Projected Adopters (Percentage of market segment) >75% 

Current Market Penetration (Percentage) 25-50% 

Predicted Adoption Timeline (Years) <2 years 

Does the technology have direct physical impact on the world? (Yes, No) No 

Can it cause direct property damage? (Yes, No) No 

Can it cause direct human harm? (Yes, No) No 

What is the scale of human harm? (none, single person, 1-10 people, > 10 people) None 

Digital consequence (Yes, No) Yes 

Is this domain intended to be remotely accessible? (Yes, No) Yes 

Is this domain intended to be Internet accessible? (Yes, No) No 

Is this domain intended to be accessible to the local network? (Yes, No) Yes 

Does this domain connect or bridge multiple networks? (Yes, No) Yes 

15.7 Exploitation Examples 

The CERT/CC is not aware of any exploitation attempts on this domain.  
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16 Conclusion 

In preparing this report, the CERT/CC analyzed more than 1,700 emerging technologies identified 
by Gartner as emerging technologies through 2024. This analysis resulted in a list of 13 technol-
ogy domains of cyber security interest.  For each domain, a brief background, recommendation, 
time frame of adoption, impact of vulnerabilities, and exploitation example was developed.  The 
recommendations provide a way to understand potential cyber security issues that may result as 
part of the domain’s adoption in the future.   
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Appendix A: Underlying Technologies 

Emerging technologies tend to leverage existing standards to improve the likelihood of adoption. 
By examining some of the underlying technologies and standards we can more accurately assess 
potential vulnerabilities. This section describes some of the general threats to these communica-
tion standards and gives short descriptions of the protocols evaluated as part of this report. This 
list is by no means comprehensive and is intended to provide coverage of popular protocols that 
exist today. 

With the rapid development and deployment of devices, established infrastructure communication 
methods are quickly declining. New devices are relying more on wireless communication instead 
of using traditional wired communication. This departure from wired systems allows for rapid de-
ployment and minimal infrastructure costs. As this shift continues, even within wireless commu-
nications there is movement from infrastructure wireless to mesh-based networking solutions. 
This focus on wireless communications in emerging technologies is the motivation behind this 
section and our emphasis on wireless communication technology and protocols. 

One way to describe communication interconnects is by describing the network by spatial scope. 
Some common examples describing spatial scope are 

• Body Area Network (BAN) 

• Personal Area Network (PAN) 

• Local Area Network (LAN) 

• Wide Area Network (WAN) 

Each of these networks has multiple options for communications protocols to use, from Bluetooth 
for BANs and PANs, to Ethernet (IEEE 802.3) for LANs, to WiMAX and LTE for WANs. 

Another way to view these networks is by utilizing the common Open Systems Interconnection 
(OSI) model. This seven-layer model describes progressively higher level functions: 
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Table 15: Open Systems Interconnection Model 

 

 

 

Figure 1: Communication Layers, Standards, and Technologies [Tele-Worx 2014] 

As shown in Figure 1, protocols and implementations can exist at various layers and can even 
span layers. As wireless devices seek performance gains, new research has shown that blurring 
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the lines of the traditional OSI model is beneficial though others are pushing back for standardiza-
tion [Raisinghani 2004; van der Schaar 2005; Mehlman 2014]. The varying scope and touch 
points for each of these protocols can be indicative of vulnerable locations. Well-defined bounda-
ries are not necessarily in place, leaving good security boundaries left undefined. Each of these 
protocols could be vulnerable to security issues related to implementing the interface. 

 

Figure 2: Open Standards Reference Model [Culler 2011] 

Communication protocol stacks can have similar vulnerabilities given their position in the archi-
tecture. The lower layers are in direct communication with the hardware and can be vulnerable to 
different forms of hardware, firmware, and baseband attacks. In addition, high performance net-
works usually rely on direct memory access (DMA) to achieve high throughput. DMA has the po-
tential for memory exploitation given the trust it has given the architecture. In addition to the un-
derlying attacks, each protocol may have unique vulnerabilities (e.g., IEEE 802.11’s WEP 
standard was broken, and Bluetooth has default pairing code vulnerabilities). 
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Table 16: Examples of Underlying Technologies 
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Appendix B: Domains and Supporting Technologies 
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