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Exploring Policy as Code through an example

Agenda

Integrating apps or tools with Policy as Code

Why you should consider Policy as Code

Resources to help you get started

Writing policies in Rego



How about a demonstration first?

Front End 

Backend APIs 

AuthZ Policy  
Allow / Deny

Identity Provider 
(Azure AD)
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Traditionally Policies are Written as Documents
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Documentation

Why consider  
Policy as Code?

Automation

Versioning



7

"Treat policy as a separate concern.... 
just like DB, messaging, monitoring, 
logging, orchestration, CI/CD ..."  
 - Torin Sandall, Co-Creator, OPA 
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Policy-based control for cloud native environments 
Flexible, fine-grained control for administrators across the stack 

www.openpolicyagent.org



OPA Ecosystem
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OPA does not know whether the 
service is Kubernetes, or python 
flask api, or ssh, or docker.
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OPA does not care what your service is, as long as 
the input is JSON.

OPA makes policy decisions based on the input JSON, 
and responds with a JSON output.
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Integrating OPA with your app/service/tool/…

Create input for OPA

Query OPA

Check allow / deny
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Integrating OPA with your app/service/tool/…

Create input for OPA

Query OPA

Check allow / deny



OPA makes the policy decision.

Service enforces the policy decision.
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Writing Policies in Rego

OPA REPL (Read, Execute, Print, Loop)

play.openpolicyagent.org

Visual Studio Code
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awesome-policy-as-code

https://github.com/hysnsec/awesome-policy-as-code 

Blogs, videos, tools, and other resources
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https://github.com/hysnsec/awesome-policy-as-code


Free course about OPA and Rego

https://academy.styra.com/collections  
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https://academy.styra.com/collections


More Questions?
maran@practical-devsecops.com
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