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CERT Insider Threat Center Objective

HR, Legal, Physical
Non-tech indicators

Respond

DAMAGE

Tech indicators

Stages of Insider Threat Mitigation
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Project Introduction

Problem

Lack of early technical detection of increased risk of harming individuals in the workplace

Solution
« Map validated indicators across the incident pathway to generate prototypical scenarios

« Assess capability of existing tools to detect combinations of indicators in scenarios using
online data sources

Detector Testing Environment Used

Needlestack: a virtual network-based simulation environment that evolved out of DARPA
ADAMS program
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Approach

Factor Tree Model Threat Scenarlos Scenario Scripts
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Predispositions
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Mapping Indicators to Data Source — High-Concern Case

Indicators

History of Violence
Legal Problems

Loss of Significant Other
Conflict with Supervisor

Potential Loss of Employment
Increased Drinking

Concerning Web Searches

Data Sources

Criminal History Records

Required Clearance-Related Events

Reporting

Email/Telephone Records
Leave Requests

Sick Time

Performance Evaluations
Disciplinary Actions

Grievance Filings

Status Change Log

Physical Security Access Logs
HTTP Logs
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Detector Capability Assessment Criteria
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