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Objectives
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Get you talking a common language about 
risk concepts

Introduce you to the 
CERT Resilience Management Model

Start you thinking about these concepts
In your organization



Some Questions to Consider

ÁPerformance or 
compliance measures?
ÁAre you measuring at 

all?
ÁReactive or proactive?
ÁCan you sustain your 

performance under 
stress?  How would 
you know?
ÁDo you have a process 

to manage your 
monitoring efforts?

ÁWhat is your 
organizationõs risk 
tolerance?  
ÁWho is responsible for 

accepting risk?  Is 
there a process?
ÁWhat risks has the 

organization 
accepted?



Words Matter. . .

Condition
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Elements of Risk



The Basic Risk Equation

RISK = CONDITION + CONSEQUENCE



Assembling the Risk Elements

RISK

WEAKNESS OR 

EXPOSURE

ACTOR MOTIVE OUTCOME



Assembling the Risk Elements

RISK

WEAKNESS OR 

EXPOSURE

ACTOR MOTIVE OUTCOME

CONDITION of RISK

THREAT



Positioning ñImpactò in Risk

RISK

WEAKNESS OR 

EXPOSURE

ACTOR MOTIVE OUTCOME IMPACT

CONSEQUENCE 

of RISK



Outcome vs. Consequences

Outcome - unwanted or 
unintended results of an actor 
with a motive exploiting a 
weakness, exposure, or 
vulnerability

Examples:

Å Access to email or critical systems 
is denied

Å bŜǘǿƻǊƪ ƛǎ ǎƭƻǿΤ ǳǎŜǊǎ ŎŀƴΩǘ 
access Internet

Å /ǳǎǘƻƳŜǊǎ ŎŀƴΩǘ ǇƭŀŎŜ ƻǊŘŜǊǎ ƻƴ 
web site

Å Remote sensors shut down on gas 
valves causing explosion

Consequence refers to the 
impact on a person or 
organization as a result of the 
exploitation

Examples:

Å Loss of $50,000 in revenue per hour

Å Productivity loss of 45% resulting in 
$500,000 of rework

Å Reputational damage due to news 
coverage

Å Fine of $1,000,000

Å Loss of lifefor 20 employees



Adding Uncertainty

RISK

WEAKNESS OR 

EXPOSURE

ACTOR MOTIVE OUTCOME IMPACT

CONDITION CONSEQUENCE



It All Adds Up To é
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Operational Risk



Basic Types of Risk

ÁFour generally accepted types of risk:
1. Hazard

2. Financial

3. Operational

4. Strategic

ÁBoundaries can overlapñfor example:
ÁHazard risk (fire, flood) can be a component of 

operational risk.

ÁStrategic risk can include financial risks related to 
strategy decisions.



Operational Risk

ÁA form of hazard risk affecting day -to-day business 
operations

ÁThe potential failure to achieve mission objectives

ÁInclusive of òsecurity risksó

Actions of 

people

Systems & 

technology 

failures

Failed 

internal 

processes

External 

events
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Operational Risk
Management



Operational Risk Management

A continuous cycle of 
operational risk 
management 
activities

Risk Planning

Risk 
Identification

Risk Analysis
Risk 

Response

Risk 
Monitoring 
and Control



Risk Avoidance vs. Risk Mitigation

Reduce likelihood
of threat and/or

Reduce effects
on organization

RISK

THREAT

ACTOR MOTIVE OUTCOME IMPACT

CONDITION CONSEQUENCE



Risk Monitoring and Control

ÁProcess of 
Áidentifying, analyzing, and planning for new risks

Ámonitoring existing risks and their response 
strategies (for effectiveness)

Ámonitoring the status of residual risks

Áidentifying and implementing triggers to determine 
when risks should be reviewed, new risk 
identification should occur, etc.  

ÁOnce a risk response has been implemented, 
risks do not go away!



Where Does Risk Assessment Fit?

ÁRisk assessment 
includes:
ÁRisk planning

ÁRisk identification

ÁRisk analysis

ÁRisk response

ÁIt is the òdiagnosticó 
part of the continuous 
risk management cycle

Risk Planning

Risk 
Identification

Risk Analysis
Risk 

Response

Risk 
Monitoring 
and Control



Vulnerability vs. Risk Assessment

ÁRisk assessment is a 
process of identifying 
risks relative to 
threat; includes 
probability, impact, 
and consequence

Vulnerability assessment is NOT equal to risk assessment.  

ÁVulnerability 
assessment is a 
means to identify 
threats: weaknesses, 
exposures, and 
vulnerabilities

Á Examples:

ÁRunning automated 
assessment tools

ÁDoing penetration tests
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Risk and Resilience



Resilience Defined

ÁThe physical property of a 
material that can return to 
its original shape or position 
after deformation that does 
not exceed its elastic limit 
[wordnet.princeton.edu]

Parsed in organizational (and operational) terms: 
The emergent property of an organizationthat can 
continue to carry out its missionafter disruption that 
does not exceed its operational limit

Where does the disruption come from? Realized risk.



Operational Risk and Operational Resilience

ÁKnown risk is addressed before it becomes 
disruptive.

ÁOrganizations can more easily predict the 
performance of business services under uncertain 
conditions (i.e., unknown risks).

ÁAn operationally -resilient service
ÁCan meet its mission under adverse circumstances 

(times of stress, within some limit)

ÁAND return to normal when the adversity (stress) is 
eliminated



Operational Resilience and Convergence

ÁConvergence directly affects the level of 
operational resilience.

ÁLevel of operational resilience affects the ability 
to meet organizational mission.

Organization Mission

Operational Resilience

Security
Management

Business
Continuity

IT Operations
Management

Operational Risk Management



Protection, Sustainability, and Risk

Basic risk equation Protection & sustainability

Manage Conditionsof Risk
Manage Consequencesof 

Risk

protect sustain

Information
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The CERT 
Resilience Management Model

(CERT - RMM)



What is CERT - RMM?

ÁCERT-RMM is a 
maturity model for 
managing and 
improving 
operational 
resilience.  

ÅGuides implementation and 
management of operational 
resilience activities

ÅConverges key operational risk 
management activities: security, 
BC/DR, and IT operations

ÅDefines maturity through 
capabilitylevels (like CMMI)

Å Improves confidence in how an 
organization responds in times of 
operational stress



Resilience planning, program 

execution, and coordination

across organizational units

Tactical execution of

resilience activities

Layers of Resilience Activities

Operational 
Resilience 

Management 
System

Security and Control 
Activities

Developing and implementing 
security architectures, managing 

security operations

IT Operations Activities
Developing, implementing, and 
managing processes to deliver IT 

services and manage IT 
infrastructures Continuity and Recovery 

Activities
Developing and executing 

continuity plans, recovery plans, 
and restoration plans



Imperatives for Building CERT - RMM

Á Increasingly complex operational 
environments where traditional 
approaches are failing

Á Siloed nature of operational risk 
activities; a lack of convergence

Á Lack of common language or taxonomy

ÁOverreliance on technical approaches

Á Lack of means to measure managerial 
competency

Á Inability to confidently predict 
outcomes, behaviors, and performance 
under times of stress

Tech reliance

Global economy

Open boundaries

Complexity

Cultural shifts


