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SEI CERT NetSA 

Mission 
The mission of the Network Situational Awareness (NetSA) team 
is to enable and provide situational awareness to a broad 
constituency through applied research and engineering 
approaches. Situational Awareness (SA) attempts to 
quantitatively characterize threats and intruder activity in order to 
provide network operators tractable views and actionable insight 
into their network; improve and confirm best-practices; and 
inform technology design and implementation.  

As an auxilary goal, the NetSA team explicitly tries to foster a 
community of analysts spanning organizations.  
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Introduction 
This is a work in progress 
It does not exist as a cohesive product 
It is not done 
It needs input from your expertise 
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Motivation 
Why are we doing this? 

•  Automate a complex task 
•  Transition from “one off” to “everyday” operation 
•  Establish “organizational memory” 
•  Refine the subtasks that make up the whole 
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The Task 
Find everything about the activity of a host given an IP 

address (and perhaps a time range) 
Primarily from NetFlow data 
Present it in an understandable fashion 
To at least two levels of personnel 
•   Manager 
•   Analyst 
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Why is The Task Important? 
A common task in computer security incident 

response it to fulfill a request such as: 
•  Tell us everything there is know about host with             

IP address a.b.c.d 
•  Host w.x.y.z compromised a system at agency blah look 

for it at your agency and report back… now 
•  This host at your agency just scanned our agency, what 

are you going to do about it? 
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How to Organize it? 
Administrative information 
External information 
Top level or Volumetric information 
Connection oriented 
Service and protocol oriented 
Applications 
Functional 
Behavioral 
OS or IP stack specific 
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Administrative & External Information 
Administrative Information 
•  Nslookup 
•  Whois 

External information (not flow based) 
•  Watchlists 
•  UV 
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Top Level and Connection Oriented  
Top Level 
•  Look at volume and direction of traffic 
•  Diurnal cycle 
•  Continuous operation 

Connection Oriented 
•  Who did it talk to? 
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Example Volume Plot 



14 

Example connection diagram 

IP addresses have been anonymized 
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Service and Protocol Oriented 
By looking at ports and protocols 
•  Is it a client, server or both 
•  Do we see its DNS queries   

•  If so, is it a client or server? 

•  Same for mail, web … 



16 

Applications 
Sid Faber showed us how to find 
•  Web 
•  Video 
•  Audio 
•  News feed 
•  FTP 
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Watch Three YouTube Videos 
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Functional 
Is it a  

•  Client 
•  Server 
•  Proxy 
•  Network device 

FloViz looks like it will help out here 
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Functional continued 
John Gerth from Stanford has a useful and simple 

technique to categorize hosts he calls Local Role 
•  Servers are given a positive number 
•  Clients are given a negative number 
•  1 and -1 indicate packets in one direction only 
•  2 and -2 indicate packets in both directions 
•  3 and -3 indicate data in both directions 
•  0 indicates backscatter 
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Behavioral 
What is it doing? 

•  Scanning 
•  Beaconing 
•  Ordinary user/server 

OS or IP Stack specific 
•  OS by ephemeral port behavior  
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Format 
The example I’ll show is in Word 
But a LaTex template producing a PDF would be a 

better choice 
I was able to fake it prototype it in Word by hand fairly 

easily, but it won’t scale well 
Small stuff as tables 
Large stuff as plots 
Connection diagram useful in some instances 
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What Might the Result Look Like? 
Dossier for IP Address: 1.2.3.4 

Report Date Date/time range analyzed 

nslookup information whois information 

Watchlist  UV Status 

Inbound byte volume plot Outbound byte volume plot 

Protocol Information Connection Partners 

Ephemeral Port plot Service Port Information 

“As client” “As server” 

Out bound scan info In bound scan info 

Out bound flag usage In bound flag usage 

Analyst commentary 
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Dossier of a Server 
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Server Dossier continued 
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Client Dossier 
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Client Dossier, continued 
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Malware Dossier 
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Malware Dossier, continued 
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Things to Consider 
We have a “dossier” on an IP address, now 
•  How long is it good for? 
•  When it “expires” and we run another, do we keep 

the old one? 
•  Who can we show it to? 
•  Have we drawn the correct conclusions? 
•  Is there a better way to store it than PDF? 
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Future Work 
Better report format 
TCP and UDP Work Weight 
Uncleanliness Vector values 
Entropy 
Better volume plots 
More comprehensive scan data 
Think about how other disciplines coax surprising 

amounts of information out of raw data 
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Conclusion(s) 
Flow data can provide a lot of information about a 

single host 
It’s useful to present all it in one place 
How clever can we be to entice more information out 

of it? 
Now let’s automate the process 
Still need analyst commentary 
Remember the audience 
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Help Me Redesign It, Please 
What should it look like? 
What should it include? 
How might you use it? 
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