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<N ¢ Automatic anomaly
% detection using NfSen

- SURFnet and netflow anomaly detection
- NERD
- NfSen
- PeakFlow SP
- Currently used detection methods
- DDos
- Botnet
- Holt-Winters aberrant behavior
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- NERD vl
- Developed by TNO
- Based on cflowd
- cflowd is no longer supported
- NERD v2
- Initially developed by TNO
- Has serious performance problems
- NfSen can do the same but without the
performance problems
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NfSen

- Netflow Sensor (NfSen) is a

network statistics tool
Developed by Peter Haag
Currently in active development
Alert plug-in system

Generic plug-in system

Some plug-ins already available
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NfSen

| Alerts | | Stats | | Plugins | live Bookmark URL Profile: |live ¥

J Home || Graphs | | Details

Overview Profile: live, Group: (nogroup)
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'\ DDos detection

- Simple flow analysis
- based on NERD v1 DDos detection
- using a low threshold and a high threshold
- Rules for traffic between those thresholds
- Custom thresholds for high load services
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. DDos interface: report

| Home | | Graphs | | Details || Alerts | | Stats || Plugins | live Bookmark URL Profile: |live ¥

alarm | | Events

J report | | setup ||threshu|d5 || botnets |

mumber of alarms to show: |1 0 (0 for all)

from I?— days ago

up to IEI days ago

alarms: Im

ok |

The ddos alarms between 2007-12-07 and 2007-12-15

11D Drestination Flows per 5 mimutes Average packetsflow Average bytesflow Starttime Stoptime Active
#0592 G 7772 50154 4 2007-12-14 08:55.00 2007-12-14 16:32.50 1  Delete
#50594 | G 10620 3859 4 2007-12-14 08:39:54 2007-12-14 16:32:50 1  Delete
#305%4 |G 9510 3147 3 2007-12-14 08:25:01 2007-12-14 16:3250 1  Delete
#50593 | 12951 129 2 2007-12-14 08:24:58 2007-12-14 16:3250 1 Delete
#so490 | NG 9517 73 12007-12-13 06:13:41 2007-12-14 16:32:50 1  Delete
#9220 |G 281618 163 12007-12-04 144747 2007-12-14 163250 1 Delete
#9151 [ 327975 125 12007-11-27 13:19:14 2007-12-14 16:32:50 1  Delete
#9074 | 22047 171 2 2007-11-26 13:32:20 2007-12-14 16:3250 1  Delete
#5065¢4 || G 5222 2550 32007-12-14 16:20:07 2007-12-14 16:2956 1  Delete
#50635 [ GG 6031 1155 7 2007-12-14 11:44:53 2007-12-14 16:22:51 1  Delete
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DDos interface: Details

| Home || Graphs | | Details || Alerts || Stats | | Plugins | live Bookmark URL Profile: |live ¥

alarm || Events

| report || setup ||thresho|ds | | botnets || details: 50598 |

Fernove tab |

2007-12-14 08:55
2007-12-14 16:37

| Change |

18 k
9k
8k
Tk
6k
5k

flows/S min

1@: 08 1z:00 14: 00 16: 00

@ Flows

Avg flows/S min: 7.66 k Max flows/5 min: 9.81 k

Ta M
&0 M
58 M
48 M
30 M

flows/S min

10: 00 12: 00

[ Bytes
Avg Bytes/S min: 44.81 M

14: 00

Max Bytes/S min:

16: 00

72.78 M

analyse |

Top 10 flows per 5 minutes at 2007-12-14 16:27:40:

I (270 2547950 min: 1046, max 65508 2007-12-14 12:37:51
I (257 2557466 min: 1038, max 65509 2007-12-14 12:53.00
I 1342 2953856 min: 1071, max 65502 2007-12-14 13.03.01

I (21 0057262 min 16971, max: 56329 2007-12-14 12:17:59

Report port scan | analyse |

Feport port scan | analyse |

Report port scan | analyse |

Report port scan | analyse |
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- Hosts infected by viruses connect to hosts known as
botnet controllers

- List of botnet controllers are available, for example:
http://www.bleedingthreats.net/rules/bleeding-botcc.rules

- Our plug-in logs all hosts that connect to known botnet
controllers

- Automatically reports to incident report system using
IODEF

Bothet detection
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http://www.bleedingthreats.net/rules/bleeding-botcc.rules

~ Botnet I0DEF reports

<?xml version="1.0" encoding=""1s0-8859-1"?>
<i0:10DEF-Document xmlns:io="urn:ietf:params:xml:ns:iodef-1.0" lang="en">

———— T W

<io:Incident purp---—'---=

<io:IncidentID a@, IncidentdetailsSURFcert#019038

<!o:Star1_:T|me>2w > ~ |Main menu| Import queue| Incidents| Search| Close current incident| Mailtemplates| Edit settings| Logout|
<io:EndTime>200 i

<io:ReportTime>
<io:Assessment> Bewerken) Externe identificatie

<io:Ilmpact ty
</io:Assessment (Bewerken) Ticket number(s)
<io:Contact> o
<io:ContactNa Elementaire incidentgegevens
</io:Contact>
<io:EventData> incidentsoort infected [=]
<io:Method>
<io:Referen
<io:-Refer Incidentstatus open [=]
</io:Refere Datumvanincident|20 [=] aug [=][2007 17 [=] |02 [=] [ 03 [=]
</io:Method>

incidenttoestand | inspection requested [+ |

<io-Flow> Logboekinformatie |Source (ip) : 192.168.1.1
- Target (ip:port) i 192.168.1.2
<IO:SyStem | Packet {.'.:.,;'.'pe:cozmtj: flow:23
<io:Node> Start time : 2007-08-13T15:07:47+02:00
<io:Add End time : 2007-08-13T21:06:12+02:00
<io:Cou
</io:Node
</10:System
<io:System
<io:Node> | update
<io:Add
</io:Node
<io:Servi Beinvioedde IP-adressen
<io:Por
</10:Serv |p adres Machinenaam Constituency Rolinincident Bewerken Verwijder
</io0:System _ i
192.168.1.1 infected.host utwente_nl Unknown bewerken verwijderen

</io:Flow>
</io:EventData>

<io:AdditionalD |p adres Unknown Toevoegen
NFSen</io:Additiona ]

</io:Incident>
</i0:10DEF-Document>
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- Uses information about periodic data to predict
aberrant behavior.

Flows/s: Fri1 Dec 7 16:35:00 2007 - Fri Dec 14 156:35:00 2007

Eﬂku
18 k
15 k
14 k

12 k
18 k
8 k
Bk
4 k
2k

Flows/s

Sat Sun - Manr Tue Wed ) Thu - Fri —
O Trillian O Arthur [ Zaphod W Ford

15 SURFnet — Automatic anomaly detection using NfSen



Holt-Winters: Example

Tue Aug 7 12:00:00 2007 Flows/s any protocol

14 k
— a9k \
o
o gk
B
C T k
o
- Bk
C
b= 5 k
i
% 4 Lk
'u___ﬂ 3 k
2 k
1k -
Tue QOO0: A6 Tue O4: 00 Tue O3: 00 Tue 12:00 Tue 1&: 00 Tue 20: 00 Wed 00: 00

0 Trillian O Arthur [ faphod MW Fard

16 SURFnet — Automatic anomaly detection using NfSen



O Holt-Winters:

Original implementation

Periodic information Noise

i

~. |

Prediction
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- The original algorithm has three parameters which

define:
- the weight of historical data

- the weight of the trend

- the amount of expected noise
- The original algorithm has a constant learning rate
If a low learning rate is used, the selection of the initial values is critical.

This will introduce false positives for a long time.
- With a high learning rate, the model will likely be overfitted. This will

introduce false negatives
- The trend parameter has no significant influence with

the resolution we are using
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Network traffic time series often show multiple
recurring patterns, for example a weekly trend:

Flows/s: Fri Nowv 30 16:35:00 2007 - Fri Dec 7 16:35:00 2007

5o 4
40
i
=
uw
g 30
—~
T8
20
1a s
Sat 01 Sun 02 Mon 083 Tue @ Wed 05 Thu Q& Fri @7
O core-dst
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R Holt-Winters: %

Daily Period Weekly period Noise
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Fixed learning rate:
The first pattern is overweighted

100,00%

iteration 90,00%

80.,00%

|

70,00%

60,00%

!

weight  50.00%

40,00%

e
30,00%

[

—
20,00% l

i
]

Adaptive learning rate:

1
i
]

10,00% “— 1. i 3
The weight of the first pattern 1 17435 ; dor
is relative to the rest IR g

prediction 9 10
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<\, Real data example
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Nt Holt Winters:
. Usage Example %

Thu Jul 28 19:45:00 2007 Bits/s proto ICMP

JWM _ |h‘lr

Thu 08: 00 Thu 12: 00 Thu 1&: 80 Thl.ll_éalﬂﬂ Fri 00:00 Fri ©4:0Q
O Trillian O Arthur @ Zaphod M Ford

Normal ICMP Traffic

70 k

60 k
48 k
38 k
20 k

Bits/s proto ICMP

Aberrant ICMP Tra.l:flc: , Mon Jul 23 19:45:00 2007 Bits/s proto ICMP
500 k
Caused by DDos attack _ _ .
by Stormworm 5 ok -
botnet . W
E 200 k V! L l-ll'ql.l'l
§ 100 -'I"""I'I bk '.“H.- ’hlll L A
' e -'l' ] I i"-"'-'-'.-'--.-.'.v..-.-....--.-'-..-..-.-.-.-.

O Trillian O Arthur M Zaphod M Ford
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Holt inwrﬁ . | =)

Other | SSIble uses | D

Fri Dec 14 04:35:00 2007 Flows/s any protocol

Common SMTP Traffic

200

1zo

168

WINILF0 IA0L S 00.LTd

140

120

108

Flows/s any protocol

a0

1]

Sat Sun Mon Tue Wed Thu Fri
O sHMTP

Fri Dec 7 04:35:00 2007 Flows/s any protocol

Last week SMTP Traffic

220
200
128

HWINILI0 I80L / 700104

168

148
128
108

Flows/s any protocol

20
&0

Sat Sun Maon Tue Wed Thu Fri
O sHMTP
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Wim Biemolt
Wim.Biemolt@surfnet.nl
www.surfnet.nl

Werner Schram
Werner.Schram@surfnet.nl
www.surfnet.nl
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