
 

 

Mission Risk Diagnostic (MRD) Workbook 
 

 

 

 

CERT Program 
Limited distribution.  



 

This report was prepared for the 

SEI Administrative Agent 
ESC/XPK 
5 Eglin Street 
Hanscom AFB, MA 01731-2100 

The ideas and findings in this report should not be construed as an official DoD position. It is published in the interest of scientific and technical information exchange. 

This work is sponsored by the U.S. Department of Defense. The Software Engineering Institute is a  federally funded research and development center sponsored by the U.S. 
Department of Defense. 

Copyright 2012 Carnegie Mellon University. 

NO WARRANTY 

THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS FURNISHED ON AN “AS-IS” BASIS. CARNEGIE MELLON 
UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, 
WARRANTY OF FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE 
MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT 
INFRINGEMENT. 

Use of any trademarks in this report is not intended in any way to infringe on the rights of the trademark holder. 

Internal use. Permission to reproduce this document and to prepare derivative works from this document for internal use is granted, provided the copyright and “No Warranty” 
statements are included with all reproductions and derivative works. 

External use. Requests for permission to reproduce this document or prepare derivative works of this document for external and commercial use should be directed to 
permission@sei.cmu.edu. 

This work was created in the performance of Federal Government Contract Number FA8721-05-C-0003 with Carnegie Mellon University for the operation of the Software 
Engineering Institute, a federally funded research and development center. The Government of the United States has a royalty-free government-purpose license to use, duplicate, or 
disclose the work, in whole or in part and in any manner, and to have or permit others to do so, for government purposes pursuant to the copyright license under the clause at 
252.227-7013. 

For information about SEI reports, please visit the publications section of our website (http://www.sei.cmu.edu/publications).  

mailto:permission@sei.cmu.edu


 

 2012 Carnegie Mellon University  I  

Table of Contents 

Introduction 1 

Part 1: Identifying Mission and Objectives 3 

Part 2: Analyzing Driver State 7 

Part 3: Documenting the Driver Profile 29 
 
  



 

 2012 Carnegie Mellon University  II  

 
 
  



 

 2012 Carnegie Mellon University  1  

Introduction 

This workbook provides a set of worksheets for conducting the Mission Risk Diagnostic (MRD). The worksheets incorporate the standard set of drivers 
for software development and deployment. The workbook is divided into three parts. Part 1 provides a worksheet for identifying the program’s mission 
and objectives. Part 2 provides a worksheet for analyzing the current state of each driver. Finally, Part 3 provides a worksheet for summarizing the results 
of Part 2 in a graphical driver profile format.  

  



 

 2012 Carnegie Mellon University  2  

 



 

 2012 Carnegie Mellon University  3  

Part 1: Identifying Mission and Objectives 

Directions:  

1. Review the questions in the table below related to the program’s mission and objectives: 

 

Category Question 

Mission What system (e.g., project, program, process) is the target or focus of the 
assessment? 

What is the fundamental purpose of the system that is being assessed?  

Objectives Select a future point in time.  

What defines success at that future point in time? 

• How will you determine whether the outcome is successful? 

• What are the stakeholder and customer requirements? 

• What products are being developed? What services are being provided? 

• What level of funding is needed to achieve the outcome? 

Be as specific and measureable as possible. 

 

2. Answer the questions in the table and use your answers to develop a mission and objectives for the program. Document the program’s mission and 
objectives on the worksheet that is provided.  

Refer to the Part 1 Example on the next page for an example set of a program’s mission and objectives. 
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Mission and Objective(s) 

Mission: 

The EveryPay Program is developing and deploying a system (i.e., EveryPay) that will provide payroll services at all sites across the 
Company Z enterprise. 
 

Objective(s): 

In two months: 
− EveryPay will interface with all required applications, components, and infrastructure. 
− EveryPay will provide all required payroll services to personnel at Site A. 
− Development and deployment costs for EveryPay will not exceed 20% of the original project cost estimates. 
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Mission and Objective(s) 

Mission: 

Objective(s): 
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Part 2: Analyzing Driver State 

Directions:  

1. Review the following three items: (1) the objectives that you documented in Part 1, (2) the worksheet provided for Part 2 (starting on p. 9), and (3) 
the Driver Value Criteria provided below. Refer to the Part 2 Example on the next page for an example of an evaluated driver. 

2. Select a driver to analyze, and review the corresponding driver question. Select the most appropriate response to the driver question (keeping in 
mind the program objectives that you documented in Part 1). Refer to the Driver Value Criteria for a definition of each response, if needed. 

3. Document the rationale for your response to the driver question.  
4. Complete steps 2 and 3 for all drivers. 

 

Response Definition 

Yes The answer is almost certainly “yes.” Almost no uncertainty exists. There is little or no probability that the answer could be “no.”  of yes)  

Likely yes The answer is most likely “yes.” There is some chance that the answer could be “no.”  

Equally Likely The answer is just as likely to be “yes” or “no.”  

Likely no The answer is most likely “no.” There is some chance that the answer could be “yes.”  

No The answer is almost certainly “no.” Almost no uncertainty exists. There is little or no probability that the answer could be “yes.”  

Not applicable The driver question is not relevant at this point in time. It was not evaluated. 
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1. Program Objectives 

Driver Question Response Rationale 

Are program objectives (product, cost, schedule) realistic 
and achievable? 

Consider: 

 Alignment of technical, cost, and schedule objectives 

 Inherent technical risk 

 Technology maturity 

 Resources available 

 

  Yes + The program team has a good sense of its requirements 
and responsibilities.  

- Technical objectives do not sufficiently consider integra-
tion and functionality issues.  

- The current set of objectives for the initial deployment 
phase is not documented or well-communicated to program 
team. 

- Plans for the initial deployment phase are driven by the 
schedule and not by the need to deliver an effective 
operational capability. 

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 

  

 
  

X 
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1. Program Objectives 

Driver Question Response Rationale 

Are program objectives (product, cost, schedule) realistic 
and achievable? 

Consider: 

 Alignment of technical, cost, and schedule objectives 

 Inherent technical risk 

 Technology maturity 

 Resources available 

 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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2. Plan 

Driver Question Response Rationale 

Is the plan for developing and deploying the system 
sufficient? 

Consider: 

 Acquisition or development strategy 

 Program plan 

 Resources 

 Funding 

 Schedule 

 Roles and responsibilities 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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3. Process 

Driver Question Response Rationale 

Is the process being used to develop and deploy the 
system sufficient? 

Consider: 

 Process design 

 Measurements and controls 

 Process efficiency and effectiveness 

 Acquisition and development life cycles 

 Training 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 

  

 
  



 

 2012 Carnegie Mellon University  12  

 
4. Task Execution 

Driver Question Response Rationale 

Are tasks and activities performed effectively and 
efficiently? 

Consider: 

 Experience and expertise of management and staff 

 Staffing levels 

 Experience with the acquisition and development life 
cycles 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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5. Coordination 

Driver Question Response Rationale 

Are activities within each team and across teams 
coordinated appropriately? 

Consider: 

 Communication 

 Information sharing 

 Dependencies 

 Relationships 

 Partners and collaborators 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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6. External Interfaces 

Driver Question Response Rationale 

Will work products from suppliers, partners, or collaborators 
meet the program’s quality and timeliness requirements? 

Consider: 

 Applications 

 Software 

 Systems or sub-systems 

 Hardware 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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7. Information Management 

Driver Question Response Rationale 

Is the program’s information managed appropriately? 

Consider: 

 Usability 

 Confidentiality  

 Integrity 

 Availability 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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8. Technology 

Driver Question Response Rationale 

Does the program team have the tools and technologies it 
needs to develop the system and transition it to 
operations? 

Consider: 

 Software applications 

 Infrastructure 

 Systems 

 Databases 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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9. Facilities and Equipment 

Driver Question Response Rationale 

Are facilities and equipment sufficient to support the 
program? 

Consider: 

 Building 

 Physical work spaces 

 Support equipment 

 Supplies 

 Other resources 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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10. Organizational Conditions 

Driver Question Response Rationale 

Are enterprise, organizational, and political conditions 
facilitating completion of program activities? 

Consider: 

 Stakeholder sponsorship 

 Actions of upper management 

 Effect of laws, regulations, and policies 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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11. Compliance 

Driver Question Response Rationale 

Does the program comply with all relevant policies, laws, 
and regulations? 

Consider: 

 Policies 

 Laws 

 Regulations 

 Standards of care 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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12. Event Management 

Driver Question Response Rationale 

Does the program have sufficient capacity and capability to 
identify and manage potential events and changing 
circumstances? 

Consider: 

 Risk management plan, process, and tools 

 Schedule slack 

 Funding reserve 

 Risk control/mitigation plans 

 Program continuity and  contingency plans 

 Opportunity management plan, process, and tools 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 

  

 
  



 

 2012 Carnegie Mellon University  21  

 
13. Requirements 

Driver Question Response Rationale 

Are system requirements well understood? 

Consider: 

 Customer, user, and stakeholder requirements and 
needs 

 Functional and non-functional requirements 

 Operational requirements 

 System growth and expansion needs 

 Technology maturity 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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14. Architecture and Design 

Driver Question Response Rationale 

Are the architecture and design sufficient to meet system 
requirements and provide the desired operational 
capability? 

Consider: 

 Interfaces 

 Dependencies 

 Software and system architecture 

 Operational requirements 

 Technology maturity 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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15. System Capability 

Driver Question Response Rationale 

Will the system satisfactorily meet its requirements? 

Consider: 

 Functional 

 Performance 

 Operational 

 Reliability 

 Security 

 Safety 

 Usability 

 Maintainability 

 Technology maturity 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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16. System Integration 

Driver Question Response Rationale 

Will the system sufficiently integrate and interoperate with 
other systems when deployed? 

Consider: 

 Interfaces 

 Applications 

 Tools 

 Hardware 

 Data 

 Technology maturity 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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17. Operational Support 

Driver Question Response Rationale 

Will the system effectively support operations? 

Consider: 

 Business and operational workflows 

 Support of organizational and enterprise missions 

 Operational risk control/mitigation 

 Disaster recovery, contingency and business continuity 
plans 

 Technology maturity 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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18. Adoption Barriers 

Driver Question Response Rationale 

Have barriers to customer/user adoption of the system 
been managed appropriately? 

Consider: 

 User acceptance 

 Stakeholder sponsorship 

 Transition to operations 

 User support 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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19. Operational Preparedness 

Driver Question Response Rationale 

Will people be prepared to operate, use, and maintain the 
system? 

Consider: 

 Policies 

 Procedures 

 Training 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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20. Certification and Accreditation 

Driver Question Response Rationale 

Will the system be appropriately certified and accredited for 
operational use? 

Consider: 

 Compliance with policies, laws, and regulations 

 Acceptable control/mitigation of risk 

  Yes  

  Likely Yes 

  Equally Likely  

  Likely No 

  No 

  Not Applicable 
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Part 3: Documenting the Driver Profile 

Directions:  

1. The Driver Profile featured in Part 3 provides a graphical snapshot of a program’s current conditions, where the value of each driver is plotted on a 
bar chart.  

Refer to Part 3 Example on the next page for an example of a completed driver profile. 

2. A blank driver profile is provided on page 31. Complete the profile’s bar chart using results from Part 2 of this workbook.  

If your response to any driver question in Part 2 was Not Applicable, you should leave the bar for that driver blank. (Driver 20 in the example illus-
trates the case where a bar has been left blank because the response to the driver question was either Not Applicable.)  
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