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operated by Carnegie Mellon University.
The SEI mission is to advance software engineering and
related disciplines to ensure systems with predictable
and improved quality, cost, and schedule.

Work with the SEI
Congress established the SEI in 1984 because
software is vital to the national interest. By working
with the SEI, organizations benefit from more
than two decades of government investment and
participation from organizations worldwide in
advancing the practice of software engineering.
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The SEI creates, tests, refines, and disseminates
a broad range of technologies and management
techniques. These techniques enable organizations
to improve the results of software projects, the
quality and behavior of software systems, and the
security and survivability of networked systems.

SEI Employment
The SEI seeks candidates for its technical,
business, and administrative staff divisions.
Contact the SEI Human Resources department to
learn about the benefits of working at the
SEI: www.sei.cmu.edu/careers

As an applied research and development center,
the SEI brings immediate benefits to its research
partners and long-term benefits to organizations
that depend on software. The tools and methods
developed by the SEI and its research partners are
applied daily in organizations throughout the world.

How the SEI Works with Government
and Industry
SEI staff members help the U.S. Department of
Defense (DoD) and other government agencies
solve software engineering and acquisition
problems. SEI direct support is funded through
task orders for government work. Engagements
with the SEI are of particular benefit to government
program managers, program executive officers,
and senior acquisition executives, particularly those
with long-range programs that will benefit from
strategic improvements that the SEI fosters.

The SEI has a well-established process for
contracting with government agencies and will
work with an organization to meet its needs.
The SEI works with commercial organizations
that want to develop a strategic advantage by
rapidly applying improved software engineering
technology.
The SEI works with organizations that want to
combine their expertise with the SEI’s expertise to
mature new technology for the benefit of the entire
software industry. The SEI also supports a select
group called SEI Partners, which are organizations
and individuals trained and licensed by the SEI to
deliver SEI products and services.
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Message from the Director

The Software Engineering Institute has
accomplished a great deal this year and has
demonstrated how innovative, agile, and
professional our men and women are. While our
staff is well known for these characteristics, I still
found myself impressed by the hard work and
dedication shown by the SEI’s men and women
in 2012.
•

We added more than 90 new employees this
year, including a new COO, Bob Behler; a new
CTO, Dr. Kevin Fall; and a new cybersecurity
deputy, Ned Deets.

•

We transitioned Capability Maturity Model
Integration (CMMI) out of SEI into a new standalone organization, the CMMI Institute, owned
by Carnegie Mellon.

•

•
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We supported more than 100 government and
commercial organizations—and received their
thanks and recognition of the value we’ve added
to their efforts.
We established a new SEI Innovation Center
to enhance our ability to explore the emerging
opportunities of software intensive systems,
especially for the intelligence community.

•

We’ve built upon our strong foundations in
cybersecurity, software architecture, process
improvement, and measurement and estimating,
and explored new issues related to scale and
computing at the edge, while providing unique
technical support to our sponsors.

•

On an individual level, we recognized the
significant career contributions of John
Foreman, who was named the sixth SEI Fellow.
A member of the SEI staff for 27 years, John
currently serves as associate director—military
services acquisition for the SEI’s Acquisition
Support Program (ASP).

As we look to 2013, we see opportunity—for new
research thrusts, for new collaborations with top
scientists and engineers, for new contributions to
our defense and federal clients, and for enhanced
value to our sponsors.
Our men and women are eager to explore
the frontiers of software engineering and
cybersecurity—and to maintain our global
reputation for quality and innovation.
Thank you for an exceptional year.

Paul D. Nielsen
Director and CEO

Strategy

The SEI achieves its goals through
technology innovation and transition.
The SEI creates usable technologies,
applies them to real problems, and
amplifies their impact by accelerating
broad adoption.

Create
The SEI addresses significant and pervasive
software engineering problems by
• motivating research
• innovating new technologies
• identifying and adding value to emerging or
underused technologies
• improving and adapting existing solutions
SEI technologies and solutions are suitable
for application and transition to the software
engineering community and to organizations
that commission, build, use, or evolve systems
that are dependent on software. The SEI partners
with innovators and researchers to implement
these activities.

Amplify
The SEI works through the software engineering
community and organizations dependent on
software to encourage and support the widespread
adoption of new and improved technologies and
solutions through
• advocacy
• books and publications
• certifications
Government and commercial organizations directly • courses
benefit from these engagements. In addition, the
• leadership in professional organizations
experience gained by the SEI informs
• licenses for use and delivery
• the “Create” activities about real-world problems
• web-based communication and dissemination
and further adjustments, technologies, and
solutions that are needed
The SEI accelerates the adoption and impact of
• the “Amplify” activities about needed transition
software engineering improvements.
artifacts and strategies
The SEI engages directly with the community and
The SEI works with early adopters to implement through its partners to amplify its work.
the “Apply” activities.
Apply
The SEI applies and validates new and improved
technologies and solutions in real-world
government and commercial contexts. Application
and validation are required to prove effectiveness,
applicability, and transition potential. Solutions
and technologies are refined and extended as an
intrinsic part of the application activities.

Cre ate
DoD Needs

Tech Trends

A pply

A MPL IF Y

Feedback

Feedback
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Areas of Work

The SEI’s staff of world-recognized leaders in
software engineering works closely with defense
and government organizations, industry, and
academia to continually improve softwareintensive systems.
Quality software that is produced on schedule
and within budget is a critical component to
U.S. defense systems, which is why the U.S.
Department of Defense (DoD) established the
SEI in 1984. Since then, the SEI has advanced
software and systems engineering principles
and practices, while serving as a national and
international resource for the software and
systems engineering communities. As an
applied research and development center, the
SEI brings immediate benefits to its research
partners and long-term benefits to the software
industry as a whole.
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Operated by Carnegie Mellon University—
a global research university recognized
worldwide for its world-class arts and technology
programs—the SEI works at the leading edge of
technical innovation. The SEI’s core purpose is to
help organizations improve their capabilities and to
develop or acquire the right software, defect free,
on time, and on budget, every time.
The SEI performs research and development in
the following areas:
• cybersecurity
• software architecture
• process improvement
• measurement and estimating
• unique technical support to our sponsors

The SEI’s technical focus areas, together with
its outreach activities, are aimed at meeting the
defined software engineering needs of the DoD.
Within these areas of work, the SEI collaborates
with defense, government, industry, and academic
institutions to continuously improve softwareintensive systems. The SEI’s body of work in
technical and management practices is focused
on developing software right the first time, which
results not only in higher quality, but also in
predictable and improved schedule and cost.
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Growing SEI Innovation Center
Explores the Art of the Possible
In its first full year of operation, the Software
Engineering Institute’s Innovation Center scored
a number of successes—and experienced
significant change. In fact, the organization just
recently began operating under a new name.
“We changed the name to the SEI Innovation
Center late in the year,” explained Matt Gaston,
director of the unit. “It was necessary so that
we could avoid confusion between us and other,
similarly named groups.”
The new name, Gaston added, also captures the
essence and direction of the organization. “This
is a forward-looking, proactive group,” he said.
“We’re ready to take on almost any problem people
can bring to us. It’s good to have a name that
reflects that.”
2012 saw the SEI Innovation Center triple in size,
growing from a staff of 4 early in the year to 14
by year’s end—and it has need for a half-dozen
more. “It’s a great team,” Gaston said, “with a
great mix of capabilities.”
What hasn’t changed is the Innovation Center’s
charter to identify, demonstrate, extend, and apply
emerging software technologies to meet critical
government mission needs. “We’re helping the
government stay on the edge of technology,”
6

Gaston said. “We shape and leverage academic
and industrial research, and promote government
awareness and knowledge of emerging
technologies and their applications.”
The Innovation Center’s capabilities cover the
broad spectrum of data-intensive, scalable
computing. This includes rapid prototyping,
technology evaluation and demonstration, big
data and analytics, autonomous systems, scalable
distributed computing, applied machine learning,
emerging computing architectures, information
visualization, intelligence analysis, cyber
operations, open innovation, and reality transfer.

disparate entities in government, industry,
and academia.
The Innovation Center’s tradecraft initiative is
capturing best practices and identifying key cyber
intelligence gaps among its participants. Data will
be used as inputs to develop and prototype tools,
methods, and technologies that address critical
gaps in the field.
Gaston noted the SEI Innovation Center has
several interesting initiatives lined up for 2013,
including a program to explore software issues
in autonomous control of various vehicles and an
effort to explore software producibility for future
architectures. A third initiative will explore the
issues around assessing open source software,
taking an evidence-based approach. Overall,
Gaston said, the SEI Innovation Center is moving
forward in meeting its mission as an investigator
and prototyper of leading-edge technologies.

During 2012, the SEI Innovation Center tackled
several important projects. In one, the Innovation
Center team acquired, assembled, and
programmed a super computer (see related story,
page 12). The team used the powerful machine
to investigate heterogeneous high-performance
computing (HPC) utility clouds and the software
used in HPC applications. In another, the Innovation “We’re starting to demonstrate the art of
Center advanced the knowledge base in cyber
the possible,” he said, “and help others be
intelligence by launching a project to baseline
more productive.”
the state-of-the-practice of cyber intelligence
nationally. This program, which continues into
2013, brings together the cyber intelligence
knowledge and know-how of several dozen

“We’re helping the government stay
on the edge of technology. We shape
and leverage academic and industrial
research, and promote government
awareness and knowledge of emerging
technologies and their applications.”
—Matt Gaston
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Growth in Agile Initiatives Helps
DoD Apply Agility Effectively
Building on a very successful effort in 2011, the
SEI’s Acquisition Support Program (ASP) further
expanded its investigation of agile methods for
acquisition in the Department of Defense (DoD)
during 2012. Agile is an iterative, incremental, and
collaborative approach to software development.

“2012 saw us complete the preliminary version
of the Agile Contingency Model,” noted Mary Ann
Lapham, who leads the agile effort within ASP.
“The model will help the DoD determine when agile
might be a good fit for specific projects, or what
risks a project faces when using agile,” Lapham

By leveraging its ongoing relationships with DoD
acquisition programs, the SEI is developing the
resources to help the DoD make decisions about agile
methods that can help it achieve its goals for speed,
adaptability, and efficiency.
It features a lightweight, “just-enough” governance
framework and is designed to be cost effective,
timely, and adaptable.

said, noting that having that information should
encourage more programs to adapt agile methods
to their work.

These qualities appeal to the DoD, which has a
need for an acquisition tempo that responds to
operational tempo, a need to obtain high-quality
software within a dynamic environment, and a
need to focus on value. That all adds up to an
increasing demand for information about applying
agile within the DoD, and for the tools, models, and
processes that the SEI is producing in its multiyear agile research program.

Also completed during 2012 were a number of key
technical papers and presentations. These papers
represent guidebooks to program managers
for assessing their organizations’ readiness to
implement agile methods or help program teams
“translate” agile principles and terminology to
traditional acquisition processes in the DoD.
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Meanwhile, interest in agile within the DoD
acquisition community continues to grow, Lapham
noted. The Agile Collaboration Group, founded
by the SEI, grew rapidly in 2012, doubling in size
over the course of the year. Lapham, who noted
that the group includes “folks we met along our
agile journey who wanted to continue to help,” said
members included representatives of U.S. military
services, federal agencies, and contractors in the
defense industry.
By leveraging its ongoing relationships with DoD
acquisition programs, the SEI is developing the
resources to help the DoD make decisions about
agile methods that can help it achieve its goals for
speed, adaptability, and efficiency.
In particular, the SEI is now capable of providing
risk assessment, tailored training, and embedded
advisors; can provide coaching in agile methods
in the DoD environment; can assist programs in
devising workable hybrid options; and can conduct
program start-up workshops for programs that
choose to use agile in their acquisition activity.

“Agile is not a silver bullet, but may be an answer
to some of DoD’s software program problems,”
Lapham said. “Our work has shown that agile has
the potential to be a valuable option for
programs that value its flexibility, speed, and
delivered quality—while at the same time
remaining compatible with traditional DoD
acquisition practices.”

“Agile is not a silver bullet, but may be an answer to
some of DoD’s software program problems. Our work
has shown that agile has the potential to be a valuable
option for programs that value its flexibility, speed, and
delivered quality—while at the same time remaining
compatible with traditional DoD acquisition practices.”
—Mary Ann Lapham
9
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Driving Control Standards
for Unmanned Systems
More and more, traditional manned military aircraft
share the skies with a new class of machines:
unmanned aircraft systems (UAS)—remotely
piloted aircraft, such as the Predator, Global Hawk,
and Reaper along with the ground systems that
control them. And other systems with varying
levels of autonomy are on the way.
While these aircraft—commonly called UAVs,
or unmanned aerial vehicles—have proven their
value repeatedly over the past decade, the lack
of a common architecture for control among
the different types of these vehicles has both
complicated their operation and limited their
mission capabilities. Because each system is
unique, ground controllers generally are able to
issue commands to only one instance of one type
of UAS at a time.
But now, as the use of these new vehicles
increases, the SEI is helping their designers and
users develop more efficient and productive ways
to control them.
Charles “Bud” Hammons of the SEI’s Acquisition
Support Program (ASP) is leading the Institute’s
efforts. He’s been a major participant in helping
the military services and defense contractors form
the Unmanned Aircraft System Control Segment
10

Architecture Working Group (UCS WG), a new
organization dedicated to establishing standards
for unmanned systems.
“Systems have been built with individual, unique
control systems and software up to now,”
Hammons said. There is limited-to-non-existent
interoperability among the various UAS systems,
most of which have dedicated control stations that
are purpose-built and heavily depend upon human
action to execute missions. “The hope is that with
the UCS WG’s involvement, standards can be
established that allow some interoperability across
ground control stations,” Hammons said. The result
would be cost savings when building the systems
and greater efficiencies when operating them.
Hammons is also bringing the SEI’s expertise
to the UCS WG, which is tackling the standards
issue. The success of the UCS WG depends upon
harmonization with other significant standards
applicable in the UAS community. The two most
significant such standards are a NATO standard,
STANAG 4586, and the U.S. Navy’s Future
Avionics Capability Environment (FACE) effort,
developed under the auspices of The Open Group.

Developing the standards effort has also spurred
an SEI research project for FY13, also led by
Hammons, that is examining the division of labor
between humans and machines in the UAS world.
In the current generation of UAVs, humans are
responsible for much of the work—no matter how
tedious. The idea behind the research is that it may
be appropriate and feasible to have the machine
perform more of the labor, lightening the workload
for human controllers and allowing for a more
efficient use of resources.
“If a viable approach to enabling flexible division
of labor between humans and automation in
unmanned systems is made available to DoD,
more complex operational use cases—many
involving multiple platforms—will be more likely
to be realized,” Hammons noted. “We at the SEI
are well situated to perform this research, given
our existing relationships in the UAS field, which
spans the DoD, Air Force, Army, and most of the
stakeholders working in these initiatives.”

“If a viable approach to enabling flexible
division of labor between humans and
automation in unmanned systems is
made available to DoD, more complex
operational use cases—many involving
multiple platforms—will be more likely
to be realized.”
—Charles “Bud” Hammons

Photo: Spc. Grant Larson
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Supercompu ter A dva nces
SEI Innovation Center Mission

Forem a n N a med SEI Fellow

The SEI gained some serious computing muscle
in June. That’s when engineers in the SEI
Innovation Center switched on its new
heterogeneous high-performance computing
cluster—a supercomputer.

John Foreman was named the sixth SEI Fellow in
2012. The designation is awarded to people who
have made outstanding contributions to the SEI
and who continue to advise SEI leaders.

And there’s room for more, noted Eric Werner of
the SEI Innovation Center, which is part of the
SEI’s Acquisition Support Program. Werner
leads the team that operates the Center’s
supercomputer and has begun using it for
experimental work in several high-performance
computing research areas.

“This is an asset not just for the Center but for
all of the SEI,” Werner added, noting that other
SEI programs have already expressed interest in
applying the new supercomputer’s capabilities
to research and development programs in their
areas. SEI Innovation Center team members,
working with the SEI’s Information Technology
group, acquired the equipment and assembled
the machine, incorporating expertise in
supercomputers from other users and owners of
similar equipment in industry. The supercomputer
is located in the SEI’s main Pittsburgh office near
the Carnegie Mellon University campus.

The author of numerous technical reports, articles,
and handbooks, Foreman’s key publications
include the ADA Adoption Handbook and the
Software Technology Reference Guide.

“I am very honored to be named an SEI fellow,
Foreman has also stimulated development of
especially considering those who came before me,” the SEI’s body of knowledge on agile methods
Foreman said recently.
in government acquisition, led development
and execution of Process in Execution Reviews
Foreman, currently the associate director–military
(PIERs) and Independent Technical Reviews (ITAs),
services acquisition for the SEI’s Acquisition
oversaw evolution of the Software Acquisition
Support Program (ASP), leads a team that provides Survival Skills (SASS) course, created senior
direct acquisition and technical support to Army,
leadership seminars, and directed the SEI’s
Navy, and Air Force programs and organizations.
TIDE (Technology Insertion, Demonstration, and
He joined the SEI in 1986, and his career spans 35 Evaluation) project.
years working in the complete lifecycle of software
and systems as well as the development and
Foreman has served as ASP’s chief engineer for
transition of software technologies.
Air Force programs; directed the SEI’s Dynamic
Systems program; and, while “loaned” to the
“Meeting the needs of military services
government, was program manager of DARPA’s
customers—and deriving lessons learned and
Software Technology for Adaptable and Reliable
stimulating applicable research efforts—continues Systems (STARS) program.
to be my focus,” Foreman said.
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How super is super? The new, custom-built
machine harnesses two racks of equipment to
provide the combined computing power of 17
machines: an Altix UV large-memory machine
(which features a full terabyte of memory),
eight x86 computers, three dual GP-GPU Tesla
units, and four 64-core Tilera machines—all
interconnected with a dual 10GB Ethernet network.

All of that computing power is needed for the
SEI Innovation Center’s current focus on data
intensive scalable computing (DISC), which
includes image processing, graph processing,
cloud computing, cloud architecture, and more,
Werner said.

U n i q u e T e c h n i c a l S u p p o r t t o Ou r S p o n s o r s

Independent Technica l Assessments G auge
Progr a m He a lth, Spur Positi v e Ou tcomes

For more than a decade—since 1998—the SEI
has been helping the Department of Defense (DoD)
and other government agency programs assess
the technical health of ongoing and completed
software projects. Called independent technical
assessments (ITA), these in-depth reviews typically
occur during the development or acquisition
of software-intensive systems and provide an
objective, technical evaluation of a specific
program or effort.

An ITA is conducted by a team staffed with
software specialists drawn from SEI programs
and other experts associated with the SEI. Team
members are purposely chosen for complementary
backgrounds that span the subjects at issue.
A typical ITA team has 5 to 10 members.
The assessments are data-driven analyses
accomplished through document review and
interviews with stakeholders (prime contractor,

suppliers, users, and others). They are often
conducted at stakeholder sites.
The final deliverable is a set of findings and
recommendations that help the ITA sponsor or
customer mitigate risks, leverage strengths, and
produce a successful program outcome.
ITAs may be conducted when a program is
experiencing problems—but often they are

conducted for other reasons, such as to validate
that a program is continuing to make
good progress.
During 2012, the SEI performed multiple ITAs,
including analyses of portions of ongoing projects
for U.S. intelligence agencies, the U.S. Navy, and
the U.S. Air Force. More than 100 ITAs have been
performed since the late 1990s.
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Cy b er S ec u r i t y

SEI Lends Technology and
Know-How to Critical Department
of Defense Cyber Exercises
In July 2012, the U.S. Cyber Command used the
CERT® Exercise Network for an unprecedented
joint cyber training exercise called Cyber Guard.
The CERT Exercise Network provides realistic,
hands-on cyber defense exercises on replicas
of operational networks in actual use. The CERT
Exercise Network scenarios challenge the skills of
cyber warriors and provide them experience they
can apply in real-world operations.
Recognizing that wide coordination is essential to
defend U.S. critical infrastructures, such as utilities
and finance, the command brought together
hundreds of participants from the Department
of Defense (DoD), National Guard, and other
government agencies and academic institutions.
In a massive effort, the CERT Exercise Network
development team, led by Jeff Mattson, produced
a replica of the internet for the exercise in just
45 days. The network included more than 5,000
computers representing corporate enterprise,
supervisory control and data acquisition
(SCADA) networks, multinational companies,
and universities. The CERT Exercise Network
environment also included advanced user
simulation and dozens of routers to model Tier
1 and 2 internet service providers. “The SEI
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achieved realism,” Mattson said, “by including the
latest malicious programs, integrating vulnerable
industry control systems into a corporate
network, and ‘causing’ a botnet attack on
modeled U.S. critical infrastructure.”
“A superb, world-class event,” said Lt. Gen.
Jon Davis, deputy commander for U.S. Cyber
Command. “I saw a complete cadre of cyber
warriors so energized about fighting an extremely
complex, realistic cyber threat scenario.”
In June 2012, the SEI also supported the
International Cyber Defense Workshop (ICDW).
Sponsored by the DoD’s chief information officer,
the ICDW takes place twice yearly. This year, for
the sixth time, the SEI used the CERT Exercise
Network to support the event’s team-based,
tactical exercises. Because cyber attacks do not
respect national borders, teams from 25 nations
participated, connecting to the CERT Exercise
Network from around the world.
In a new twist, the exercise involved both
incident response and computer forensics in
realistic scenarios. The CERT Exercise Network
development team modeled a multinational
military network in Afghanistan. In the scenario,

the network was compromised by insurgents, who
infiltrated a database containing casualty and other
useful information for a physical attack. Working
across continents, teams of cyber defenders had
to perform forensics on the database server to
determine what happened and what information
was compromised.
For the second challenge, the team built a
workstation in the CERT Exercise Network—a
captured Al Qaeda laptop with information
related to a planned attack. It had a native Arabic
installation of Windows and key information in
English, though encrypted. Workshop teams had
to determine which information was relevant and
find hidden clues. They had to do nontraditional
computer forensics that included intelligence
analysis. Their challenge was to understand the
situation on the ground and to determine when,
where, and how the attack would occur. Quick
turnaround was imperative. In the CERT Exercise
Network, workshop teams had clickable access
to forensics tools and to the scenario network and
workstation. They could shoulder-surf, chat, and
share information through wiki pages.

“The workshop exercise was very challenging
technically,” said CERT Workforce Development
manager Chris May. “It required a high level
of realism and broke new ground in global
training—teams located on different continents
all cooperating and collaborating on the same
technology.”

“A superb, world-class event. I saw a
complete cadre of cyber warriors so
energized about fighting an extremely
complex, realistic cyber threat scenario.”
—Lt. Gen. Jon Davis, Deputy Commander for U.S. Cyber Command
Chris May

Jeff Mattson

Lt. Gen. Jon Davis
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Cy b er S ec u r i t y

CERT Program Expands Suite of Secure
Coding Standards, Champions Adoption
Most software security vulnerabilities stem from a
relatively small number of common programming
errors. To reduce security vulnerabilities before
software reaches the market, members of the
CERT® Secure Coding Initiative have been leading
the community development of secure coding
standards for common programming languages,
which are being adopted by major industry players.
In late 2011, industry leader Cisco Systems, Inc.,
adopted the CERT C Secure Coding Standard as
a baseline programming standard in its product
development. “An essential component of every
secure software development process is a set
of coding practices. Rather than formulating
our own, after evaluating publicly available sets
of guidelines, we decided to adopt the CERT C
Secure Coding Standard,” said Cisco’s Martin
Sebor, technical leader of the C and C++ Compiler
Toolchain Team in Cisco’s Network Operating
System Technology Group (NOSTG).
The standard’s rules and recommendations
seek to eliminate insecure coding practices and
undefined behaviors that can lead to exploitable
vulnerabilities. By applying the CERT C Secure
Coding Standard, Cisco developers can produce
higher quality systems that are robust and more
resistant to attack.
16

Having successfully coordinated the development
of secure coding standards for the C, C++, and
Java programming languages, which Oracle
adopted in 2012, the CERT Secure Coding Team
has unveiled a draft standard for Perl.

and Robert C. Seacord, Keaton helped develop,
refine, and introduce many of the security
enhancements to ISO/IEC 9899:2011, informally
referred to as C11, which was released in
December 2011.

“In our analysis, we performed Perl code audits
using the Source Code Analysis Lab (SCALe),” said
the Secure Coding team’s David Svoboda. “Many
of our rules were inspired by vulnerabilities in the
code we analyzed.”

“Security features in C had been limited to the
‘snprintf’ function, introduced in 1999,” explained
Keaton. “Now, the new ISO standard includes an
entire new library of secure string functions, plus
an optional compilation model that makes C code
more understandable by source code analyzers
that perform security checks.”

Additionally, the CERT Program reviewed reports
from the CERT Vulnerability Notes Database to
make sure the standard addressed coding errors
that have resulted in past vulnerabilities in Perl
programs. To augment the standard, the CERT
Program invites collaboration from interested
professionals in the software development and
software security communities.
The CERT Secure Coding team has long
contributed much-needed security enhancements
to a major revision of the ISO/IEC standard for
the C programming language itself. David Keaton,
a member of the CERT Secure Coding team,
chaired Task Group PL22.11 C of the International
Committee for Information Technology Standards
(INCITS). Working with SEI colleagues Svoboda

“This is a major accomplishment,” noted Archie
Andrews, technical director of CERT Secure
Software and Systems. “While the SEI, as a
federally funded research and development
center, focuses on software engineering issues
relevant to the DoD, this new standard will not
only improve software developed for the DoD
but all software applications written in the
C programming language.”

The Secure Coding Initiative’s work has taken
on new significance with Section 925 of the
National Defense Authorization Act for Fiscal Year
2013, which requires evidence that the coding
practices of government software development
and maintenance organizations and contractors
conform to secure coding standards approved by
the Department of Defense.

);

map( { $_
debug
info
notice
warning
error
critical
alert
emergency

=>
=>
=>
=>
=>
=>
=>
=>
=>

} 0..7 ),
0,
1,
2,
3,
4, 'err' => 4,
5, crit => 5,
6,
7, emerg => 7,

“An essential component of every secure software
development process is a set of coding practices.
Rather than formulating our own, after evaluating
publicly available sets of guidelines, we decided to
adopt the CERT C Secure Coding Standard.”
—Martin Sebor, Technical Leader of the C and C++ Compiler Toolchain
Team in Cisco’s Network Operating System Technology Group

unless ( $RT::Logger ) {
$RT::Logger
= Log::Dispatch->new;
David Svoboda
Robert Seacord

Archie Andrews

my $stack_from_level;
if ( $stack_from_level = RT->Config->Get('LogStackTraces') ) {
# if option has old style '\d'(true) value
$stack_from_level = 0 if $stack_from_level =~ /^\d+$/;
$stack_from_level = $level_to_num{ $stack_from_level } || 0;
} else {
$stack_from_level = 99; # don't log
}
my $simple_cb = sub {
# if this code throw any warning we can get segfault
no warnings;
my %p = @_;
# skip Log::* stack frames
my $frame = 0;
$frame++ while caller($frame) && caller($frame) =~ /^Log::/;
my ($package, $filename, $line) = caller($frame);
$p{'message'} =~ s/(?:\r*\n)+$//;
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Building a Capability Model for
Electricity Subsector Cybersecurity
As technology advances, cyber threats to the
nation’s electrical grid are becoming increasingly
sophisticated and dynamic. In January 2012, the
White House launched an initiative to enhance the
security and reliability of the nation’s electrical
grid, led by the Department of Energy (DoE), in
partnership with the Department of Homeland
Security (DHS), and in collaboration with privatesector and public-sector experts.
Over just four months, members of the SEI’s
CERT Program worked with initiative members to
produce the Electricity Subsector Cybersecurity
Capability Maturity Model (ES-C2M2), a selfevaluation tool that allows electric utilities and grid
operators to assess their cybersecurity capabilities
and prioritize their actions and investments to
improve cybersecurity. The model, released by
the DoE in May 2012, combines elements from
existing cybersecurity efforts into a common tool
that can be used consistently across the industry
to understand, describe, benchmark, and share
information about cybersecurity practices.
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“The SEI worked in close collaboration with the
DoE to lead various aspects of the ES-C2M2
development,” said David White, technical
manager of the Cyber Resilience Center in the
CERT Program and model architect for the
project. “Our team served key roles on the
core model development team and provided
subject matter expertise to develop the structure
and content for the model and an evaluation
methodology that would enable utilities to easily
assess their own level of cybersecurity readiness.”
Members of the SEI technical staff also served on
the pilot team, which facilitated self-evaluations
of volunteer utilities to validate the model content
and evaluation approach.

The ES-C2M2 suite of tools and services includes
the model itself, a self-evaluation toolkit, facilitated
self evaluations led on-site by ES-C2M2 team
members, and benchmarking and analysis of
utilities’ reported data.

In a May 25 White House blog post titled “Building
Cybersecurity Capability in the Electricity Sector,”
White House Cybersecurity Coordinator Howard
A. Schmidt said, “With a waitlist of utilities eager
to employ the model beyond the pilot participants,
this model promises to significantly enhance
our understanding of cybersecurity capabilities
across the sector—a first step to understanding
the cybersecurity posture of the grid. This effort
will provide us with valuable insights to inform
The model development team used several existing investment planning, research and development,
processes, models, and documents as foundational and public-private partnership efforts.”
references in the creation of the ES-C2M2,
including the CERT® Resilience Management
Model (CERT®-RMM). The result was a scalable
framework of cybersecurity capability maturity
indicator levels (MILs) utilities can use to measure
their cybersecurity capability performance. The
model maps the MILs to cybersecurity practices,
divided into 10 domains, that help utilities build
their cybersecurity capabilities and improve their
resilience to cyber incidents.

“Our team served key roles on the core model
development team and provided subject matter expertise
to develop the structure and content for the model and an
evaluation methodology that would enable utilities to easily
assess their own level of cybersecurity readiness.”
—David White
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Insider Threat Team Contributes to
National Insider Threat Task Force
When the U.S. government established a
special task force to help the nation develop a
program to deter, detect, and mitigate insider
threats, it invited the CERT Program’s Insider
Threat team to participate, along with dozens
of executive branch agencies. This National
Insider Threat Task Force (NITTF) is part of a
2011 executive order calling for improvements
to classified networks and responsible sharing
and safeguarding of classified information.
According to Michael Theis, the CERT
counterintelligence expert and member of the
CERT Insider Threat team who participates on
the NITTF, “Our wealth of knowledge of insider
threats—including all the analysis we’ve done of
real-world cases—made us uniquely qualified to
help out.”
The first step for the NITTF was to create
a national policy for federal agencies. In its
support of the NITTF, the CERT Program
contributed to developing minimum standards
for agencies to follow when running their own
insider threat programs.

20

“Knowing what to do and how to do it are critical
to the success of an insider threat program,”
Theis says. “And having minimum standards and
effective guidance is a good way to ensure that
federal agencies have that knowledge.”
While working with this task force, Theis referred
to substantive research the CERT Program has
done on insider threats over the last 10 years.
This work included analysis of more than 700
cases in the CERT insider threat database and
the team’s latest book: The CERT Guide to Insider
Threats, published earlier this year. This book is
a practical guide, offering specific guidance and
countermeasures that staff at any organization
can apply to reduce the risk of insider attack.
“Our book provides a comprehensive reference for
our entire body of knowledge on insider threats,”
said Dawn Cappelli, one of the book’s authors
and a CERT Program technical manager. “We use
a lot of case examples from the CERT database,
and because they effectively highlight the many
facets of insider threat, they prompt readers to
start asking relevant questions about their own
organization’s exposure.”

The next step for the task force will be to assess
agencies against the minimum standards and
then analyze new insider threats to the U.S.
government along with future trends.

St udy Re v e a l s Insights into Insider Fr aud
Found in Fin a nci a l Serv ices Sector

The CERT Insider Threat team’s latest study—
analyzing 80 cases of insider fraud in financial
services—revealed some interesting results: the
perpetrators in more than 50 percent of the cases
were managers, rather than the usual lowerlevel staff that has historically been responsible
for committing insider fraud. The study also
showed that when insiders take a “low and slow”
approach—stealing smaller amounts of money
or intellectual property over a long period of
time—they do more damage and can elude
detection for a significant period, on average
longer than 2½ years.

Another surprising finding was that most of the
perpetrators used the money they stole to pay
for daily living expenses, rather than lead an
extravagant lifestyle. While more research is
needed to determine whether this approach is
a growing trend, these findings provide helpful
insights into the nature of insider crimes and
how—with the “low and slow” approach—
organizations a have a large window of opportunity
to detect the fraud. To learn more, read the
reports: Insider Fraud in Financial Services and
Insider Threat Study: Illicit Cyber Activity Involving
Fraud in the U.S. Financial Services Sector.

(Left to right) Andrew Moore,
Dawn Cappelli, and Randy
Trzeciak of the CERT Insider
Threat team.
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SEI Certification Progr a m
E a rns A NSI Accreditation

Marking a significant milestone in its effort to
improve and enrich its certification programs,
the Software Engineering Institute’s (SEI)
CERT®-Certified Computer Security Incident
Handler (CSIH) certification program has earned
accreditation from the American National
Standards Institute (ANSI) Accreditation Program
for Personnel Certification Bodies. ANSI’s
accreditation program is based on the American
National Standard (ANS) and international standard
ANSI/ISO/IEC 17024. The CERT-CSIH program
is the first SEI certification to receive
ANSI/ISO/IEC accreditation.
“ANSI commends the SEI for achieving
accreditation and demonstrating its commitment
to the continual improvement of its credentialing
program,” said Dr. Roy Swift, senior director of
personnel credentialing accreditation programs
at ANSI. “Accreditation by ANSI demonstrates
compliance to a rigorous, internationally recognized
accreditation process and creates a valuable
market distinction for the SEI’s CERT-CSIH
certification.”
The CERT-CSIH certification program prepares
computer security incident response personnel,
and other information security professionals, to
participate in incident handling efforts. It also

teaches them how to keep their organizations
current on innovations and trends in computer
security. The CERT-CSIH certification
incorporates work experience, an examination,
and renewal requirements.
“The SEI certification program has for years
equipped computer security professionals with the
skills to participate in incident handling efforts,”
said Jeff Welch, manager of the SEI certification
program. “We are proud of our accreditation from
ANSI and the additional confidence it can provide
to our communities and the professionals who earn
our certifications.”
The SEI certification program offers certifications
and authorizations in process improvement,
computer security, measurement and analysis,
software architecture, and service-oriented
architecture. For more information about the SEI’s
CERT-CSIH program, visit www.sei.cmu.edu/
certification/security/csih.

“The SEI certification program has for years equipped
computer security professionals with the skills to
participate in incident handling efforts. We are proud
of our accreditation from ANSI and the additional
confidence it can provide to our communities and
the professionals who earn our certifications.”
—Jeff Welch
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M a ster of Soft wa re Assur a nce Curriculum
Recognized by Profession a l Societies

The IEEE Computer Society (IEEE-CS) and
Association for Computing Machinery (ACM) have
recognized the Master of Software Assurance
(MSwA) Reference Curriculum as appropriate for
a master’s program in software assurance. This
formal recognition signifies to the educational
community that the MSwA Reference Curriculum is
suitable for creating graduate programs or tracks
in software assurance. The IEEE-CS and ACM are
community leaders in curriculum development.
CERT researchers collaborated with a team
of educators from Embry-Riddle Aeronautical
University, Monmouth University, and Stevens
Institute of Technology to develop the MSwA
curriculum. The first curriculum ever to be

developed for software assurance, the MSwA
curriculum identifies a core body of knowledge that
educational institutions can use to develop MSwA
degree programs.
In addition to the curriculum, the MSwA project
team has developed
• course syllabi to support the development of a
set of courses in an MSwA curriculum program
• undergraduate software assurance course
outlines, a faculty resource for teaching
fundamental skills to students either entering
the field directly or continuing with graduatelevel education
• community college course outlines for
software assurance that provide students with

fundamental skills for continuing with graduatelevel education or provide supplementary
education for students with prior undergraduate
technical degrees who wish to become more
specialized in software assurance
Andrew McGettrick, chair of the ACM Education
Board and Council, and associate editor of the
Computer Journal, says of these materials, “These
are terrific. They are a great contribution to
curricula guidance generally and I am sure will be
widely welcomed. Moreover, they are particularly
topical and relevant and I hope computing
educators will take note.”

The team is currently developing educational
offerings for executives responsible for software
acquisition.
Resources, including lectures and materials,
to help educators get started in software
assurance education are available at no cost at
www.cert.org/mswa.
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Meeting the Challenge of
Wireless Emergency Alerts
A New Yorker passing through Kansas receives
a text message on her cell phone alerting her to
tornadoes closing in on the stretch of Interstate
70 down which she and her husband are driving.
At the same time, other cell phone customers
in the threatened area also receive the National
Weather Service alert. So informed, they all can
seek shelter and protect themselves. This is one
of many visions for Wireless Emergency Alerts
(WEA, formerly known as the Commercial Mobile
Alert Service).

Technology Directorate by creating a strategy for
integrating these alert originators into WEA.

Larry Jones, team lead for the SEI’s WEA effort,
noted that the SEI brings to the project its
leadership in software engineering research and
serves as a single source of experts from the
multiple disciplines WEA development requires.
“The SEI’s Research, Technology, and System
Solutions [RTSS] Program leads a cross-SEI
team,” said Jones. “That team includes experts in
architecture, integration, network security, domain
WEA grew out of the Warning, Alert, and Response knowledge and project management.”
Network (WARN) Act. It transmits three types of
alerts: presidential alerts, imminent threat alerts,
To be effective, the strategy must provide paths of
and America’s Missing: Broadcast Emergency
integration into the systems for the thousands of
Response (AMBER) alerts. The system provides
alert originators. These include all state, county,
alerting authorities the ability to broadcast
and city governments, as well as local districts for
emergency alerts to customers located in the vicinity fire protection, transit, and public utility services.
of cellular towers serving an affected area. To date, Complicating matters, the overall effort involves
four of the largest cellular networks have agreed to
aspects of international cooperation.
participate. The system also incorporates thousands
of alert originators.
The challenges are many:
• Alert originators use many different types
of software.
Though the four large cellular networks provide
• The documentation available for the existing
WEA 90 percent geographic coverage, numerous
systems varies widely.
smaller providers and thousands of alert originators
•
The security of systems varies.
still need to be integrated to maximize its reach.
This is where the SEI comes in. Its role is to support • The originators’ readiness to integrate
with WEA varies.
the Department of Homeland Security Science and
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What’s more, Jones observed that the alert
originators’ current use of the required protocol
varies. “WEA will use the Common Alerting
Protocol (CAP),” said Jones. “CAP has a
90-character limit, which originators feel limits
their ability to describe a situation to users. So,
WEA will have varying needs to be supplemented
by other existing emergency alert systems, such
as TV, radio, and social media.”
Jones added that a one-size-fits-all strategy
definitely will not work. “Alert originators work
in vastly different contexts and necessarily have
vastly different origination systems,” said Jones.
“For example, San Diego County is the size of
Connecticut. Residents speak English, Spanish,
Tagalog, Vietnamese, and many other languages.
Its territory includes coastline, mountains, and
desert, which are prone to different types of
emergencies, from tsunami to landslides to
wildfires.” Consequently, said Jones, “the alert
system that San Diego uses will differ from
that used by, say, a county in Montana with a
population of less than 5,000.”
The overall WEA effort is extensive and involves
several other organizations working on other
aspects of the project. Collaborators on WEA
include the Applied Physics Laboratory at Johns
Hopkins University and the RAND Corporation.

Larry Jones

WEA provides alerting authorities the ability to
broadcast emergency alerts to customers located in
the vicinity of cellular towers serving an affected area.
To date, four of the largest cellular networks have
agreed to participate. WEA also incorporates
thousands of alert originators that still need to be
integrated to maximize its reach. This is where the SEI
comes in. Its role is to create the integration strategy.
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SEI-CMU Collaboration Seeks Increased
Situational Awareness for Warfighters
at the Tactical Edge
At the Department of Defense (DoD), interest has
grown in outfitting warfighters with handheld
computing devices to support their missions
in tactical and hostile environments. However,
current mobile systems either provide too much
information, or the data is fragmented across
multiple systems. SEI researchers Soumya
Simanta and Gene Cahill are working with
Brad Myers and his student, Kerry Chang, at
the Carnegie Mellon University (CMU) Human
Computer Interaction Institute to address
these problems.
Simanta explains that “data in tactical
environments resides in silos and cannot be
shared and tailored easily.” Cahill adds, “There
are many data sources and no way to integrate
them quickly because software development
takes place far from the tactical environment.”
In the time it takes a request from the field to go
up the chain of command to development and
certification, the original need will have gone
unmet while new needs will have emerged.
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With current smartphone software, users can
personalize the device’s appearance, but they
cannot add new capabilities easily, such as
creating their own filters. And vast amounts
of data make customized filters important. An
Army National Guard captain, discussing current
challenges, concluded that “we end up with too
little information because we have too much
information.”
SEI researchers want to give warfighters more
control over accessing the right information at
the right time. To address this need, Simanta,
Cahill, and their colleagues are developing the
Edge Mission-Oriented Tactical App Generator,
or eMONTAGE, a Java-based application that
operates on an Android smartphone platform.
The initial focus of eMONTAGE was to enable
soldiers to create a form-based app for rapid data
entry directly on the phone without writing code.
The current focus is to reduce data volume and
to increase data relevancy. eMONTAGE enables
warfighters to create context-specific filters, mash
data from multiple sources, and view the results
on a unified display, all without writing code. Cahill
analogizes that “adding a new feature at runtime
is like the difference between cooking yourself and
choosing something from a menu.” This capability
will enable warfighters to make the best use of the
data available to them.

In August 2012, Simanta and Cahill participated
in activities at the U.S. Special Operations
Command/Naval Postgraduate School Tactical
Network Testbed at Camp Roberts, California.
Both soldiers and civilians provided positive
feedback. They also offered additional ideas for
other environments in which eMONTAGE could be
used, especially for first responders.
Simanta emphasizes that eMONTAGE “can mash
geospatial data” from historical, real-time, DoD,
and publically available data sources. For example,
Simanta and Cahill integrated weather alerts from
the National Weather Service (NWS) into the app.
They used NWS event logs to extract geo-located
alerts generated by the Integrated Public Warnings
and Alert System and display them on a map. This
demonstrated how eMONTAGE can turn raw data
into useful information for smartphone users in
crisis situations.
In future work, Simanta and Cahill intend to
improve the app’s performance and security by
adding a caching mechanism, additional data
sources, and standard security mechanisms.
They also plan to transition this technology to
collaborators in the DoD and government.

SEI researchers want to give warfighters more control over
accessing the right information at the right time. To meet this
challenge, the SEI’s Soumya Simanta, Gene Cahill, and their
colleagues are developing the Edge Mission-Oriented Tactical
App Generator, or eMONTAGE, a Java-based application
that operates on an Android smartphone platform.

Photo courtesy of MC4 Army
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SEI Helps Shape Research Agenda
on Managing Technical Debt
Twenty years after noted software engineer
Ward Cunningham first articulated the concept
of technical debt, the problem remains a concern
in the field of software engineering. Today’s
larger, more complex, and more interdependent
systems only exacerbate the consequences of
technical debt and demand more urgent efforts
to address it. Experts at the SEI have been on
the case, helping to drive research on managing
technical debt in large-scale systems. In June, in
conjunction with the International Conference on
Software Engineering (ICSE), the SEI conducted
its third International Workshop on Managing
Technical Debt. In addition, the SEI’s Robert Nord
and Ipek Ozkaya, and their colleague, Philippe
Kruchten from the University of British Columbia,
collaborated to coedit a special issue of IEEE
Software devoted to the topic.
Technical debt refers to the degraded quality
and required rework resulting from shortterm decisions made to expedite software
development and delivery. Decisions that defer
work in areas such as modifiability, portability,
and documentation represent a kind of “loan” that
allows developers to deliver on time. However,
once the developers incur this debt, they become
subject to “interest” charges in the form of higher
long-term rework costs as time passes, customer
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requirements evolve, and intervening versions,
perhaps carrying their own technical debt, are
released. These costs may ultimately exceed the
value of the original loan.
“We’re researching an architecture-focused
measurement framework for managing technical
debt,” said Robert Nord, senior member of the
technical staff at the SEI. “Our work is informed
by real-world examples we’ve gathered from
the Technical Debt Workshops.” The Workshop
on Managing Technical Debt took place June 4,
2012. “The purpose of this third workshop,” said
Nord, “was to discuss managing technical debt
as a part of the research agenda for the software
engineering field. In particular, we focused on
industry challenges for the research community in
eliciting and visualizing causes of debt and creating
payback strategies.”
The SEI’s early efforts in this area aimed to provide
software engineers visibility into technical debt
from strategic and architectural perspectives.
“This work produced a release planning
framework,” said Ipek Ozkaya, a senior member
of the technical staff working on technical debt
management. “The release planning framework
clarifies how to integrate architectural concerns
with agile project management methods, such as

Scrum. It also helps users relate requirements
with architectural decisions. Understanding
these dependencies helps software developers
make informed decisions about architectural
technical debt.”
One major theme of the SEI’s research on technical
debt is identifying metrics that can be extracted
from the code and module structures of software
systems and using them to provide insights into
architectural dependencies that impact systemwide architectural rework. By doing so, Nord,
Ozkaya, and their colleagues hope to enhance
software development efficiency and quality.
Ipek Ozkaya and Robert Nord

“We’re researching an architecturefocused measurement framework for
managing technical debt. Our work
is informed by real-world examples
we’ve gathered from the Technical
Debt Workshops.”

Technological
gap

Technical Debt Landscape

Visible

Mostly invisible

New features
Additional functionality

Architectural
Aspects
Architectural debt
Structural debt

Visible

Code-related
Aspects
Low internal quality

Code complexity

Code smells

Defects
Low external quality

Test debt
Coding style violations
Documentation debt

—Robert Nord
Evolution issues: evolvability

Quality issues: maintainability
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This past year saw continued work in the field
of adaptive quality of service (AQoS), a solution
that has captured the attention of the Navy
Research Lab and the Army Research Lab. With
ad hoc wireless networks, which are often quickly
assembled in the field to support decision makers
in crisis scenarios, failure is not a viable option.
A delay or loss due to overwhelming bandwidth
demand could contribute to mission failure.

A number of SEI researchers collaborated in 2012
to develop an algorithm, the Distributed QoS
Resource Allocation Model (D-Q-RAM), to enable
applications to adapt in a distributed, near-optimal
manner without the need to know, estimate, or
predict available network resources at any moment
in time. Future work includes examining issues
related to scale and determining if the algorithms
maintain optimality.

The SEI’s work in AQoS aids commanders’
decision-making by enabling applications that use
wireless networks to automatically, continuously,
and effectively adapt to available resources when
those resources are outstripped by demand.
AQoS enables applications, such as messaging-,
voice-, and video-based applications, to react to
the network’s available bandwidth capacity by
reducing the load while continuing to serve mission
requirements. The AQoS approach provides
adaptation mechanisms that allow application
performance to degrade gracefully and recover
in a way that maximizes mission value.

The team conducts quarterly experiments at
the United States Special Operations Command
(USSOCOM)-Naval Post Graduate Field
Experimentation Cooperative at Camp Roberts,
California. These efforts serve to further their
research and integrate the work with others
through scenario-based exercises.
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AQoS Help s A pplications Using Wireless
Net works A da p t in Critica l Field Missions
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REse a rch Seeks h a rMON Y Bet ween
Acquisition Str ategy a nd Soft wa re
A rchitect ure

“Better management visibility and control of critical
business and mission tradeoffs—program offices
explicitly aligning strategy and architecture—means
acquisitions are more likely to produce effective
software-reliant systems.”
—Lisa Brownsword

Increasingly, major defense acquisition programs
rely on software to provide substantial portions
of system performance—yet software is often a
minor consideration when program decisions are
made. “Business and mission goals end up out of
alignment with software architecture,” explained
Lisa Brownsword of the SEI’s Acquisition Support
Program. “This degrades the product, adds cost,
and increases schedule risk.”
Brownsword leads an SEI team exploring ways to
help organizations “harmonize their acquisition
strategy with their software architecture,” she said.
“Complex acquisition programs have diverse sets
of stakeholders whose goals and priorities may
be misaligned,” she said. “Operational users,
combatant commanders, funding authorities, and
acquisition team members often think they have
the same priorities, but actually vary widely in
terms of the goals and features they consider
most important.”
By examining the relationships among four
elements (business and mission goals, acquisition
strategy, quality attributes, and software and
system architectures), Brownsword’s team
pinpoints patterns of alignment or misalignment—
anti-patterns—that tend to keep the software
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architecture and acquisition strategy in harmony or
to pull them apart.
Identifying anti-patterns, Brownsword said, is
just the start of addressing the problems of
misalignment. “Characterizing the general shape
of an acquisition model that would avoid or
minimize these anti-patterns is a next step toward
developing a way to help programs avoid these
anti-patterns,” she said.
By identifying and deconflicting mission and
business goals, acquisition strategy and software
architecture will fall into closer alignment—and,
in turn, result in more effective and efficient
software-reliant systems.
“It’s interesting work, and the potential payoff
is significant,” Brownsword noted. “Better
management visibility and control of critical
business and mission tradeoffs—program offices
explicitly aligning strategy and architecture—
means acquisitions are more likely to produce
effective software-reliant systems.”
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“This architecture is scalable
at a hardware and software
level, and is rapidly configurable
to accommodate a variety of
missions.”
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Modul a r Open Systems A pproach to
Soft wa re A rchitect ure Speeds
S atellites into Space

—Mike Bandor
Hundreds of satellites circle the earth every
day—almost all of them are unique machines that
took months or years to plan, develop, and build.
But does it have to be that way? Is it possible to
reduce the time to launch a new satellite to a few
weeks or even days?
For the first time in the space age, the answer
to that question is yes. And the SEI is helping
the Department of Defense’s (DoD) Operationally
Responsive Space (ORS) Office make it happen.
“The SEI has worked with ORS nearly since
its inception in 2007,” noted the SEI’s Mike
Bandor. Bandor, part of the SEI’s Acquisition
Support Program, leads the Institute’s
involvement with ORS.
In 2012, the SEI helped ORS develop the firstever modular, open systems approach (MOSA)
architecture in space. “This architecture is
scalable at a hardware and software level, and

is rapidly configurable to accommodate a variety
of missions,” Bandor explained. With the MOSA
architecture, every satellite need not be a “one
off”—a unique, complex, single instance of a
space vehicle. Indeed, one goal for ORS and
MOSA is to be able to assemble and launch a
satellite mission in a week’s time from existing
components. Another goal is to design and build
new satellites for new missions in a year or
less. The use of MOSA enables those types
of timelines.
The SEI, Bandor said, has been working closely
with the ORS Office and the prime contractors
in the areas of flight software architecture,
software development and maintenance
strategies, information assurance, and the
development of the Space Plug-and-Play
Architecture (SPA) standards.
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Three SEI Projects Support Data-Driven
Decision Making in Software Engineering
The SEI’s drive toward an empirically grounded,
data-driven approach to software engineering
begins with one thing: data. Data is the key
element underpinning every research effort,
and successful analysis turns data into insights
that can influence decision making and improve
performance. Three efforts are underway to create
accessible, unique data resources for use by the
SEI, the Department of Defense (DoD), and the
larger research community.

A second effort involves the creation of a
repository for the data reported from teams using
the Team Software Process (TSP). The data
span over a decade and come from hundreds of
projects. “Rarely is such detailed data collected
from software development projects. While big
data is a popular topic, detailed data with this level
of granularity is sometimes even more important in
understanding what happened in software projects
and predicting future performance,” said Zubrow.

One project aims to improve the quality and
usability of the data reported to the DoD by
contractors on the Software Resources Data
Report (SRDR). “These reports contain a lot of
unique, valuable information about large-scale
development,” said Dave Zubrow, chief scientist
for the Software Engineering Process Management
Program, “but its use has been limited by the way
it’s been structured and stored.” Collaborating
with the Air Force Cost Analysis Agency, the SEI
has begun an effort to transform the information
into a repository containing clean, query-able data
with supporting information.

A third project involves accessing data to gain
insight into projects using agile methods. For
this project, the SEI is collaborating with Rally
Software, a company specializing in agile
application lifecycle management. “We’re working
with Rally because agile is a widely-used method
and we have a common interest in understanding
what agile practices are being used, how effective
they are, and the performance of projects using
agile,” said Zubrow. Improved access to, and
analysis of, data enables empirically grounded
insights that can be used to evaluate performance
and establish benchmarks and heuristics.
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“While big data is a popular topic, detailed
data with this level of granularity is sometimes
even more important in understanding what
happened in software projects and predicting
future performance”
— David Zubrow
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Building Safety-Critical Systems

In safety-critical systems, a software error can
mean serious injury or loss of life. As a result,
organizations that develop critical software must
comply with a growing number of government
standards and regulations. A narrow focus
on compliance, however, can lead to missed
opportunities, according to Jim Over, manager
of the SEI’s Team Software Process (TSP)
initiative. “While meeting these standards is a
requirement, the problem is that an organization
can develop a culture focused on compliance
instead of measured performance and continuous
improvement,” said Over.
Beckman Coulter, a company that manufactures
and markets biomedical testing instrument
systems, tests, and supplies, began introducing
TSP in 2009 as part of their effort toward
what Rick Marshall describes as a push for
“differentiated quality” in the marketplace.
Marshall, Director of Software Engineering for
Clinical Information Systems at Beckman Coulter,
said, “We have successful processes in place
that are compliant and yield predictable quality,
but we are developing even more complex and
interoperable systems requiring a higher level of
certainty around quality. Our old processes just
weren’t scalable to the systems we wanted to build
in the future.”
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TSP has now been deployed at seven locations in
India, the United States, and Germany, with more
sites planned. In three years, they have achieved
90 percent adoption across Beckman Coulter
Diagnostics. According to Scott Van Eps, Staff
Software Development Engineer, TSP integrated
well with FDA regulations and other standards
while also providing a common language among
multiple groups. Projects are typically cross-site,
and TSP helps everyone use the same methods for
planning, scheduling, and tracking work, even if
they are countries apart.
The primary benefit of using TSP, however, is the
ability to measure and manage quality throughout
the development process. “Quality cannot be
tested in,” said Over. “Trying to manage quality
without numbers is just talk. What differentiates
the TSP is the data-driven team quality
management practices that have improved pretest
yields to 99 percent or better.” High maintenance
costs after a release and limited visibility into what
those costs would be were factors that contributed
to Beckman Coulter’s decision to adopt TSP. “We
don’t want to spend time after a release correcting
newfound defects and re-issuing maintenance
releases,” said Marshall. “We’re reaping the
benefits now on some of our recent releases
developed using TSP.” Beckman Coulter TSP

projects have demonstrated from 5 to 20 times
fewer defects after release.
While Beckman Coulter’s use of TSP was
planned for new development, they decided to try
something new in 2010: applying TSP late in the
development stage to a project already in system
test. A hardware and software system was being
developed for hematology, and they needed
to reduce defects and develop a predictable
schedule for release. Working with the SEI, they
identified areas of TSP that could be readily
applied at this stage in the project with minimal
impact to the current schedule. They developed
“just in time” training to introduce TSP principles
as they were needed. This effort yielded good
results for the new system: 3.4 percent schedule
predictability, 10 times improvements in system
reliability, and satisfied customers noting no major
issues after release.
These practices and results are not unique to
Beckman Coulter. They apply broadly and should
be of particular importance to any government or
industry software-reliant system with safety-critical
requirements.

“What differentiates the TSP
is the data-driven team-quality
management practices that
have improved pre-test yields
to 99 percent or better.”
—James Over
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Toward Guaranteed Software Quality

The average schedule overrun for an information
technology project is 27 percent, while about one
in six projects racks up a cost overrun of 200
percent and a schedule overrun of almost 70
percent. Extra time and money don’t necessarily
buy quality. Software bugs are so prevalent that
they cost the United States an estimated $59.5
billion a year.
The most shocking thing about these numbers
is that many people are no longer shocked to
hear them. Perhaps that’s why David Ratnaraj,
Program Manager at Advanced Information
Services, Inc. (AIS), garnered a lot of attention
at a recent SEI software symposium when he
presented the results of a project to modernize a
computer system for a large federal government
organization. The project was done on a firm,
fixed-price contract (which is a contract where the
buyer pays only the negotiated amount, regardless
of the contractor’s real cost). It was delivered four
weeks ahead of schedule, met all federal security
mandates, and had a defect rate of only 0.097
defects per thousand lines of code in production,
meaning it was essentially defect free. This
extremely low defect rate enables AIS to offer a
lifetime warranty on software defects, which is
almost unheard of in the industry.
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Most of the questions from the audience were,
predictably, related to how those results were
achieved. “These are problems that the software
engineering community has been trying to address
since the idea of a ‘software crisis’ emerged in
1968,” said Girish Seshagiri, Founder of AIS.
When Seshagiri founded AIS in 1986, he realized
the first step in fixing cost, schedule, and quality
problems in his own organization was to fully
understand the process he was using to develop
software. To that end, AIS began implementing
the Capability Maturity Model (CMM) in 1992 and
has now been appraised at Capability Maturity
Model Integration (CMMI) level 5. “We saw a
significant decrease in schedule variation as we
implemented CMM, and another large drop when
we started using TSP about four years later,” said
Seshagiri. “We believe sincerely that level 5 is not
the end, it’s the beginning,” he said. “Reaching
level 5 means we understand our variation, a
fundamental element in predicting performance,
and implementing TSP gives us the consistent
results we need. Now we can predict quality: we
know what the defects are going to be, and where.
Having detailed data is what allows us to know if
we’ll be able to execute a firm, fixed-price contract
economically.”

Seshagiri recently took his message about quality
and predictability before the Senate Armed
Services Committee, where he spoke about the
importance of putting quality first. “In all other
engineering and manufacturing activities, it is
a given that having low defects reduces cost,
increases market share, and improves satisfaction.
Only in software production are people still asking
if quality costs more,” he said. Clouding the issue
is the fact that the costs of acceptance testing and
fixing defects found in production are not charged
to development, and the person who injected the
defect is not usually the person who pays to fix it.
Seshagiri speculates that once the total costs of
poor quality are considered, greater emphasis will
placed on ensuring developers make software right
in the first place and stand behind their products.

Quality
“Reaching level 5 means we understand our variation, a
fundamental element in predicting performance, and
implementing TSP gives us the consistent results we need.
Now we can predict quality: we know what the defects are
going to be, and where. Having detailed data is what allows
us to know if we’ll be able to execute a firm, fixed-price
contract economically.”
—Girish Seshagiri, Founder, Advanced Information Services, Inc.

Costs
Delays
Errors
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Research Forum Examines Agile
in Complex, Large-Scale Environments
In the field of software process improvement,
the Capability Maturity Model Integration
(CMMI) is a dominant force. For the past two
decades, the SEI and its partners have built on
the CMMI’s foundation, laid by Watts Humphrey
and other software process pioneers, refining
the method and expanding its scope. But new
process methods have emerged in commercial
software development organizations, especially
agile methods.
As part of its commitment to advance new
research on software process improvement, the
SEI hosted the Agile Research Forum in August
2012. The forum brought together researchers and
practitioners from many countries to discuss how
agile approaches can overcome the challenges
of complexity, exacting regulations, and schedule
pressures in large-scale development projects.
Featured speakers at the forum included Mary
Ann Lapham, Ipek Ozkaya, James Over, Douglas
Schmidt, Anita Carleton, and Teri Takai. Carleton,
director of the SEI’s Software Engineering Process
Management Program, organized the event.
Lapham, senior researcher with the SEI Acquisition
Support Program, examined “Agile Methods:
Tools, Techniques, and Practices for the DoD
40

Community,” describing research on how to help
the Department of Defense (DoD) overcome
technical and cultural resistance to agile methods.
Ozkaya, senior researcher in the SEI Research,
Technology, and System Solutions Program,
presented “Strategic Management of Architectural
Technical Debt,” highlighting how to spot the
sources of technical debt in a project, track it,
and use it to advantage.
James Over, manager of the Team Software
Process (TSP) Initiative in the SEI Software
Engineering Process Management Program,
presented “Agility and Discipline,” sharing insights
from research and experience in balancing agility
and discipline.
Schmidt, SEI visiting scientist and associate
chair of the Department of Electrical Engineering
and Computer Science at Vanderbilt University,
discussed “The Importance of Applying Agile
Technologies to Key DoD Software Initiatives,”
exploring what’s at stake for large-scale
development organizations considering or
adopting agile technologies. Schmidt, former
chief technology officer for the SEI, discussed
how agile methods can encourage more effective
collaboration among users, developers, testers,
and certifiers of common operating platform

environments (COPEs) to help the DoD build
integrated, interoperable, and affordable softwarereliant systems more successfully.
“Much research remains to be done to optimize
the ways in which software engineers apply agile
methods to develop software-reliant systems in
both government and industry,” said Carleton.
Agile methods promise to simplify software
development and acquisition, which is key to
reducing costs. Experts agree these methods have
much to offer. For instance, in her remarks at the
forum, Teri Takai, Chief Information Officer of the
DoD, said, “Agile is a way for us to be able to, in
small parts, mitigate our risks, make the changes
that we need after a small, incremental delivery,
and then be able to build on that to get to the next
stages of our delivery.”
Other forum presenters focused on how to resolve
conflicts between traditional acquisition and agile
development approaches, how to use technical
debt to advantage, and how to infuse agile
methods with discipline, without overloading it.
One of the key messages emerging from the forum
was that, while agility in business, management,
and technical dimensions is essential, it’s not
the only solution to the complex set of problems

facing software development organizations.
Additional research and engineering investment
will continue to be needed to devise appropriate
methods, tools, and techniques that will enable
agility at scale. To help meet these objectives, the
SEI is committed to sponsoring future research
in agile and other process improvement methods
relevant to commercial and government software
organizations.

“Agile is a way for us to be able to, in small parts,
mitigate our risks, make the changes that we
need after a small, incremental delivery, and then
be able to build on that to get to the next stages
of our delivery.”
—Teri Takai, Chief Information Officer, Department of Defense
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Accent ure Cites Benefit of Long Rel ationship
with SEI in Congression a l Testimon y

The SEI and Accenture, an important SEI partner,
have enjoyed a working relationship for 10 years.
Accenture, a global management consulting and
technology services company, employs more than
250,000 and serves clients in more than 120
countries. Accenture collaborates with its clients
to help them become high-performance
businesses and government organizations.
And it is a long-time user of the SEI’s process
improvement methods.
The SEI’s relationship with Accenture was
highlighted in congressional testimony on
August 1, 2012, by William D. Green, executive
chairman of the board at Accenture and a member
of the Committee on Research Universities, Board
on Higher Education and Workforce Policy and
Global Affairs, at the National Research Council of
the National Academies. Green cited Accenture’s
work with the SEI as an example of a productive
relationship between research universities and
the private sector. Testifying before the U.S.
House Subcommittee on Research and Science
Education, part of the Committee on Science,
Space, and Technology, Green emphasized
how these collaborations between business
and research universities are fueling American
innovation and the creation of jobs.
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“Developed by SEI, the Capability Maturity
Model Integration for Development, CMMI-DEV,
in particular, is one of the most used quality
models in the world and is the de facto standard
for software development improvement,” Green
testified. “Accenture was one of SEI’s earliest
business partners and began implementing its
models with clients in the mid-1990s. Today,
our partnership with SEI continues. A number
of Accenture employees are certified [CMMI]
appraisers and instructors, our business teams
provide some client consulting related to
implementation of SEI products, and we have also
used the standards and models created by SEI for
our own corporate benefit. Accenture is one of the
largest users of the standards in the world, and
we currently apply them to our largest
delivery centers.”

William D. Green, Executive Chairman
of the Board of Accenture
Photograph courtesy of the Committee on
Science, Space and Technology, United States
House of Representatives.
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CMMI Serv ices to Be Prov ided
Through Ne w CMMI Instit u te

In 2012, Carnegie Mellon University formed a
new institute to provide services related to the
Capability Maturity Model Integration (CMMI).
The new organization, the CMMI Institute, now
manages all CMMI training, certification, licensing,
and appraisal services as well as future model
development that were previously managed by the
Software Engineering Institute (SEI). The SEPG
Conference Series, People Capability Maturity
Model (PCMM), and the Data Management
Maturity (DMM) Model are also moving to the
CMMI Institute.
“Formation of a new organization to manage
CMMI services allows for greater commercial
amplification of the CMMI product suite,” said
Kirk Botula, CEO of the CMMI Institute. “We look
forward to working with our network of partners

to promote worldwide adoption and use of the
models as a way to improve software development,
acquisition, and service processes in government
and industry.”
The CMMI suite of products was developed at the
SEI in conjunction with government and industry
groups. The suite includes CMMI for Development
(CMMI-DEV), CMMI for Acquisition (CMMI-ACQ),
CMMI for Services (CMMI-SVC), and People
CMM. The Data Management Maturity Model,
developed in conjunction with the Enterprise Data
Management Council and other partners, is based
on CMMI.
“As a federally funded research and development
center, the SEI was pleased to develop and
steward the progress of the CMMI models,” said

Paul Nielsen, director and CEO of the SEI.
“As with many research programs, though,
we are even more pleased when something
moves out of the research institute and into
widespread adoption in practice.”
The SEI will continue its broad-based research
and development of software engineering and
cybersecurity technologies and methods.
The SEI continues to offer training for the
Team Software Process, software architecture,
software product lines, measurement and
analysis, acquisition practices, cybersecurity,
and CERT-RMM.
For more information, see the CMMI Institute
website at www.cmmiinstitute.com.
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SEI Professional Development Center
The SEI Professional Development Center (PDC)
incorporates education, training, and professional
certificate credentials, all of which enable
individuals to benefit from SEI research in
multiple disciplines.
The PDC provides continuing education for
engineering and software professionals in
government, industry, and academia.
The SEI addresses professional development
needs by designing and developing training
that is accessible and effective with classroom,
blended, and distance learning delivery channels,
and by encouraging and recognizing individual
accomplishments in various disciplines through
professional certificate programs.
For more information about SEI training,
visit www.sei.cmu.edu/training.
For more information about the SEI
professional certificate requirements, visit
www.sei.cmu.edu/training/certificates/.
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SEI Partner Network
The SEI Partner Network is an elite group of
SEI-trained organizations on the leading edge of
software engineering processes and technologies.
SEI Partners are licensed to deliver SEI services
in Architecture Tradeoff Analysis Method, CERT
Information Security, CERT Resilience Management
Model, Service-Oriented Architecture, Smart
Grid, Software Architecture, Software Engineering
Measurement and Analysis, and Team Software
Process.
By delivering services worldwide, SEI Partners
provide a critical distribution channel for
accomplishing the SEI mission.
In fiscal year 2012, the SEI Partner Network
consisted of 448 Partner organizations.
In 2012, the functions of the SEI Partner
Network moved to Clearmodel and the CMMI
Institute, which are part of Carnegie Innovations,
a technology commercialization enterprise
and 100-percent-controlled subsidiary of
Carnegie Mellon University. Please visit
http://partners.clearmodel.com for current
information about the Partner Network.

SEI Conferences & Events
As part of its strategy to apply the latest research,
the SEI offers conferences, workshops, and usergroup meetings. These events represent technical
work and research performed by the SEI and its
collaborators in process improvement, software
architecture and product lines, security, acquisition,
and interoperability. Individuals from around the
world attend SEI conferences and events to
• connect with industry leaders
• share best practices
• network with peers
• find potential solutions
• gather the latest research and trends in software
and systems engineering
Some of the events that the SEI sponsored and
cosponsored in 2012 are
• FloCon 2012
• SATURN 2012
• S EPG North America 2012
• SEPG Europe 2012
• TSP Symposium 2012
For more information about SEI conferences and
events, visit www.sei.cmu.edu/events.
SEI Certification Program
The SEI Certification Program grants professional
certifications to individuals who have the skills,
abilities, and knowledge needed for various
disciplines. SEI certifications are based on SEI
research and published bodies of knowledge, and
are assessed using industry-leading methods.

The SEI now has certification programs in,
Architecture Tradeoff and Analysis Method,
Information and Network Security, Resilience
Management, Smart Grid Management, Software
Architecture, Software Engineering Measurement
and Analysis, Team Software Process, and
Personal Software Process.
In 2012, certain administrative support functions
for SEI Certifications moved to Clearmodel, Inc.,
but the SEI continues to evaluate and approve
certification applications and grant certification
credentials.
For more information, visit www.sei.cmu.edu/
certification.
SEI Affiliate Program
Through the SEI Affiliate Program, sponsoring
organizations contribute technical staff members
to the SEI’s ongoing effort to define superior
software and systems engineering best practices.
Affiliates lend their technical knowledge and
experience to SEI teams investigating specific
technology domains.
Affiliates are immersed in the inquiry and
exploration of new tools and methods that
promise to increase productivity, make schedules
predictable, reduce defects, and decrease costs.
For more information about the
SEI Affiliate Program, visit
www.sei.cmu.edu/careers/affiliates.
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SEI Board of Visitors
The SEI Board of Visitors advises the Carnegie
Mellon University president and provost and
the SEI director on SEI plans and operations.
The board monitors SEI activities, provides
reports to the president and provost, and makes
recommendations for improvement.
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Barry W. Boehm
TRW Professor of Software Engineering, University
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John M. Gilligan
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Department of Energy
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Consultant; Former Executive Vice President,
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Tom Love
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SEI Director’s Office
The SEI Director’s Office leads the Institute's research program and ensures the smooth, efficient
operation of the SEI. Director and Chief Executive Officer Paul Nielsen builds strong, collaborative
relationships with leaders in government, industry, and academia, communicating the SEI's vision
for software engineering.
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Paul D. Nielsen Director and Chief Executive Officer
Robert Behler Deputy Director and Chief Operating Officer
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transition, and business and technology
functions of the SEI.
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Director, Financial and Business Services
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