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provider must formulate personnel 
policies with full appreciation of 
the observed increase in malicious 
insiders’ involvement in security 
breaches3 and the potentially huge 
impact a malicious insider could 
have by exfiltrating or manipu-
lating data. The provider should 
follow best practices in separation 
of privileges, least privilege, access 
control systems, alarm systems, 
administrator logging, two-factor 
authentication, codes of conduct, 
confidentiality agreements, back-
ground checks, and visitor access.

Operating a data center is a 
complex process that must take into 
account many environmental con-
cerns that, although not inherently 
security concerns, could affect the 
information’s availability. The data 
center should have a comprehen-
sive continuity-of-operations plan 
(COOP), preferably conforming to 
US Federal Emergency Manage-
ment Agency standards.4 It should 
also, where necessary, have a liaison 
with customers as to how the pro-
vider integrates with the custom-
ers’ COOP. Architectural security 
should be sufficient to protect the 
data center from physical attack, 
given the value of the data inside. 
The provider should regularly re-
view and update these policies as 
conditions change.

The Network Layer
An essential characteristic of cloud 
computing is that the provider pro-
vides and controls the network ac-
cess between the customer data and 
the users across the Internet. This 
border between relatively trusted 
space (the provider’s facilities) and 

elasticity of provisioning resourc-
es, and service or resource moni-
toring.1 On the basis of the Cloud 
Security Alliance’s work, a cloud 
is modeled in seven layers: facility, 
network, hardware, OS, middle-
ware, application, and the user.2 
These layers can be controlled by 
either the cloud provider or the 
cloud customer.

Table 1 identifies which layers 
the cloud provider controls un-
der the three service models. Any 
service-level agreement (SLA) 
should clearly delineate these 
lines of responsibility. Analyzing 
these controls per cloud layer can 
make it easier to manage audit-
ing and security monitoring. The 
desired controls don’t change sig-
nificantly for a given layer accord-
ing to whether the cloud provider 
or customer manages that layer, 
but implementation and scalabil-
ity differences exist. Regardless 
of who’s responsible for the layer, 
the customer must ensure that the 
controls are enacted according to 
its standards.

Most clouds receiving public-
ity are public clouds, which are 
resources owned and managed by 
a vendor that sells or leases its ser-
vices to a large industry group or 
the public. Public clouds carry the 

highest risk of data exposure and 
compromise owing to the less-
controlled environment and must 
be handled with the appropriate 
caution. Any cloud project will 
have idiosyncrasies, and each re-
quires its own risk assessment.

Here, I present a set of recom-
mended restrictions and audits to 
facilitate cloud security. Although 
the recommendations might be 
overkill for deployments involving 
no sensitive data, they might be 
insufficient to allow certain infor-
mation to be hosted in any public 
or community cloud. Owing to 
space constraints, I cover only the 
lower four layers here. Part 2 will 
complete the discussion by cover-
ing the middleware, application, 
and user layers.

The Facility Layer
Monitoring at this layer is gener-
ally in the purview of physical se-
curity. A robust physical-security 
policy will have many facets for 
surveillance, personnel, continu-
ity of operations, and architec-
tural resilience. Controlling and 
monitoring physical access to the 
hardware is a high priority, and 
surveillance should at least include 
closed-circuit cameras and patrol-
ling security guards. The cloud 

T
he general characteristics of cloud computing’s 

three service models—software as a service 

(SaaS), platform as a service (PaaS), and infra-

structure as a service (IaaS)—include on- demand 

self service, broad network access, pooling of resources, rapid 
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the inherently untrustworthy net-
work outside is, like all such bor-
ders, important for information 
security and monitoring. Firewalls, 
dynamic firewalls, intrusion detec-
tion systems (IDSs), intrusion pre-
vention systems (IPSs), and network 
proxies are the basic network devic-
es for protecting the network bor-
der. A firewall at the cloud border 
that blocks obviously troublesome 
packets can limit, but not eliminate, 
access by known malicious entities 
at this interface. An active IP and 
domain name blacklist policy is one 
possible security advantage of cloud 
models, because the cloud provider 
has the resources to blacklist quick-
ly and the infrastructure to adopt 
changes quickly.

Operating a higher-layer device 
(IDS, IPS, or proxy) at the border 
that’s responsible for all the traf-
fic in and out of the data center 
might not be feasible. The traffic 
volume could be extremely high, 
preventing the available solutions 
from scaling to allow the required 
performance. Unless the data cen-
ter only offers one or a very few 
types of services, the rules for the 
device would be too vague to pro-
vide much value. This is particu-
larly true for PaaS and IaaS because 
these higher-layer devices leverage 
information from the application 
layer, which in those service mod-
els is controlled by the customer 
and therefore is unpredictable. 
IDSs, IPSs, and proxies could still 
play a role in a cloud environment 
in a federated manner, if the pro-
vider has logically segregated dif-
ferent segments for different tasks.

The network defense devices 
are the natural place to collect in-
formation about security events 
on the network. The provider 
should log this information; these 
logs are a natural place to go to 
audit the network’s security pos-
ture. The provider should also 
collect further network informa-
tion from some type of packet 
capture. Full packet capture, ide-

ally including protocol metadata 
extraction and indexing, is useful; 
however, the retention period for 
such data volumes is quite short. 
This limits the data to a role in 
quick forensic analysis of recent 
attacks and retrospective explora-
tion of the scope of incidents (for 
a somewhat longer retention pe-
riod) based on application-layer 
indicators. For long-term auditing 
and more manageable data vol-
umes, the provider should main-
tain, monitor, and audit network 
flow data.5 The customer should 
request summaries of all these au-
dits as part of its SLA verification.

The Hardware Layer
Because the customer interacts 
only with a virtualized environ-
ment, the provider is responsible 
for maintaining and monitoring 
the hardware. The provider can 
use software to monitor the con-
nection topology, memory use, 
bus speeds, processor loads, disk 
storage, temperature, voltage, and 
so on. The provider must mea-
sure such quantities to effectively 
load-balance its resources. This 
monitoring’s security implications 
aren’t as clear. Distinguishing be-
nign and malicious anomalies in 
such an environment is difficult, 
especially without access to cus-
tomer software commands.

The provider must guarantee 

that the hardware is tamper-free. 
Appropriate physical security pro-
tocols should prevent tampering, or 
at least identify suspicious behavior 
as it occurs and remedy it immedi-
ately. However, the provider should 
audit hardware configurations to 
verify that nothing has tampered 
with them. Otherwise, the pro-
vider is concerned primarily with 
availability and should document 
and report as with the facility layer. 
Hardware security discussions with 
National Security Agency-level 
paranoia are beyond this article.

The OS
Any OS included in a cloud service 
must be highly secured and con-
trolled. In general, fewer features 
in an OS translate to fewer fail-
ure points. Given that an OS in a 
cloud environment has few essen-
tial functions, nonessential func-
tionality should be removed. The 
remaining functionality should be 
checked thoroughly for vulner-
abilities before the OS is deployed. 
Securing the host OS is vitally 
important because if it’s compro-
mised, any customer data on it is 
compromised.

The host OS monitors and ar-
ranges all system calls between the 
virtual machines (VMs) and the 
hardware, so it can access any data 
passing to or from the VM. The 
host OS also can access all data 

Table 1. What the cloud provider controls.*

Service model
Layer Software as 

a service
Platform as 

a service
Infrastructure as 

a service

Facility ✓ ✓ ✓

Network ✓ ✓ ✓

Hardware ✓ ✓ ✓

OS ✓ ✓ ?

Middleware ✓ ? —

Application ✓ — —

User — — —

* Question marks indicate layers in which either the provider or user could be in control.
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“stored” on the VM because that 
data is stored on the disks that the 
OS controls. Storage of sensitive 
data can be mitigated with encryp-
tion in some cases, because an OS 
in a service that merely stores the 
data wouldn’t have the key. How-
ever, this isn’t true about a service 
that actually will process the en-
crypted data in the cloud. Because 
the OS manages all the VM’s func-
tions, it could access any plaintext 
in the hosted VM, including plain-
text keys the processor uses.

The cloud provider should de-
ploy a single, hardened, pared-
down OS throughout its cloud. It 
can then monitor these systems’ 
images for any binary changes. If 
it found any, it could log the of-
fending system and return it to a 
known good state from read-only 
media. The provider could also 
procure memory dumps from ma-
chines and check them against a 
white list for the processes known 
to be included in the OS. This pro-
cess has been demonstrated,6 and 
some providers are using it. Again, 
if anything has been compromised, 
the provider could capture the sys-
tem and memory image and return 
the running system to a known 
good state. The provider should 
further investigate all such events 
to try to identify the initial cause. 
This will help identify where the 
security policy or configuration 
might be lacking or need updating 
to adjust to the threat and prevent 
future infections.

In an IaaS model in which the 
customer provides the main OS, 
the customer probably doesn’t 
have the benefit of a highly ho-
mogenized, pared-down OS. In 
this case, the customer should 
implement all the standard, non-
cloud-based best practices in 
monitoring. However, because 
the customer can’t access the 
hardware, there won’t ever be a 
guarantee that no malicious pro-
cess resides between the OS and 
the hardware modifying or copy-

ing data. The provider’s hypervi-
sor software, which provides the 
characteristic cloud elasticity, is 
surely a candidate for this func-
tion. In theory, the provider could 
compare reports on software and 
hardware performance and, if 
they didn’t match, investigate fur-
ther. However, even if the cus-
tomer could negotiate with the 
provider to share these reports, 
correlating them might be infea-
sible owing to the distributed na-
ture of cloud computing. Any risk 
assessment should seriously con-
sider this inability to technically 
ensure against espionage.

Furthermore, in environments 
in which the customer might ex-
ecute arbitrary code, the provider 
must account for the eventuality of 
malicious customers and intention-
al attempts to compromise the OS 
through the customer’s VM. Most 
VM software has proven vulner-
able to hostile virtualized hosts to 
the extent of permitting compro-
mise of the host OS.7 Any provider 
monitoring plan should account for 
this eventuality because, even if the 
cloud is in a private environment, 
a malicious insider or disgruntled 
employee in a customer organiza-
tion might attempt such attacks.

I n cloud computing’s lower lay-
ers, it’s clear how and why SLAs 

and contracts are the primary in-
struments of customer control. 
This might be partly because fa-
cilities, networks, and hardware 
are physical items that people are 
accustomed to leasing. As we saw 
in the discussion of OSs in the 
cloud, as the layers grow more 
complicated, there are more po-
tential points of failure. The next 
installment will continue this in-
vestigation, discussing controls for 
the middleware, application, and 
user layers. 
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