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Too many decisions
Too many options

Too many variables
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Don’t...

x Roll your own «» Technical debt

x Choose “no framework” «» Framework/base development vs.
Actual development

/
0‘0

Security bugs!!!

x Just choose your « YOUu are on a team

personal favorite » Each project is unique

Django & Twitter bootstrap in the workplace: build 'em fast and furious
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Web Framework Benefits

Backend Framework will make you:

e Faster
« Capable
e Secure

Frontend Framework (layout) will make you:
« Look Professional

Frontend Framework (interactivity) will make you:
* Interactive

ng&thtbttp thwkpl bld em fast and fur
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Framework Selection

Critical:

W
W
W

nat will the organization support?

nat does your team already know?

nat best suits your needs?

- Size of community, support

L ess critical:

* Ability to scale?

* Framework speed?
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Set up for Success: Minimal training

e Django:  Bootstrap:

1. Do the tutorial 1. Explain the grid
2. Google EVERYTHING 2. Scan through docs

Resize the window
while browsing!

Time investment: 1 day
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Django — projects, apps, URLSs

Terminal: - Namespaced database
| -~ Test webserver

- manage.py file

- Site settings file

$ django-admin startproject mail clone
$ django-admin startapp email

$ django-admin startapp calendar

$ django-admin startapp todo

— Skeleton folder/file

structure
settings.py: urls.py:
INSTALLED APPS = ( urlpatterns = [
‘email’, url(r'~email/"', include(’email.urls')),
‘calendar, url(r'~calendar/"', include(’calendar.urls')),
‘“todo’, url(r'~todo/', include(’todo.urls')),

Django & Twitter bootstrap in the workplace: build 'em fast and furious
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Django — Database, ORM

models.py:

from django.db import models

class Email(models.Model):
to = models.CharField()
from = models.CharField()
date = models.DateField()
subject = models.CharField()
body = models.TextField()

Terminal :

$ python manage.py makemigrations
$ python manage.py migrate
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o Field types

AutoField

BigAutoField

BigIntegerField

BinarvField

BooleanField

CharField

CommaSeparatedIntegerField

DateField

DateTimeF1ield

DecimalField

DurationField

ﬂ - Create database changes file

\‘ |

e

FileField

» FileFieldand FieldFile

- Update database structure

F1natField Inal
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Django — Database, ORM

models.py:

from django.db import models

class Program(models.Model):

>> Email.objects.create( name = models.CharField(max_length=500)
to=“alice@example.com”, description = models .Textl.:ield()
fr‘om=“bob@example. com”, date_added = models.DateField(auto now_add=True)

date="2017-04-01 13:00:00”,
subject=“Howdy!”,
body=“Created an emaill”)

>> e = Email.objects.filter(to=*“alice@example.com™)
>> e.subject = “Hello!”

>> e.save()

>> e.delete()

Django & Twitter bootstrap in the workplace: build 'em fast and furious
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dataimport
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Django — Other fun stuff

views.py
* Logic for each page
e Submitted form processing

forms. py

e Forms framework... cleans, error
checks, etc. for you

Django & Twitter bootstrap in the workplace: build 'em fast and furious
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Templates
« HTML, with custom syntax

e very similar to most other
template languages

tests.py

e Built-in testing framework
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Django — Admin tools

D'_._ e e e S L e BooEn e o —amo A o mcpeo o oo n e
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Django administration WELCOME, EKANAL. VIEW SITE / CHANGE PASSWORD / LOG OUT

Sit
E Home : Todo » Td lists

@ The td list "TDList object” was added successfully.

Gr
Us 0
Select td list to change

m Action: | ========= 2| Go | 0of1 selected

En

] TDLIST

] TDList object

Td 11td list

To

q localhost:8
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ReportWriter = Dashboard 9 Recent Actions « & ekanal =

Home | Report | Reports / Add Report

Add Report
Name Status
/ Draft
Title*

Description*

CWEs*
Either click 'Suggest CWEs' to get the suggest CWE based on your description or select a CWE from the list Suggest CWEs

Write my own Misuse Case and Use Case Suggest Misuse Cases and Use Cases
Save and continue editing

Django & Twitter boot
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Django — DRF

Django Rest Framework (DRF)
o Sophisticated API design framework
e From their website:

Some reasons you might want to use REST framework:
e The Web browsable APl is a huge usability win for your developers.

 Authentication policies including packages for OAuthla and OAuth2.

e Serialization that supports both ORM and non-ORM data sources.

ng&thtbttp thwkpl bld em fast and fur
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Bootstrap — Why

Page 1 of 31 n i

Bootstrap Getting started CSSs Components JavaScript Customize Themes Expo Blog

Ul Consistency
 Proven Ul concepts
e Professional look

° EXCGllent COmmunity Bootstrap is the most popular HTML, CSS, and JS
. framework for developing responsive, mobile first projects
support: plEse Pro)

on the web.

e Themes

Download Bootstrap

e Extensions
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Bootstrap — Grid

 Think newspapers

e Columnar content

It
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padding, margin

“Just Add Classes”
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Bootstrap — Everything else

Title Home Link Link Dropdown = Search Link Dropdown ~
P P

Action - Action = Danger = § W success Info = Inverse Search

Large button Large button « 1 2 3 4 5 »

Default button Default button

amall buiton Small button
Mini button Cne fine body._.

Modal header

Action -
Another action j Close
Something else here = )

Home Help Dropdown - i 1 2 | 3 4

n

0

separated link
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Bootstrap — Everything else

e Forms  Thumbnalils  Tooltips

e Buttons * Progress bars o Carousels

e Wells o Labels  Responsive menus
* Tables « Badges e Tabbed lists

* Images e Panels  Modal boxes

e Typgraphy e Lists e Popovers

* Navbars e Dropdowns e Transitions

e Breadcrumbs o List groups * Plugins

o Alerts o Glyphicons « Themes

Django & Twitter bootstrap in the workplace: build 'em fast and furious
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Bootstrap — Implementation Amount in dollrs)

Amount
00
« Almost all through Transfer cash

<div>'s and classes

EXAMPLE

 Encourages valid

$  Amount .00
HTML

<form class="form-inline"> Copy

¢ NOte Poor bug <div class="form—-group">

<label class="sr-only" for="exampleInputAmount">Amount (in dollars)</label>
handllng (Just <div class="input-group">
<div class="input-group-addon">$</div>

<input type="text" class="form-control" id="exampleInputAmount"
markup’ no placeholder="Amount">

“debu er”) <div class="input—group—addon">.@0</div>
gg </div>
</div>
<button type="submit" class="btn btn-primary">Transfer cash</button>
</form>

Django & Twitter bootstrap in the workplace: build 'em fast and furious
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AdminLTE

Alexander Pierce

Online

Dashboard

QO Dashboard v2

2] Layout Options
Widgets
Charts
Ul Elements

" Forms
Tables
Calendar
Mailbox
Examples

Multilevel

0 Alexander Pierce &

Ready to sell your theme? Submit your theme to our new marketplace now and let over 200k visitors see it!

Dash boa rd Version 2.0

CPU TRAFFIC

@ 90%

Monthly Recap Report

920
80
70
60
50
40
30
20

10
January February

al17%
$35,210.43
TOTAL REVENUE

& Home Dashboard

LIKES NEW MEMBERS
G"' 41,410 UL 2,000

Sales: 1 Jan, 2014 - 30 Jul, 2014 Goal Completion

Add Products to Cart 160/200
|

Complete Purchase 310/400
|

Visit Premium Page 480/800
|

Send Inquiries 250/500
|

10% - 20% v 18%
$10,390.90 $24,813.53 1200
TOTAL COST TOTAL PROFIT GOAL COMPLETIONS

Visitors Report

INVENTORY
5,200
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AdminLTE

LR A Advanced Form Elements preview

Online

Select2

Minimal
Alabama

Dashboard
Disabled

Layout Options Alabama

Widgets

o 4

Multiple

Select a State

Disabled Result

Alabama

Visit Select2 documentation for more examples and information about the plugin.

Charts

9 ~
(S n Alexander Pierce &

@& Home

Forms

Advanced Elements

Ul Elements Input masks

Date masks:
Forms

dd/mm/yyyy

Advanced Elements

US phone mask:

Tables
A

Calend
alendar Intl US phone mask:

Mailbox AW

Examples IP mask:

[

Date picker

Date:

Date range:

04/30/2017 - 04/30/2017

Date and time range:

® | 04/30/2017 - 04/30/2017

Date range button:

9 Date range picker v
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Django — Admin tools

e Built-in interface for oft-used
functionality

 Needs only model definition
e Highly customizable Ul
« Limited functionality extensibility

Django & Twitter bootstrap in th e workplac b ild 'em fast and fur
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Takeaway

 Frameworks save time, effort

* Roll-your-own is bad

 Django (and other modern tools) have powerful features

e Bootstrap is a really cheap way to look super professional

Django & Twitter bootstrap in the workplace: build 'em fast and furious
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Contact Info

Eliezer Kanal

Technical Manager & Principle Researcher
Telephone: +1 412.268.5204

Email: ekanal@cert.org

blog.erikdev.com

@eykanal [ 11 )
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